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                                                ABSTRAK 

 

 

 

Projek ini adalah digunakan untuk memantau, mengawal dan menyelia beban 

elektrik atau peralatan elektrik. SCADA ialah singkatan untuk Kawalan Penyeliaan dan 

Pemerolehan Data. Ia tidak merupakan satu sistem kawalan yang penuh, tetapi lebih 

menumpukan pada peringkat penyeliaan. Oleh itu, ia adalah satu pakej perisian yang 

mempunyai hubung kait dengan RTU (Unit Terminal Jauh). Indusoft Web Studio adalah 

perisian yang digunakan untuk projek ini. Sistem SCADA menyokong pengendali 

sistem kuasa seperti contoh membuka atau menutup geganti suis elektrik atau pemutus 

litar dengan dilengkapi sistem keselamatan. Data diperoleh dari RTU yang dipasang di 

dalam kotak pengagihan dan kemudian data tersebut dihantar ke pusat kawalan system 

menggunakan peranti I/O untuk diselia dan diselenggara. 

 

 

Sebuah sistem SCADA melaksanakan dua fungsi kritikal dalam operasi: 

 Fungsi Pemerolehan Data 

. Sistem SCADA mengumul data-data yang diperoleh dari RTU. 

 

 Fungsi Kawalan Penyeliaan 

Fungsi ini membenarkan pengendali untuk mengawal peranti-peranti dan 

menukar nilai-nilai dalam pangkalan data. Semua operasi mengikuti 

pelbagai langkah tatacara. 
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ABSTRACT 

 

 

 

The project is used to monitor, control and supervise electrical loads or 

equipment. SCADA stands for Supervisory Control and Data Acquisition. As the name 

indicates, it is not a full control system, but rather focuses on the supervisory level. As 

such, it is a purely software package that is positioned on top of a hardware to which it is 

interfaced via RTU’s (Remote Terminal Units). Indusoft Web Studio is used as software 

for this project. The SCADA system supports the power system operator in controlling 

the remote or local terminal equipments such as opening or closing relays or circuit 

breaker with security features. Data are obtained from RTU’s installed in the automated 

electrical distribution panel and delivered at the system control centre by local I/O 

devices. 

 

 A SCADA system performs two critical functions in the operation:  

 

 Data Acquisition Function 

The data acquisition sub-module of the SCADA system periodically collects data 

in processed or raw form from the RTU’s. 

 

 Supervisory Control Function 

This function allows the operator to control remote devices and to condition or 

replace values in the database. All operations follow multi-step procedures 
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CHAPTER 1 

 

 

 

INTRODUCTION 

 

 

 

1.1 SCADA Definition 

 

SCADA stands for Supervisory Control and Data Acquisition. SCADA systems are 

a type of industrial control used to collect data and exercise control from a remote 

location. Term of SCADA refers to a control system that monitors and complete site 

over a long distance (kilometers/meters). SCADA includes input/output signal hardware, 

controllers, networks, communication, database and software. In the distribution system, 

SCADA systems are used to collect data in real time and display these data to humans 

(controllers) who monitor the data from remote sites. A SCADA system performs two 

critical functions in the operation:  

 Data Acquisition Function 

The data acquisition sub-module of the SCADA system periodically collects 

data in processed or raw form from the RTU’s. 

 Supervisory Control Function 

This function allows the operator to control remote devices and to condition 

or replace values in the database. All operations follow multi-step 

procedures. 

 SCADA systems are widely used in electricity, oil, gas, water systems and in the 

industries.   
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1.2 Scope of Project 

 

This project focuses primarily on designing SCADA system based on electrical load 

controller which can monitor, control and supervise distribution system. The design 

process is a process on designing and creating Graphical User Interface (GUI’s) and 

designing logic program for SCADA system to operate. Meanwhile, the interfacing 

system with RTU is about to test the SCADA system where it should run to monitor, 

control and supervise distribution system without any errors. Final SCADA for 

operating and controlling the distribution panel is to be archieved. 

 

This report consists of the following chapters:  

 Chapter 1 

Gives an introduction of the project that is problem statements, objectives and 

scope of the project report. 

 Chapter 2 

Explains briefly the system concepts and operation. 

 Chapter 3 

Explains the implementation of project step by step. 

 Chapter 4 

Results and discussions are discussed in this chapter. 

 Chapter 5 

This chapter describes about conclusion of this project when the objectives of the 

project achieved. 
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1.3 Problem Statements 

 

Normal distribution system functions are manually operated system and if any 

problem arises, the operators investigate the problem manually. In some few cases, it is 

dangerous, unhealthy or otherwise unpleasant for a person to be at a site. In most cases it 

is simply too expensive to have an operator stay at the site for extended periods of time 

or even to visit the site on at once a shift or once a day basis. SCADA makes it 

unnecessary for an operator to be assigned to stay at or frequently visit remote locations 

when those remote facilities are operating manually. 

A large amount of data needs to be acquired, processed and presented to the operator 

and the system engineer for effective operation of the distribution system. These 

functions can be handled every time effectively using SCADA system. SCADA visually 

controls and operates automatically the load (through programming) connected to the 

system.  

 

 

1.4 Project Objectives 

 

Before conducting or doing the task of the project, the objectives of the project are 

the main focus in this project. At the last of this report from the conclusion the objective 

are stated where the project is succeed or not. Below are the objectives of this project. 

The main objective is to develop a SCADA system which can: 

 

 Remotely monitor and operate the distribution system and the connected 

load. 

 

 Do data management and data storage. 

 

 Provide overall supervisory control for the distribution system.  
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CHAPTER 2 

 

 

 

LITERATURE REVIEWS 

 

 

 

2.1. What Is SCADA? 

 

SCADA is an acronym for Supervisory Control and Data Acquisition. SCADA 

systems are highly distributed systems used to control geographically dispersed assets, 

often scattered over thousands of square kilometers, where centralized data acquisition 

and control are critical to the system operation. SCADA is the technology that enables a 

user to collect data from one or more distant facilities and/or send limited control 

instructions to those facilities. SCADA makes it unnecessary for an operator to be 

assigned to stay at or frequently visit remote locations when those remote facilities are 

operating normally. SCADA includes the operator interface and the manipulation of 

application-related data but it is not limited to that[1]. 

 

 

Figure 2.1: SCADA System General Layout 
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SCADA systems consist of[1,5]: 

 

•  One or more field data interface devices, usually RTUs, or PLCs, which interface 

to field sensing devices and local control switchboxes and valve actuators. 

 

• Communications systems used to transfer data between field data interface devices 

and control units and the computers in the SCADA central host. The system can be 

radio, telephone, cable, satellite, etc., or any combination of these. 

 

• A central host computer server or servers (sometimes called a SCADA Center, 

master station, or Master Terminal Unit (MTU). 

 

• A collection of standard and/or custom software [sometimes called Human 

Machine Interface (HMI) software or Man Machine Interface (MMI) software] 

systems used to provide the SCADA central host and operator terminal application, 

support the communications system, and monitor and control remotely located field 

data interface devices. 

 

 

2.1.1. Definition of SCADA[1] 

 

SCADA is acronym that is formed from the first letters of the term ‘supervisory 

control and data acquisition.’ A SCADA control center performs centralized 

monitoring and control for field sites over long-distance communications networks, 

including monitoring alarms and processing status data. A SCADA system allows 

an operator to make set point changes on distant process controllers, to open or close 

valves or switches, to monitor alarms and to gather measurement information from a 

location central to a widely distributed process, such an oil gas field, pipeline system 

or generating hydroelectric complex. When the dimensions of the process become 

very large, hundreds or even thousands of kilometers from one end to the others one 

can appreciate the benefits SCADA offers in terms of reducing the cost of routine 
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visits to monitor facility operation. The value of these benefits will grow even more 

if the facilities are very remote and require extreme effort (e.g., a helicopter trip) to 

visit. 

 

Figure 2.2: Typical SCADA System 

 

 

2.1.2. Control Components 

 

The following is a list of the major control components of SCADA[2]: 

 

SCADA Server or Master Terminal Unit (MTU). The SCADA Server is the 

device that acts as the master in a SCADA system. Remote terminal units and PLC 

devices (as described below) located at remote field sites usually act as slaves.  
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Remote Terminal Unit (RTU). The RTU, also called a remote telemetry unit, is 

special purpose data acquisition and control unit designed to support SCADA 

remote stations. RTUs are field devices often equipped with wireless radio interfaces 

to support remote situations where wire-based communications are unavailable. 

Sometimes PLCs are implemented as field devices to serve as RTUs; in this case, 

the PLC is often referred to as an RTU.  

 

Human-Machine Interface (HMI). The HMI is software and hardware that allows 

human operators to monitor the state of a process under control, modify control 

settings to change the control objective, and manually override automatic control 

operations in the event of an emergency. The HMI also allows a control engineer or 

operator to configure set points or control algorithms and parameters in the 

controller. The HMI also displays process status information, historical information, 

reports, and other information to operators, administrators, managers, business 

partners, and other authorized users. The location, platform, and interface may vary 

a great deal. For example, an HMI could be a dedicated platform in the control 

center, a laptop on a wireless LAN, or a browser on any system connected to the 

Internet.  

 

Data Historian. The data historian is a centralized database for logging all process 

information within an ICS. Information stored in this database can be accessed to 

support various analyses, from statistical process control to enterprise level 

planning.  

 

Input/Output (I/O) Server. The IO server is a control component responsible for 

collecting, buffering and providing access to process information from control sub-

components such as PLCs, RTUs and IEDs. An IO server can reside on the control 

server or on a separate computer platform. IO servers are also used for interfacing 

third-party control components, such as an HMI and a control server. 
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2.1.3. Applicable Processes 

 

SCADA technology is best applied to processes that are spread over large areas are 

relatively simple to control and monitor; and require frequent, regular or immediate 

intervention. The following example of such processes shows the range of 

application types SCADA is suitable for[3,6]: 

 

A. Groups of small hydroelectric generating stations that are turned on and off 

in response to customer demand are usually located in remote locations, 

they can be controlled by opening and closing valves to the turbine, they 

must be monitored continuously and they need to respond relatively 

quickly to demands on the electric power grid. 

B. Oil or gas production facilities including wells, gathering systems, fluid 

measurement equipment and pumps are usually spread over large areas, 

require relatively simple controls such as turning motors on and off, need to 

gather meter information regularly and must respond quickly to conditions 

in the rest of the field. 

C. Pipeline for gas, oil, chemicals or water have elements that are located at 

varying distances from a central control point, can be controlled by opening 

and closing valves or starting and stopping pumps and must be capable of 

responding quickly to market conditions and to leaks of dangerous or 

environmentally sensitive materials. 

D. Electric transmission systems may cover thousands of square kilometers, 

can be controlled by opening and closing switches and must respond almost 

immediately to load changes on the lines. 

E. Irrigation systems often cover hundreds of square miles can be controlled 

by opening and closing simple valves and require the gathering of meter 

values for the water supplied to consumers. 
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SCADA has been successfully installed on each of these types of processes as well 

as many others. Typical signals gathered from remote locations include alarms, 

status indications, and analog values and totalized meter values. However, a vast 

range of information can be gathered with this apparently limited menu of available 

signal types. 

 

 

2.1.4. Considerations and Benefits of SCADA System 

 

Typical considerations when putting a SCADA system together are[3]: 

 

 Overall control requirements 

 Sequence logic 

 Analog loop control 

 Ratio and number of analog to digital points 

 Speed of control and data acquisition 

 Master/operator control stations 

 Type of displays required 

 Historical archiving requirements 

 System consideration 

 Reliability/availability 

 Speed of communications/update time/system scan rates 

 System redundancy 

 Expansion capability 

 Application software and modeling 
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Obviously, SCADA systems initial cost has to be justified. A few typical reasons 

for implementing a SCADA system are[3]: 

 

 Improved operation of the plant or process resulting in savings due to 

optimization of the system. 

 Increased productivity of the personnel. 

 Improved safety of the system due to better information and improved 

control. 

 Protection of the plant equipment. 

 Safeguarding the environment from a failure of the system. 

 Improved energy savings due to optimization of the plant. 

 Improved and quicker receipt of data so that clients can be invoiced more 

quickly and accurately. 

 Government regulations for safety and metering of gas (for royalties & tax 

etc). 

 

  

2.2. Real-time Systems 

 

For a long time, SCADA operated independently of other computer-based system 

and the issue of whether it was a real-time was unimportant. Increasingly, however, we 

are now finding that SCADA is interfacing with applications that can operate on either a 

scheduled or a requested basis. A little thought about SCADA systems are expected to 

do and for that matter, what the letters in SCADA actually stand for will lead to the 

conclusion that SCADA fits somewhere between real-time and batch operation. 
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