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ABSTRACT

The WLAN User Authentication Application focused on the development of
wireless authentication to meet the networking security requirement and it dynamically
controls all aspects of a wireless network. The basic requirement of the application was
to authenticate against end user and the device that attached to it. Authentication is the
act of verifying a claimed identity. The application has three parts: the authentication
and authorization module, graphical user interface and data storage. Authorization was
acted to determine whether a particular right can be granted to the presenter of a
particular credential. A plan for the construction of the application used the Rapid
Application Development. The add on modules that integrated with FreeRadius software
was developed using JAVA and TCP/IP programming. PAP and CHAP are type of
authentication protocol that had been used to encrypt and decrypt the password and
shared secret. The characteristics of this application are it equips with graphical user
interface and data storage. The web-based application used by the users and
administrators to manage who is allowed access to the Wireless Local Area Network
(WLAN) and for registration process. By using client/server approach, it ensures
effective security management from a central point of control. As a result, WLAN User
Authentication Application is an ideal solution that provide robust authentication of
wireless clients.
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ABSTRAK

WLAN User Authentication Permohonan tertumpu pada pembangunan
rangkaian tanpa wayar untuk memenuhi keperluan keselamatan rangkaian dan ia
dikawal secara dinamik dari semua aspek dalam satu rangkaian. Keperluan aplikasi
adalah untuk mengesahkan identity pengguna dan alat yang digunakan. Pengesahan
adalah tindakan mengesahkan identity pengguna. Aplikasi ini mempunyai tiga bahagian:
modul pengesahan dan kebenaran, grafik antara muka dan penyimpanan data.
Kebenaran adalah untuk menentukan sama ada ia sesuai dan boleh dibenarkan untuk
menggunakan perkhidmatan. Untuk proses pembinaan, ia menggunakan Pembangunan
Aplikasi Pesat. Modul-modul tambahan yang disepadukan dengan perisian FreeRadius
dimajukan menggunakan Java dan pengaturcaraan TCP/IP. PAP dan CHAP adalah jenis
pengesahan protokol yang telah digunakan untuk encrypt dan decrypt kata laluan dan
perkongsian identity rahsia. Aplikasi ini turut dilengkapi dengan grafik antara muka
pengguna dan penyimpanan data. Aplikasi yang berpengkalan pada satu pusat digunakan
oleh pengguna-pengguna dan pentadbir-pentadbir untuk mengurus yang dibiarkan akses
kepada Rangkaian Tanpa Wayar (WLAN) dan untuk proses pendaftaran. Dengan
menggunakan pendekatan pelanggan/pelayan, ia memastikan keselamatan yang
berkesan hanya dari satu pusat kawalan. Hasilnya, aplikasi WLAN User Authentication
adalah satu kaedah atau cara yang menyediakan pengesahan Dengan menggunakan
pendekatan pelanggan dan pelayan, ia memastikan keselamatan berkesan pengurusan
dari satu pusat titik kawalan. Hasilnya, aplikasi WLAN User Authentication adalah satu
kaedah yang menyediakan pengesahan untuk keselamatan di dalam rangkaian tanpa
wayar.
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1.1

CHAPTER 1

INTRODUCTION

Project Background

Wireless Local Area Network (WLAN) transmits and receives data
through the air. It has an expensive and easy method of providing high-speed
Internet access. WLAN provide users with the ability to access the

information from almost anywhere.

Many wireless networks are skipped to run Open System
Authentication by default. Anyone who connects to the wireless networks is
granted access. This is used primarily in the universities where the end users
are transient and managing encryption is not feasible. There is no form of data
encryption used, given that this intended to be used in a public setting.

Authentication server software includes three parts: an authentication
server, client protocols and accounting server. It works by having a user dial
in to a remote access server and pass logon name and password information to
it. The information is forwarded to an authentication server that validates the
user and returns the information necessary for the access server to initiate a
session with the user. Users who install this application on their laptops or

other computing devices can connect wirelessly to the network.
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1.2

Problem Statement(s)

A wireless network gives security architect’s different problem to overcome.

e Physical access versus proximity

Tapping into traditional wires Local Area Networks requires some sort of
physical access. Not an impossible feature, but there is a greater risk of
detection. Tapping into a wireless LAN only requires an intruder be in the
general proximity of the transmitter. That makes it much easier to avoid

detection and much more difficult to trace.

e MAC masquerade

By creating the list of allowed MAC addresses on the access point’s
address filters page, the intruders can create counterfeit MAC Address. A
hacker can obtain information such as client and access point MAC
addresses, MAC addresses of internal hosts and time of association or
disassociation. The hacker can use such information to do long-term

traffic polling and analysis that may provide user or device details.

e Open authentication

Authenticating a user before granting access to a network is a basic
security requirement that wireless networks typically lack. With open
authentication, the entire authentication done in clear text and a client can
connect to the network without supplying the correct key. An attacker tries
to connect their wireless client to a network connection without

authorization.
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1.3

Objective

The goals of the project are to:

Enables safe and secure access over a wireless LAN network

Consistently provides some level of protection against sniffing or any
active attacker. An efficient and secure infrastructure facility that
enabled access network because nothing is transmitted over the air in

the clear text.

Ensure authenticity of each user, not just devices that accessing the

wireless LAN network

The authentication method must be set on each client, and the setting
should match the access point which the client wants to associate. If
the client has the wrong key, it will fail authentication and will not be

allowed to connect to the access point.

Establish user accountability to critical information by providing end-

to-end user identification.
This application supports authentication based on username, password
and the physical address or Media Access Control (MAC) address of a

client.

Manages wireless LAN user access security policies centrally through

the authentication server

Network managers can authenticate all dial-in users against a single or

central database. An organization with hundreds or thousands of
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1.4  Scopes

wireless LAN users needs a security solution that can be managed

from one point of control.

Keep track of user account information as part of accounting process.

By monitoring, the administrator can obtain information such as time
of association or disassociation and detailed logging of user sessions.
Any suspicious accounts can be blocked, thus preventing the

suspicious user to log on to the network at all.

This project has the following characteristics:

Prototype model that contains one server where authentication
application resides in it. Wireless station communication is passed

through using one access point at one time.

Limit every user to only 1 session by having each user allowed to
connect only from 1 MAC address.

Includes three parts: an authentication server, client and an accounting

server for monitoring.
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1.5

Project Significance

The intended use is for user within the open area with WLAN connections
to complete a strong authentication before joining the network. While, the

administrator can control access to the network at one central point.

Wireless LAN User Authentication Application offers the following

advantages:
e Tight security
This application allows user information to be stored on one host. All
authentication and access to network services is managed by one
authentication server.
¢ Simplified management
Security information is stored in text files at a central location, the
authentication server. Adding new users to the database or modifying
existing user information can be easily accomplished by editing these text
files.
e Extensive logging capabilities
RADIUS provides extensive audit trail capabilities, referred to as

RADIUS accounting. Information collected in a log file can be analyzed
for security purposes, or used for billing.
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1.6

e Web based administration

This application turns the web browser into a remote control. A web
browser can be configured as RADIUS settings from anywhere, view all

currently online sessions, modify the subscriber record, and more.

e Support for the latest RFCs

This application supports the latest RADIUS RFC which is RFC2865 and
guaranteed a solution that will continue evolving into the future.

Conclusion

One of the major concerns with wireless is the issue of security.
Weaknesses in wireless network create the possibility of an attack that lead to
develop wireless authentication software. Authentication is one of the
fundamental requirements to provide secure and feasible Wireless LAN. With
an authorized and centralized security management system enabling secure

wireless access to the wireless network.
The next chapter will present the understanding of standards and

applications based on literature reviews. The development of this application

will be constructed and implemented using the suitable project methodology.
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CHAPTER 11

LITERATURE REVIEW AND PROJECT METHODOLOGY

2.1 Introduction

Literature reviews aims to give information through a process of searching,
collecting, analyzing and drawing conclusion of the research, journal or past notes.
From the reviews conducted, it gives enough information to help in order to adapt
application to the particular needs. This chapter begins with the description of the
overall meaning of Wireless LAN User Authentication Application. The chapter
describes how 802.1x and Protected Extensible Authentication Protocol (PEAP) work
to secure access to the network. The middle portion of literature reviews describes the
solutions of WLAN security including Authentication server placement, selection of

hardware and software and client configuration.

One of the major influences on the quality of the system developed is the
software development approach adopted. The approach used in this project was the
Object-Oriented Analysis and Design (OOAD), which is the standard method for
implementing any new system. Based on proven software engineering expertise, the

chosen object oriented model is RUP which stands for Rational Unified Process.
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2.2  Fact and Finding

Fact and finding techniques used to investigate requirements of the
application that will be developed by reading or doing research. The kind of
documents that are suitable sources of information include documentation of the

existing software, reports and journal.

2.2.1 Terms of WLAN User Authentication Application

According to Randall and Sosinky (2004), wireless means without wires
where all wireless communication takes place over radio waves, electromagnetic
waves that carry signals. The term of wireless LAN or WLAN (LAN means Local
Area Network) is referring to network in which the user device that connects to the
network via radio waves. The Institute of Electrical and Electronics Engineers (IEEE)
group has outlined the primary standard for wireless LAN is IEEE 802.11 with
802.11g. 802.11g runs on the same radio frequency (RF) band as 802.11b (2.4 GHz)
but uses the transmission techniques of 802.11a. The G standard also permits vendors
to incorporate proprietary techniques that can potentially push the speeds of G to 108
Mbit/s. IEEE 802.11g compliant and offers some level of security like WEP and
WPA.

In network communication terminology, authentication is a mechanism that
determines whether the client can use the services provided by the authenticator.
Authentication is one of the fundamental requirements to provide secure and feasible
Wireless LAN. The RADIUS protocol is currently defined in RFC 2865 for Remote
Authentication Dial In User Service. Based on Wikipedia encyclopedia, RADIUS is
an AAA (Authentication, Authorization and Accounting) protocol for application
protocol utilized by 802.1x wireless security standard. RFC 2865 describes a protocol

for carrying authentication, authorization and configuration information between a
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