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ABSTRACT

Generally, Application Access Monitoring System is a system that detects user’s
activities. This system is implemented in Local Area Network (LAN) environment. The
goal of this system is to help system administrators to view the users activities in real-
time. Besides, activities that tracked will automatically save for later retrieval. The
Application Access Monitoring System also displaying the server running process. The
Application Access Monitoring System can be grouped into few stages; Analysis,
Design, Implementation and Testing. In Analysis phase, a methodology was used
because its deliverables of every stage matches the project milestones requirements. In
the Implementation Phase the development of data, processes and interfaces of the
system is started. To develop this system the VB6 language had been choose. While in
testing phase, the Application Access Monitoring System is test in order to ensure that
the system meets all the requirements. Lastly, for the conclusion this system strength and
weaknesses are state for further studied.
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ABSTRAK

Secara umumnya, Sistem Pemantauan Capaian Aplikasi adalah satu sistem yang
mana dapat mengesan aktiviti yang dilakukan oleh pengguna. Sistem ini digunakan di
dalam Rangkaian Komputer Setempat (LAN). Tujuan utama Sistem Pemantauan
Capaian Aplikasi ini adalah untuk membantu pihak pentadbir sistem memantau aktiviti
yang telah dan sedang diakses oleh pengguna. Selain itu, aktiviti yang dikesan akan
disimpan secara automatik bagi tujuan rujukan pada masa hadapan. Sistem Pemantauan
Capaian Aplikasi ini turut memaparkan proses yang sedang berjalan pada server
tersebut. Sistem Pemantauan Capaian Aplikasi ini boleh dibahagikan kepada beberapa
peringkat iaitu, Analisa, Rekaan, Perlaksanaan dan Pengujian. Di dalam fasa analisa,
satu jenis metodologi telah diguna pakai kerana iainya bersesuaian dengan jadual
perjalanan sistem ini. Di dalam fasa Perlaksanaan pula, pembangunan data, antaramuka
dan proses bermula. Untuk membangukan sistem ini, VB6 telah dipilih sebagai bahasa
pengaturcaraan. Dalam fasa Pengujian, Sistem Pemantauan Capaian Aplikasi ini telah
diuji bagi memastikan ianya memenuhi kehendak yang telah ditetapkan. Akhir sekali, di
dalam fasa kesimpulan, kekuatan dan kelemahan sistem ini dipaparkan bagi rujukan di
masa hadapan.
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CHAPTERI

INTRODUCTION

1.1 Project Background

Application Access Monitoring System is an application that detects the
activities doing by users on Windows platform based on date and time accessing
applications in a Local Area Network (LAN). This is one of the effectiveness monitoring
system that can be used by the system administrator. This system can monitor all
computers in LAN remotely from a single administrator's PC. This helps the system

administrator to keep an eye on users activities.

This system will track date and time for every single activities that users are
doing. Application Access Monitoring System capture windows that is active together
with the time. Firstly, install the Application Access Monitoring System at server and
client PCs. Then, assign static IP Address to the server and all the clients. Then, start
runs both application at server and clients. All the application users’ access together with
date and time will be kept automatically in log file for administrators to view anytime

they want.
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1.2 Problem statement

To the best of my knowledge, there are many current systems that can track the
users’ activities, the date, time and duration of time accessing an application. Here, there
is one system known as Spy Lantern Keylogger that has been studied in order to take the
ideas in implementing the new system. Spy Lantern Keylogger is a standalone system. It
can detect all the users’ activities only in that PC. It is not suitable for remote monitoring

activities.

In the Application Access Monitoring System, the administrator can capture
activities not only in that PC, but also remote PCs which have been installed with the
Application Access Monitoring System agent. This system is client server architecture.

The system administrator can view activities doing by clients in one single PC.

1.3  Objective

* Develop the Application Access Monitoring System using Visual Basic.
* To track the application access, date access and time access based on PC IP Address
that had been assigned manually.

* To log the users activities automatically.

1.4  Scopes

The Application Access Monitoring System can only running on Windows
platform. The server agent PCs and the client agent PC will be running Windows XP

Professional.
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There are two users’ levels; administrators and users. The administrator is
responsible to manage the Administrator database, the PC Account database and
Statistic database. The system administrator can edit the databases; create, add, delete,
view, save and search records. Another user are clients/users itself which is using the PC

installed with the client agent of Application Access Monitoring System.

This system can only trace date and time accessing applications.

1.5  Project significance

The Application Access Monitoring System has several significances. Firstly, we
can determine applications that access by user frequently. The most important is, this is

a remote monitoring activity application and track activities based on IP Address.

1.6  Expected Output

Application Access Monitoring System is a system used by the system
administrators to monitor the users activities based on application access, date access,
and time access. This system also has disadvantages where the system will be running
only in Windows platform. Both the agent PCs and system administrator PC will be

installed with the Windows XP.
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1.7 Conclusion

This chapter discussed on the Application Access Monitoring System
background. This system is implemented due to problem to track the date, time, and total
time spent on applications users access. This system will be running on Windows
platform. This system is suitable for administrator to keep track on the users’ activities

in LAN environments.

Next chapter, chapter 11, will be discussing on the Literature Review and Project
Methodology. Examples of case studies and journal will be provided. Project
methodology will be focusing on steps of system development from the beginning till
the system is finished. Projects requirements will be defined and Gantt chart will be

developed to monitor the project planning and schedule.
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CHAPTER IT

LITERATURE REVIEW AND PROJECT METHODOLOGY

2.1 Introduction

In this chapter, we will review about the current systems in order to understand
the way to develop Application Access Monitoring System. The current systems are
studied to give clear understanding on how the system is functioning. The basic ideas of

the system that will be implemented also being gathered to develop a good system.

2.2 Fact and finding

2.2.1 Study of the current system.

To implement the Application Access Monitoring System, a few similar systems
had been studied. The first system is PsTools. PsTools is a set of command line utilities
that allow administrator to manage local and remote systems. All of the utilities in the
PsTools suite work on Windows NT, Windows 2000, Windows XP and Windows
Server 2003. This application.doesn’t even need to install any client software on the
remote computers at which administrator target. Run them by typing their name and any
command-line options administrator want. The feebleness of this program is, the

administrator needs to familiar with the command line system in order to use this
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application. Besides, administrator need to know the target client name/IP Address to

start monitor their activities.

Below are the commands to view the client’s activities:

1. PsExec —execute processes remotely

PsFile — shows files opened remotely

PsGetSid — display the SID of a computer or a user
PsInfo — list information about a system

PsKill — kill processes by name or process ID

PsList — list detailed information about processes

® N o U R W

PsLogList — dump event log records

9. PsPasswd —changed account passwords

10. PsService —view and control services

11. PsShutDown —shuts down and optionally reboots a computer

12. PsSuspend — suspend and resume processes

:\PsTools\pstools applicatiofh’>psgetsid

EP<GetSid v1.42 — Translates SIDs to names and vice versa
fCopyright (C) 1999-2804 Mark Russinouich
fSysinternals — www.sysinternals.con

LSID for “\SHI
D £ S b93990-3277439761 1653462319

E:\PsTools\pstools applicatig

PsIinfo vi.?73 — Local and remote tem information viewer
Copyright <C> 2081-2885 Mark Bussinovich
Sysinternals — wuw.sysinternals.com

System information for “\NSHIDA:

Uptime: B days 4 hours 26 minutes 29 seconds

Kernel version: Microsoft Windows XP. Uniprocessor Free
Professional

: 5.1
iService pack: 2
Kernel build number: 2608
iIRegistered organization:
fRegistered owner: NORSHID
fInstall date: 25/.3/2336 23:49:09
fictivation status? Error readlng status
IE version: 6.00608
ystem root: G:\HINDOHS
Processors:
Processor speed: 1.5 GHz
Processor type: Intel{R> Pentium{R> M processor
Physical memory: 240
[Uideo driver: Intel(R> 82852,82855 GM/GME Graphics Controller

E:\PsTools\pstools application?

e S e SEEE e et ; i

. PsLoggedOn — see who’s logged on locally and via resources sharing

Figure 2.1: Example of output from PsGetSid and Pslnfo command
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Next similar application that studied is Kaseya. Kaseya is perfect for IT

Administrators and Managed Service Providers who are interested in reducing

complexity, increasing productivity, augmenting and expanding service offerings while

increasing customer satisfaction and maximizing ROI. Kaseya has many functions

which are:

)

2)

3)

4

3)

6)

7)

Inventory/audit — Kaseya Computer Audit and Discovery provides automatic
audits of your servers, workstations and remote computers. Flexible scheduling
provides the administrator with full control to completely automate the computer
audit function.

Patch Management — Kaseya Patch Management provides automatic discovery
of all missing patches and updates. Flexible scheduling provides the
administrator with full control to completely automate the patch scan function.
Remote Desktop Management — Kaseya Remote Desktop Management
provides the tools needed for secure remote access to managed computers.
Complete configuration of the remote control function is available to the
administrator. Passwords, notification method, screen mode and control level.
In addition, end users can optionally block remote control on their computers.
LAN and Computer Monitoring — Kaseya LAN and Computer Monitoring
give IT professionals the ability to know what is going on with their networks.
With little effort and minimal time, you can proactively monitor servers,
workstations, remote computers, Windows Event Logs and applications.

Help Desk and Trouble Ticketing — Kaseya Help Desk and Trouble Ticketing
assists IT professionals to manage user expectations and keep a history of all
issues and resolutions.

Software Deployment — Kaseya Software Deployment provides the flexibility
and reliability needed to deploy applications and updates automatically.
Backup and Disaster Recovery — provides real-time automated disk backup,
disk imaging, file Ievel’backup and bare-metal restore for Windows servers and

workstations.
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