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ABSTRACT

This project is focusing on Intrusion Detection System (IDS). IDS have two
types which is Centralized IDS and Distributed IDS. This project will make a
comparison between them to determine which will give the best result in term of
performances. The performances that will be measured in this project are CPU, Memory,
/O, Disk Utilization and Alert. There is a new data and old data in Distributed IDS and
Centralized IDS. The old data and the new data have four types of VLAN that had
divided from Centralized IDS which each of them will be tested and analyzed. The
performances on Centralized IDS also will be tested same as Distributed IDS but in
different way. It is require an equipment or software such as TOP, HTOP and NMON to
make an analysis. TOP and HTOP has capability to analyzed the used of CPU and
Memory, while NMON has the capability to analyzed CPU, Memory, /O and Disk
Utilization. The important software for this project is Snort. Snort will be used to detect
an alert in the conducted data. The Snort can detect the alert but not to avoid it. The
operating system that had been used in this project is Ubuntu 9.04 and Ubuntu 9.10.
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ABSTRAK

Projek ini fokus kepada Intrusion Detection System (IDS). IDS terbahagi kepada
dua jenis iaitu Centralized IDS dan Distributed IDS. Dalam projek ini IDS digunakan
adalah untuk membuat perbandingan diantara Centralized IDS dan Distributed IDS yang
mana lebih bagus dari aspek prestasi. Antara prestasi yang akan dinilai di dalam projek
ini ialah CPU, Memory, I/O, Disk Utilization dan Alert. Didalam Distributed IDS dan
Centralized IDS terdapat dua jenis data iaitu data lama dan data baru. Didalam data lama
terdapat empat jenis VLAN yang telah dipecahkan daripada Centralized IDS dan setiap
VLAN yang telah dipecahkan akan diuji prestasinya untuk membuat analisa. Begitu juga
dengan data baru, terdapat empat jenis VLAN yang telah dipecah daripada Centralized
IDS. Centralized IDS juga akan diuji prestasinya sama dengan Distributed IDS cuma
cara untuk jalankan data didalam Centralized IDS sedikit berbeza. Untuk menguji
prestasi IDS, projek ini memerlukan alat prestasi atau perisian untuk membuat analisa.
Antara perisian yang digunakan didalam projek ini ialah TOP, HTOP dan NMON.
Setiap perisian yang digunakan mempunyai keupayaan sendiri untuk membuat analisa.
Seperti TOP dan HTOP ia mempunyai keupayaan untuk membuat analisa bagi
penggunaan CPU dan Memory. Manakala bagi NMON pula ia mempunyai keupayaan
untuk membuat analisa untuk CPU, Memory, I/O dan Disk Utilization. Perisian yang
paling penting didalam projek ini ialah snort ia digunakan untuk mengesan alert didalam
data yang dijalankan. Snort hanya boleh mengesan alert dan tidak boleh mencegah alert.
Sistem operasi yang digunakan didalam projek ini ialah Ubuntu 9.04 dan Ubuntun 9.10.
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CHAPTER1

INTRODUCTION

1.1 Project Background

An Intrusion Detection System (IDS) is a system for detecting misuse of network
or computer resources. An IDS will have a number of sensors it utilizes to detect

intrusions. Example sensors may be:

. A sensor to monitor TCP connection requests.
. Log file monitors.

. File integrity checkers.

The IDS system is responsible for collecting data from its sensors and analyzing
this data to give the security administrator notice of malicious activity on the network.
IDS technologies are commonly divided into NIDS (Network Intrusion Detection
Systems) and HIDS (Host Intrusion Detection Systems).Newer NIDS also attempt to act
as NIPS (Network Intrusion Prevention Systems).

An intrusion detection system (IDS) inspects all inbound and outbound network
activity and identifies suspicious patterns that may indicate a network or system attack

from someone attempting to break into or compromise a system.
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There are several ways to categorize IDS:

Misuse detection vs. anomaly detection: in misuse detection, the IDS analyze the
information it gathers and compares it to large databases of attack signatures.
Essentially, the IDS look for a specific attack that has already been documented.
Like a virus detection system, misuse detection software is only as good as the
database of attack signatures that it uses to compare packets against. In anomaly
detection, the system administrator defines the baseline, or normal, state of the
network’s traffic load, breakdown, protocol, and typical packet size. The
anomaly. detector monitors network segments to compare their state to the
normal baseline and look for anomalies.

Network-based vs. host-based systems: in a network-based system, or NIDS, the
individual packets flowing through a network are analyzed. The NIDS can detect
malicious packets that are designed to be overlooked by a firewall’s simplistic
filtering rules. In a host-based system, the IDS examines at the activity on each
individual computer or host.

Passive system vs. reactive system: in a passive system, the IDS detect a
potential security breach, log the information and signal an alert. In a reactive
system, the IDS respond to the suspicious activity by logging off a user or by
reprogramming the firewall to block network traffic from the suspected
malicious source.

Though they both relate to network security, an IDS differs from a firewall in
that a firewall looks out for intrusions in order to stop them from happening. The
firewall limits the access between networks in order to prevent intrusion and does
not signal an attack from inside the network. An IDS evaluates a suspected
intrusion once it has taken place and signals an alarm. An IDS also watches for

attacks that originate from within a system.
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