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ABSTRAK

Projek Sistem Keselamatan Pengesan Kawasan Berpagar (Perimeter) ini
mengaplikasikan kegunaan alat pengesan, camera, pengawal mikro dan alat kawalan
grafik. Objektif projek ini adalah untuk menghasilkan Sistem Keselamatan Pengesan
Kawasan Berpagar (Perimeter) yang ringkas dan mempunyai pelbagai fungsi. Alat
pengesan yang digunakan untuk projek ini boleh di sesuaikan dengan pelbagai jenis
pengesan mengikut kesesuaian penggunaan. Antara pengesan yang boleh digunakan
adalah seperti pengesan getaran dan pengesan pegerakan. Sistem ini menggunakan
IC MAX 232 sebagai penggantaramuka. Panel kawalan yang terdapat di komputer
digunakan untuk memaparkan situasi di kawasan perimeter di mana ia dapat
menunjukkan video secara langsung dan sistem penggera keselamatan. Pengguna
juga dapat mengetahui kawasan perimeter yang dipaparkan jika ada pencerobohan.
Jika ada pencerobohan, sistem ini akan akan mengeluarkan amaran dengan
membunyikan tanda amaran pada panel kawalan serta loceng isyarat yang terdapat

pada litar dan kamera akan menangkap gambar situasi pencerobohan berlaku.
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ABSTRACT

The project of a Fence Intruder Detection System (FIDS) contents the
function of sensors, the application of a micro-controller (Peripheral Interface
Controller) and Graphical User Interface (GUI) as control panel. The objectives for
this project are to design a simple and multi-function Fence Intruder Detection
System (FIDS) which use sensors like vibration sensor and motion sensor and IC
MAX 232 application to transmit data from hardware to personal computer (PC).
This Fence Intruder Detection System (FIDS) applying an IC MAX 232
communication as a medium transmission and used the GUI on the PC as a control
panel. A control panel on PC is used as a key to monitor the system by displays the
behaviour of perimeter. Users also will found that they can know if the perimeter
detects intruder by GUL. A warning alarm through both the control panel and

hardware part will occur as the perimeters have been alert intruder.
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CHAPTER 1

INTRODUCTION

1.1 INTRODUCTION

Nowadays, we know that they have been reported about crime over premise
where people always ignore safety for their premise. We should know that the
security important for our premise. The highest percentage of crimes is made by
thefts and burglaries. Such situation has influenced the development of object
security systems as well. At peak hours, however, when many enterprises practically
at the same time disarm their security systems in the morning and arm them in the
evening after work, this probability grows up considerably [1]. Formerly popular
autonomic security systems are currently replaced by more effective integrated
security systems [2]. Demands for affordable multipurpose security system [3] for
home, premise on other usage have been on the rise. In the past literature, many
expert research multi-agent principles [4, 5], and apply the technology in many fields.
Yamazaki built a security system using Role-Based Access Control (RAC) for smart-
office environment [6]. Fence Intruder Detection System (FIDS) is designed to detect
the illegal intruders and to warn the premise owner. When premise owners were
sleeping or left the premise, they can start the security system to monitor their
premise and trigger the alarm if there were illegal intruders. People can save much
money because they do not need to employ a security guard. Instead, they can just

install a security system [7].
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1.2 OBJECTIVE

The main objective for this project is to design system that calls Fence
Intruder Detection System (FIDS). IC MAX 232 application is make use to transfer
the data which collect from the sensor through the Peripheral Interface Controller

microcontroller (PIC micro-controller) before transmit data to PC.

This project also will apply the function of PIC micro-controller as the most
important part for hardware circuit. The PIC micro-controller is programmed to
collect the data as it received request form the control panel. It also converts an
analogue output signal from the sensors into digital signal before the data transmit to

the control panel on PC.

Other objective is improving knowledge in design, fabrication, develop
language like assembly language (asm) and other using Multisim, PROTEL, Proteus,
MPLAB IDE, Visual Basic and MATLAB.

Designing the Graphical User Interface (GUI) is the other objective as their
user interface and control panel. The designing are using from Visual Basic or other

software for create the software.

Fence Intruder Detection System (FIDS) is design with a low cost as it tries
to be a simple system with multiple functions. A minimize components and
economical components must be use to achieve this objective. The system must be

designing to meet the requirement of security system standardization
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1.3 PROBLEM STATEMENT

This system used GUI, camera and sensor for surveillance monitoring. By
using these devices, user will find more convenience to handle the system. User also
doesn’t need to monitor 24 hours if there is situation needed compare to the old
convention security such as hire a security guard, the PC (control panel GUI) can still
monitor the parameter as long as the camera and sensor can detect intruder and any
movement of surrounding area in a real time. Moreover, this intelligence system can
save both time and money such reducing labour cost. Due from this factor, this
system will brings even more benefits such as it is simple to collect data from each

SE€nsors.

As the system has been design, this can avoid any crime in any premise that
installs this system. Moreover, it can reduce crime for time being. These systems also
build for real time monitoring service for perimeter where conventional system
always ignore the 24 hours protection. As the real time monitoring has been design,

it can eliminate any intruder at any time and situation.

As the security system has been designs in grown technologies, many other
systems ignore the important of the false alarm. People working in the alarm industry
will generally agree that the number one cause of sleepless nights and premature hair
loss is the evil and dreaded false alarm. A false alarm can be defined as an alarm
condition that resulted from something other than a break-in, fire or an actual
emergency situation [8]. For this project, it designs to reduce the number of false
alarm.

Others are to ensure the quality and reliability of intruder alarm systems. This
is to make sure that this system works at any situation and eliminate any problem that

can make unsuccessfully interrupt protection.

This project likely will be done for a low cost and simple installation system
as most of the products in the market are expensive and unfriendly with user. With a
low cost of making this project, users will have more option to buy this kind of

system.
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1.4 SCOPE OF WORK

The scope for this project is divided into two parts which a hardware and
software part. For the first part, hardware part will consists of designing a circuit
which consists of sensors; like photobeam sensor, vibration sensor and motion Sensor,
PIC micro-controller and also RS232 serial port circuit for capable to transmit the
communication through it for Graphical User Interface (GUI). The PIC micro-
controller will be programmed to integrate with software part as to make sure that the

connection between both parts is available. Then, the hardware is fabricated.

As for software part, it will include the development of a programming
graphical user interface (GUI) for control panel and programming for PIC micro-
controller. Both programming will control the connection between the control panel
on PC and the hardware part via RS232 serial port which located at each part. Visual
Basic Window is used for development of programming for the GUI meanwhile
assembly language programming is needed to creating the source code for PIC

microcontroller.

1.5 METHODOLOGY

The method that was used for Fence Intruder Detection System (FIDS)
project is design the PIC circuit and communication circuit using Proteus. The circuit
must have connection sensors and siren. Develop the coding to integrate between
them through Peripheral Interface Controller (PIC). The PIC that be used is PIC
16F648A. The programming is MPLAB IDE that burned into PIC by PIC burner or

programmer using assembly language (asm file).
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1.6 REPORT STRUCTURE

Chapter One briefs the introduction of the Fence Intruder Detection System
(FIDS) project. It also consist the objectives of the project to design the basic and

economic security system.

In literature review chapter Two, it wills discuses general knowledge about
security system and component literature review. To explain the perspective and
method that used in previous research and also explained the relation between
research information and the theory. This chapter also described the theory and

method used to solve the project.

Chapter Three will explain the methodology uses to the data collection
method, data process method, analyze the data, block diagram, flow chart. The
chapter also describes detail the block diagram and the flow chart of every part

component uses to construct the circuit and also the design of the circuit.

Chapter Four shows the result and discussion to all an initial result, finding
and analyses during the research. To show how far the hypothesis could be

realization.

For the last chapter Five, it covered the entire conclusion, finding project

analyze the project progress, suggestion or opinion and also further research in future.
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CHAPTER 11

LITERATURE REVIEW

2.1 BACKGROUND OF STUDY

In this section, the learning about Peripheral Interface Controller (PIC),
microcontroller, serial transmission, sensors, and about developing security system
came about are discussed. All about literature review had been covered in this

chapter.

2.1.1 Peripheral Interface Controller (PIC)

PIC (Peripheral Interface Controller) is the IC which was developed to
control peripheral devices, alleviating the load from the main CPU. Compared to a
human being, the brain is the main CPU and the PIC is equivalent to the autonomic

nervous system.

Figure 2.0:  Peripheral Interface Controller (PIC)
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The PIC, like the Central Processor Unit (CPU), has calculation functions and
memory, and is controlled by the software. However, the throughput and the memory
capacity are low. Depending on the kind of PIC, the maximum clock operating
frequency is about 20 MHz and the memory capacity (to write the program) is about
IK to 4K words. The clock frequency determines the speed at which a program is
read and an instruction is executed. The throughput cannot be judged with the clock
frequency alone. It changes with the processor architecture. However within the
same architecture, the one with the highest clock frequency has the highest
throughput. An instruction is a word long. Program memory is measured in BYTES,
one byte is 8 bits. The bit is the smallest unit, and can have the value of 1 or 0. The
instruction word of the PIC16F84A is composed of 14 bits. 1K words is equal to 1 x
1,024 x 14 = 14,336 bits. To convert this to bytes divide it by 8 x 1024, (14,336 / 8 x
1024=1.75Kbytes).

' Prog J Prog

Wrag

S - . - b

Figure 2.1: processor architecture

A memory capacity of 1G bytes = 1,024M bytes, 1M bytes = 1,024K bytes, 1K bytes
= 1,024 bytes. 1K bytes is not equal to 1000 bytes. This is because the calculation is
in binary (2 to the tenth power = 1,024).
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2.1.2 Microcontroller

Microcontrollers must contain at least two primary components — random
access memory (RAM), and an instruction set. RAM is a type of internal logic unit
that stores information temporarily. RAM contents disappear when the power is
turned off. While RAM is used to hold any kind of data, some RAM is specialized,
referred to as registers. The instruction set is a list of all commands and their
corresponding functions. During operation, the microcontroller will step through a
program (the firmware). Each valid instruction set and the matching internal

hardware that differentiate one microcontroller from another [9].

Most microcontrollers also contain read-only memory (ROM), programmable
read-only memory (PROM), or erasable programmable read-only memory (EPROM).
All of these memories are permanent where they retain what is programmed into
them even during loss of power. They are used to store the firmware that tells the
microcontroller how to operate. They are also used to store permanent lookup tables.
Often these memories do not reside in the microcontroller; instead, they are
contained in external ICs, and the instructions are fetched as the microcontroller runs.
This enables quick and low-cost updates to the firmware by replacing the ROM.
Where would a microcontroller be without some way of communicating with the
outside world? This job is left to input/output (I/O) port pins. The number of I/O pins
per controllers varies greatly, plus each I/O pin can be programmed as an input or
output (or even switch during the running of a program). The load (current draw) that
each pin can drive is usually low. If the output is expected to be a heavy load, then it

is essential to use a driver chip or transistor buffer.

Most microcontrollers contain circuitry to generate the system clock. This
square wave is the heartbeat of the microcontroller and all operations are
synchronized to it. Obviously, it controls the speed at which the microcontroller
functions. All that needed to complete the clock circuit would be the crystal or RC
components. We can, therefore precisely select the operating speed critical to many
applications. To summarize, a microcontroller contains (in one chip) two or more of

the following elements in order of importance [10]:
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