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ABSTRAK

Projek ini adalah berkaitan analisis tentang bagaimana DNS diminta dan
direspons semula kepada sesuatu domain yang diminta. Terdapat beberapa jenis respons
yang diberikan, Ia dikenali sebagai Kod Respons (RCODE). Bagi projek ini, tiga jenis
respons digunakan iaitu non-existence domain (NXDomain), server fail (ServFail), dan
no error (NoErr). Apabila server DNS memberi respons No Err RCODE, ia bermaksud
suatu transaksi DNS telah berjaya dilakukan kerana nama domain yang diminta wujud.
Apabila server DNS memberi respons NXDomain dan ServFail RCODE, ia bermaksud
suatu transaksi DNS gagal dilakukan kerana nama domain yang diminta tidak wujud
atau berlaku sebarang masalah pada server DNS. Projek ini juga dibangunkan dengan
satu program Java yang digunakan untuk memproses paket yang dihasilkan. Apabila
sesuatu paket telah diproses, keputusan akan diperoleh di mana akan menunjukkan
apakah kelakuan aktiviti sesuatu rangkaian. Keputusan yang diperoleh bagi kelakuan
aktiviti sesuatu rangkaian adalah kejayaan bagi projek ini kerana oktektif utama projek
ini adalah untuk menganalisis dan mentakrifkan apakah kelakuan aktiviti bagi sesuatu
rangkaian.
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CHAPTERI

INTRODUCTION

1.1  Project Background

This project is concern about Domain Name System (DNS) query and response.
It is about analyzing and capturing the DNS packets look when users send a query or
request name resolution for the DNS server. When users send a request, the DNS server
will receive the query and try to response the query immediately. If the DNS server does
not have a response cached, it will refer to the root DNS server and consecutive name
server until it receives a response. Then, the DNS server will cache the response until the
Time to Live (TTL) expired and passes to the users. So, the point of successful DNS
query and response is at its Response Codes (RCODE) and DNS Transaction ID.

For the RCODE, this project is basically looking for only three RCODE. The
first RCODE is NXDomain. NXDomain is stands for non-existence domain. This
RCODE will return fail result if it exist in the data that want to be analyze. The second
RCODE is ServFail. ServFail is stands for Server Fail. These RCODE will also return
fail results if it exists in the data that want to be analyze. The last RCODE is NoErr.
NokErr is stands for No Error which means that the transaction request is successfully

resolve by the DNS server.



DNS Transaction ID is the number that is representing each DNS query and
response process. If the number of DNS Transaction ID is same, it means that the
process of query and response are successful as one complete transaction. For example,
if the DNS Transaction ID of query is 501010, then the DNS server will respond the
same number. So, to get this DNS Transaction ID, TCPDump program is use to read the
packet that contains the source IP address, destination IP address, port number, response

time, and so on.

Next, one Java program has been developed to display all query made by users.
The output contains of source IP address, destination IP address, domain name request,
DNS Transaction ID, status of each transaction, and the total status of all transaction
happen. Other than that, the flow of DNS packets using the proof of DNS Transaction

ID is elaborate.

1.2 Problem Statements

This project is to prove whether there is abnormal behavior and normal behavior
activity happen. Abnormal behavior happen if there is abnormal activity occurred that
will bring the NXDomain and ServFail Response Codes (RCODE). If there is many
NXDomain and ServFail replied, then it will assume that the abnormal behavior is
happened. Normal behavior happens if there is only normal activity occurred that will
bring the NoErr Response Codes (RCODE). If there is many NoErr replied, then it will

assume that the normal behavior is happened.



Other than that, the problem to read the original packet captured also will be

improved in this project. When the packet captured produced, there will be a problem to

read the content of the packet captured. All users are difficult to read the original data

because the data is not in sequence.

So, to solve this problem, one Java program will be developed to execute the

data in the packet captured and produce the result. The result produced hopefully will

help all users read the packet captured.

1.3

Objectives

o Able to analyze the behavior of DNS activity. This objective would be
achieved with some explanation about DNS data flow. It will cover how the

DNS flow from user made a query and DNS server resolve back the query.

® To develop a program using Java application. The program is use to
execute the packet captured and display the status of each transaction. The status

can be either success transaction or fail transaction.

o Able to identify the status of DNS query using a simple code. The simple
code is a set of program using Java programming. It will display the output like
source IP address, destination IP address, domain name request, DNS
Transaction ID, status of each transaction, and the total status of all transaction

happen.



1.4  Scopes

1.4.1 Project Scope

For this project, it focuses only for Domain Name System (DNS). It is use
TCPDump tool to capture the DNS packet. Then, the DNS packet will be analyze using

simple Java program and execute it to show the status of DNS query and response.

1.4.2 User Scope

For this project, all people that want to analyze the DNS query and response will
be this project main scope. They will be introduced how to know the status of DNS

packet more details.

1.4.3 Network Scope

This project will be using specific platform of Operating System (OS). This
project will used Ubuntu Linux 9.0 as a platform to run the TCPdump program and

execute a Java program.
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