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ABSTRACT

Wireless network refers to all types of computer networks that are not
connected by any type of cable. The IEEE specifies the 802.]11 standards are used for
wireless LANs technologies. A wireless local area network (WLAN) links two or
more devices use a wireless (radio) and typically provides wireless connectivity
through an access point to the wider Internet. This gives users mobility to move
within the local coverage area and still be connected to the network. Wireless
technology also has advantages and disadvantages. The advantage of wireless is that
implementation of low cost, flexible, ideal for places is not reasonable and so forth.
The weakness of the wireless connection is lower speed compared to wired networks,
complex configurations of cable networks and less secure. This project is specifically
for wireless network security. This means, how to protect wireless networks from
unauthorized users. There are many types of wireless authentication can be
established. This project will use the Remote Authentication Dial In User Service
(RADIUS) networking protocol. In addition, 802.1x authentications are also
involved and it have concept of the three parties representing the supplicant, an
authenticator and authentication server. There are three types of wireless
authentication will be used for the project, which is the MAC address filtering, EAP-
TTLS and PEAP-MSCHAPv2 (IPsec). The objective of the project is to study,
compare and analyze the performance of the wireless authentication process. The
results of these objectives will be used to select the most appropriate authentication

method for wireless.



ABSTRAK

Rangkaian wayarles merujuk pada setiap jenis rangkaian komputer yang tidak
disambung oleh mana-mana jenis kabel. [EEE menetapkan standard digunakan
untuk teknologi LAN wayarles adalah 802.11. Sebuah kawasan rangkaian wayarles
tempatan (WLAN) menghubungkan dua atau lebih peranti menggunakan sambungan
(radio) wayarles dan biasanya menyediakan sambungan melalui pusat akses ke
internet yang lebih luas. Hal ini memberikan pengguna mobiliti untuk bergerak
dalam kawasan liputan tempatan dan masih boleh menyambung kepada rangkaian.
Teknologi wayarles juga mempunyai kelebihan dan kekurangan. Kelebihan dari
wayarles adalah kos perlaksanaan yang rendah,fleksibel, ideal untuk tempat-tempat
tidak berpatutan dan sebagainya. Kelemahan sambungan wayarles ialah kelajuannya
lebih rendah berbanding dengan rangkaian kabel, tatarajah kompleks dari rangkaian
kabel dan kurang selamat. Projek ini lebih khusus untuk keselamatan rangkaian
wayarles. Ini bererti, bagaimana untuk melindungi rangkaian wayarles dari pengguna
yang tidak sah. Ada banyak jenis pengesahan wireless yang dapat dibentuk. Projek
ini akan menggunakan Remote Authentication Dial Dalam User Service (RADIUS)
protokol rangkaian. Selain itu, pengesahan 802.1x juga terlibat dan mempunyai
konsep tiga parti yang merupakan pemohon, sebuah pegesahan dan pelayan
pengesahan. Ada tiga jenis pengesahan wireless akan digunakan untuk projek, yang
merupakan penapisan alamat MAC, EAP-TTLS dan PEAP-MSCHAPv2. Objektif
projek adalah untuk mempelajari, membandingkan dan menganalisis prestasi setiap
proses pengesahan wayarles. Hasil dari objektif tersebut akan digunakan untuk
memilih kaedah pengesahan yang paling tepat untuk penggunaan wayarles.
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CHAPTER 1

INTRODUCTION

1.1 Project Background:

Computer networks can be built using either wired or wireless technology. Wired
Ethernet has been the traditional, but Wi-Fi or wireless technologies are gaining ground
fast. Both wired and wireless has advantages and disadvantages. Data is valuable
information for an organization. Data can be transmitted in many ways, such as through
a wired network (LAN) or wireless network (WLANs). A LAN physically links
computers in an organization together via network cabling such as Ethemnet CAT 5
cabling and run throughout wall and floors of organization building. A WLAN enables a
local network of computers to exchange data or other information without use of cables.
The data can be transmitted as radio signals through air. However, the security level for

wireless networks is very weak and easily broken than wired networks.

This project is about wireless network security and IPSec network. Project
implementation requires Zeroshell OS (ZOS) that acts as a RADIUS server and the
authentication portal to access the internet. Zeroshell is a Linux distribution for servers
and embedded devices aimed at providing the main network services a LAN requires.
There are four mechanisms wireless networks that will be developed in this project
which is MAC address filtering, EAP-TTLS and PEAP-MSCHAPvV2 (IPsec).



After successful connected the network, client can browse the website provided
in this project and use FTP service for transfer data between server and client. The
Internet Relay Chat (IRC) server also provided in the network and client can use chat
function to communicate and transfer file with other client. If client have the problem,
they also can directly ask the question to the administrator using email. Every step to

setup chatting client and email will be taught in the website pages.

1.2 Problem Statement

Wireless networking has great potential for improving access to services. For this
reason, it has been rapidly increase for network connection. Unfortunately, many
implementations are being done without attention to issues of security and
authentication. As a result, most wireless networks with proper equipment can be access
even from outside the building. Anyone with the proper equipment can also spy on

traffic. They can see user’s passwords as well as other data.

The problem statements in this project are:

o Every network interface card (NIC) has its own unique MAC address, and
wireless access points can be configured to block all but a handful of specified
NICs. The problem with MAC address, it easy to faked and readily detected by

anyone using appropriate monitoring software.

e TTLS products are available from multiple vendors and have been proven
interoperable by a number of public demonstrations. TTLS can be the run even

though no integration certificated from client
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Objective

To study authentication mechanism between MAC Address filtering, EAP-TTLS
and PEAP-MSCHAPv2 (IPsec).

To analyze the performance of each authentication mechanism.
The performance will be measured from the authentication delay & response
time between client and Access Point (AP)

Measure the bandwidth and the quality of a network speed through FTP test.

To compare level of security between wireless authentication in normal network

and IPsec network.

To select most appropriate authentication method for wireless.

Scope

This research will cover wireless authentication using RADIUS server and IPsec

network.

The research analysis related with wireless security and performance.

The wireless network will be test in non-roaming situation.



.S Project significance

There are several benefit and significant of this proposed project. The result will
be show the comparison between wireless authentications such as MAC addresses
filtering, EAP-TTLS and PEAP-MSCHAPv2 (IPsec) in the wireless. Through the
comparison, the research can be used as guide for wireless implementation. In addition,

the network admin can use the research to improve wireless security in the future.

1.6  Expected output

In this project, the login credential will appear when user tries to connect access
point. The users need to enter username, password and domain for pass the RADIUS
credential. After that, the captive portal will appear and ask the users to enter username
and password to get access the internet connection. The implementation of IPsec
network need certificated at both client and server side to communicate each other. After
successful connected the network, user can chat and send email with other client in the
network. They also can communicate and share file with other users in chat room. The

analysis result will be used as guide for choosing the best wireless security.



1.7 Conclusion

This chapter gives explanation about the project background, problem statement,
objective, scope and project significant and also expected output of the project. This
PSM project is to study the level of wireless security and analyze the wireless
performance. The best wireless authentication will be choose between MAC Address
filtering, EAP-TTLS and PEAP-MSCHAPv2 (IPsec). This project also helps students to
improve skills and provide experience for individual projects. In addition, this project is
one way to save costs because it does not require expensive devices to develop. In the
coming of the second chapter of this project is about the literature review and project

methodology, it will be focused on the findings and the methodology of the projects.



CHAPTER II

LITERATURE REVIEW AND PROJECT METHODOLOGY

2.1 Introduction

This chapter, explain about the software and hardware which are going to be in
the research. This chapter also discuss about comparison between the previous
researches. A literature review is to review the important points of current knowledge.

Literature reviews are secondary sources, and do not report any new or original work.

Project methodology is an important part to design and develop project
especially in wireless network project. It will show what the methodology and method
use in network design to build up the project. Before choose what the methodology for
the project, developer is consider made a research related with the project. This topic
also briefly explain about the project requirement includes hardware, software and

network, project schedule and milestone and conclusion.



