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ABSTRACT

This project shall capture audio sound. The Least Significant Bit (LSB) of audio
sound will be analyzed and tested using National Institute of Standard and Technology
(NIST) Test Suite. The NIST random Test Suite shall produce P-value. The P-value will
determine the randomness of the captured audio sound. The P-value will generate the

key that use for random number.
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ABSTRAK

Project ini merekodkan signal audio. Nilai Nombor Se Bit Terkecil (LSB) audio
yang direkodkan akan dianalisis dan diuji menggunakan National Institute of Standard
and Technology (NIST) Test Suite. NIST random test suite akan menghasilkan nilai-P.
nilai tersebut akan menentukan kerawakan audio yang direkodkan. Nilai tersebut juga

akan menghasilkan kekunci yang akan digunakan sebagai sumber nombor rawak.
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CHAPTER 1

INTRODUCTION

1.1  Project Background

The white room noise has a potential to be a source of random numbers. The
random numbers plays an important role in cryptosystems. Randomness and random
number primarily used for several purposes in many applications such as statistical
sampling, experimental simulation, cryptography and etc. randomness will be introduce
to pseudo-random number generators by Computer Algorithm. Pseudorandom numbers
have the characteristics that they are predictable which can be predicted if we know

where the first sequence number is taken from.

In this project, a recording-system will be built to capture audio or sounds using
microphone, and from that recorded audio will then analyzed. The recorded audio will
be analyzed and examined to determine whether they are high quality source and
suitable for used as cryptographic keys such as Session Key, Master Key, Public Key or
Private Key. These bits of audio will be tested based on National Institute of Standards
and Technology (NIST) Test Suite. The problems that will be face in this project are
uses of random number in audio. To solve this problem, I will develop a system that will
generate a random number using MATLAB software. In this project, | will apply the
knowledge of pseudorandom number in cryptography.
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1.2 Problem Statement

In this project, 1 would like to solve how random number interacts in audio.
i- Randomness of noise that will contribute by Least Significant Bits.

ii- Predictability of the bits of noise as a source of random key.

1.3  Objective

i.  To write a program using MATLAB programming language that is able to record
the audio by using the microphone.

a. MATLAB is a high-performance language for technical computing. It
integrates computation, visualization, and programming in easy-to-use
environment where problems and solutions are expresses in familiar
mathematical notation.

b. MATLAB features a family of add-on application-specific solutions
called toolboxes. Very important to most users of MATLAB, toolboxes
allow user to learn and apply specialized technology. Toolboxes are
comprehensive collection of MATLAB functions (M-files) that extend
the MATLAB environment to solve particular classes of problems. Areas
in which toolboxes are available include signal processing, control
systems, neutral networks, fuzzy logic, wavelets, simulations and many
others.

ii. To analyze the bits of recorded audio using selected test.

a. Each digital recording sample should contribute only one bit and
preferably the least significant bit. At least the first one thousand samples
must be discarded since the recording will take several micro seconds
before actually getting nonzero input.

b. The microphone should be set at the highest sensitivity. The common
threshold value used to identify silence period should be set to zero from

the regular voltage 0.1 or disabled.
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iil. To write a selected Statistical Test for Random and Pseudorandom Number

Generators, NIST Special

Publication 800-22 using MATLAB (Matrix

Laboratory) programming language that consists of sixteen different tests.

a. This test was developed to test the randomness of binary sequences

produced by either hardware or software based cryptographic random or

pseudorandom number generators.

b. These test are:

The Frequency (Monobit) Test
Frequency Test within a Block

iii. The Runs Test
iv. Test for the Longest-Run-of-Ones in a Block
v. The Binary Matrix Rank Test
vi. The Discrete Fourier Transform (Spectral) Test
vii. The Non-overlapping Template Matching Test
viii. The Overlapping Template Matching Test
ix. Maurer's "Universal Statistical" Test
X. The Lempel-Ziv Compression Test
xi. The Linear Complexity Test
xii. The Serial Test
xiii. The Approximate Entropy Test
xiv. The Cumulative Sums Test
xv. The Random Excursions Test
xvi. The Random Excursions Variant Test
iv. To identify whether the bits of the recording audio is random, unique, and

suitable to use as cryptographic keys.

a. There are two ways for generating random numbers; by using a physical

device or by using algorithm. By using a physical device it takes various

factors such as noise and time of day into account.

b. Physical hardware random number generator has a greater advantage,

since it can produce completely unpredictable random sequences. .
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Pseudorandom number generators are usually combined with a physical

generator to obtain both the speed and some of the unpredictability.

1.4 Scope
i The system will record the audio signal for two secoonds.
ii. The system may be implemented in Windows operating system.
iii. The audio that has been recorded will be analyzed using suitable test.
iv. The target users are who want to use the system that analyzed audio as a
source of random number.
1.5 Project Significance

This project is important because | will
1. Recording the audio using microphone from a system that has been build by
MATLAB programming.
2. Analyzing the 16-bit mono of 44100 Hertz audio recording using suitable test.
3. The Statistical Test for Random and Pseudorandom Number Generators will be
written.
4. The 16-bit mono of 44100 Hertz bits of recording audio will be identified

whether it is random, unique, and suitable to use as cryptographic keys.
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1.6 Expected Output

The proposed ambience white noise as a source of random number is:

1. Recorded the audio using microphone from a system that has been build by
MATLAB programming.

2. Analyzed the 16-bit mono of 44100 Hertz audio recording using suitable test.

3. Write the Statistical Test for Random and Pseudorandom Number Generators.

4. Identified the 16-bit mono of 44100 Hertz bits of recording audio whether it is

random, unique, and suitable to use as cryptographic keys.
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1.7 Conclusion

As a conclusion, this is a critical project that needs to be completed by six
months as the NIST Statistical Test Suite is very hard to be written in M-lint code file.
Hopefully, after finishing this project, 1 will gain more knowledge and information about
cryptography field. And | also hope the future undergraduate student will be able to

understand the essential aspect for secure communication is that cryptography.

For the next the next chapter, I will write about literature review and project
methodology. Literature review will provides a background of the topic, is a summary
and an evaluation of previous research on a topic, and it should be selective. While the
project methodology is a justification and description of the selected approach or
methodology used in a project. It also provides explanation of the detail activities in the

project.
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CHAPTER 11

LITERATURE REVIEW AND PROJECT METHOLOGY

2.1 Introduction

The literature review provides the backgrounds to the topic. It is a summary and
an evaluation of previous research on a topic. It represents the method of searching,
collecting, analyzing, and compute conclusion from book writers or other open sources
about certain topics. Most of the literature reviews are done based upon the facts and
findings from writers of IT books. For this project, the literature reviews are collected
from books and journals.

Project methodology is the justification and description of the selected approach
or methodology used in project. It will explain about Least Significant Bits and
National Institute Statistical Test Suite (NIST).

After defining the project methodology, the next section will covered on project
requirements in term of software requirements, hardware requirements and other
requirements if needed. Then, it will discuss the next section which is project schedule
and milestones. It is a proper guideline that will help the developer to complete the

project.
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2.2 Literature Review

2.2.1 Domain

The recording system using MATLAB software is in the domain and application
of cryptography in Network and IT Security. The project will focus on cryptography or
random number as a subject of study. This cryptography field is very wide and it is
mostly focus on developing a system for cryptography domain. The domain that related
in this project is cryptography field. Cryptography is the study of mathematical
techniques related to aspects of information security such as confidentiality, data
integrity, entity authentication, and data origin authentication. The goals of cryptography

are privacy or confidentiality, data integrity, authentication, and non-repudiation.
2.2.2 Keyword

e White noise — is a sound that contains the frequency within the range of human
hearing in equal amounts. People will perceive this sound as having more high-
frequency content than low. This perception occurs because each successive
octave has twice as many frequencies as the one preceding it. For this project, the
microphone should be automatically preset at the highest sensitivity in order to
capture the full audio sound range and the common threshold value used to
identify silence period should be set to zero from the regular voltage 0.1 or
disabled.

e Random number — number that occur in a sequence. This number will be
described in two conditions. These conditions are the values are uniformly
distributed over a defined interval or set and the other is it is impossible to

predict future values base on past or present ones.
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2.2.3 Previous Research

i- Research 1: Multi-Speaker voice cryptographic key generation
By: L. Paola Garcia-Perera, J.Carlos Mex-Perera and Juan A, Nolazco-Flores

This article will present the procedure for generating binary vector that be used
as keys for cryptographic purpose. The research is based on Automatic Speech
Recognition technology and Support Vector Machines. The drawback of the current
system that used cryptographic is problem in authentication. It cause of the simplest
algorithm the authorized user should deny across to the information. For the biometric
key, it goal is to produce a password using the intrinsic characteristics of some specific
user distinguishing quality such as voice, iris, fingerprint and face. Although the voice is
a natural process and produces different utterances in short time, it gives advantages

among other biometrics which allowing to assure the user’s identity.

The researchers will focus on voice for this research, it characteristics which is to
properly obtain reliable cryptographic key. The type of key generation has several
applications in security which are access control to the network either to a computer
system or to a restricted area and used for remote control by telephone. The
cryptographic scheme of this research is based on the knowledge of the phonemes,
which it is important to know the start and ends of the phonemes. The challenge for this
research is to produce a cryptographic key that should repeatedly be the same for one

user under certain conditions.

For the previous research by Monrose, it showed that method to produce the key
which an acoustic space was formed derived from the utterances of a significant group
of people. A vectorial quantization was applied and a set of 20 centroids was obtained.
Afterwards, these sequences were segmented. An iterative process using Viterbi

algorithm was used. A partition plane for the vector space was suggested and a binary
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biometric key was conformed. At last, Montorel proposed the hardening of the key using

shared schemes.

The purpose of this research by these researchers is to produce cryptographic key
given the voice signal and the spoken user passphrase. The speech signal is pre-
processed and the Automatic Speech Recognition (ASR) technique is used to extract the
phoneme model and the phoneme starts and ends. This set of features is the input of the
Support Vector Machine (SVM) model the key is generated.

The primary task of ASR is to obtain the transcription of a given speech signal
and to obtain the starts and ends of the phonemes if properly configured. The speech
signal is pre-processed by calculating it Mel Frequency Cepstral Coefficients (MFCC).
MFCC is a common transformation that has shown to be very robust. To obtain the
MFCC, each speech signal is divided into short frames. For each frames, the amplitude
spectrum is obtained using the Discrete Fourier Transform (DFT). Then, the spectrum is
converted to the log scale. After that, the Filter bank is used to smooth the scaled
spectrum. At last, the discrete cosine transform is applied to eliminate the correlation
between components. As a result, the 13-dimension vector, each dimensions
corresponding to one parameter. To emphasize the dynamical features of the speech in-
time, the time derivative (A) and the time acceleration (A 2) of each parameter are
calculated. Then, the final representation is a 39 dimension vector formed by 12-

dimension MFCC, followed by 1 energy coefficient, 13A and 13A %,

ii- Research 2: Physical Random Number Generators for Cryptographic Application
in Mobile Devices

By: Shinichi Yasuda, Tetsufumi Tanamoto,Ryuji Ohba, Keiko Abe, Hanae Nozaki, and
Shinobu Fujita.

This article present the small random number generators using silicon devices

that generate large fluctuating signal as noise source device. The noise signal is directly
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input to an oscillator without preamplifier because the noise of this signal is large. The
researcher present the small physical random number generator using an astable
multivibrator and post-processing circuits, which can generate excellent quality random

number s that suitable for cryptographic application.

The difficulty of predicting secret data relies on the quality of random numbers
used as identification numbers, encryption keys, and data blinding. For the mobile
device, random number generators (RNGs) must be small for implementation in a tiny
chip. For solution, pseudo random number generators (PNRGs) are generally used for
mobile devices because PRNGs can be produced using only a digital circuit such as a
linear feedback shift register (LFSR). The random number generators using white noise,
such as thermal noise or the shot noise of Si devices, are already commercially available.
Even it can generate high quality random numbers; the size of the RNGs is relatively
large because such noise signals are so small that they need to be greatly amplified. One
effective solution to achieve both downsizing and acceptable performance of RNGs is to
use current fluctuations in specific noise source devices that the researchers have
developed based on metal oxide semiconductor (MOS) devices, such as MOS capacitor
after soft breakdown. This paper also describes a small RNG that can generate high-
quality random numbers using a circuit composed of an astable multivibrator and a one
bit counter to convert analog signals to digital signals, which can eliminate 1/f-like
properties. Furthermore the maximum of generation rate of this circuit is analyzed. We

also present the other small RNG having much larger generation rate.

The researcher has study various noise source devices, such as MOS capacitor
after SBD, Silicon dot tunnel diode and Silicon dot FET. Silicon dot tunnel diode is a
MOS capacitor like device which has Si nanocrystals in the oxide film. Silicon dot FET
is a specific FET which has Si-dot in the gate insulator. The characteristics of Silicon dot
tunnel diode is observed that the current changes largely even in the case of constant
applied voltage. For example current fluctuation is caused by the electron-electron
interaction between tunnelling electrons and trapped electrons in dots. Electron trapping
and detrapping occurs very frequently. The normalization power spectrum density of the
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