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ABSTRACT

The Authentication System for Server Room Using Fingerprint (ASSRUF) is
developed mainly for institution which have important facilities especially server
room. This system is built to provide a high-security in accessing the server room
because it is equipped by high cost equipments thus may only allowed authorized
user to enter the room. User should provide their fingerprint to the system in order to
authenticate whether they are the authorized user or not. Only administrator has the
authority and privilege to access ASSRUF system. The architecture of ASSRUF is
two-tier architecture which involves client and server architecture. Fingerprint
scanner is working at client side while ASSRUF system working at server side. The
methodology that has been used in developing this system is Object Oriented
Development Life Cycle (OODLC) which consists of initial phase, analysis phase,
design phase, implementation phase, testing phase, and evaluation and maintenance
phase. An analysis study has been done based on the current systems and all problem
statements and requirements have been identified. The interface of ASSRUF has
been design according to the requirement and needs of the current market. ASSRUF
is working in Windows XP platform and compatible in Microsoft Visual Basic 6.0.
Bio Kit System Development Kit (SDK) has been installed in order to ensure the
fingerprint scanner can work properly. Two types of approaches in software testing
are black box testing and white box testing. Six types of tests have been tested on this
system including unit testing, integration testing, function testing, acceptance testing,
regression testing and beta testing. Testing phase has successfully done and meet
user requirement. This Authentication System for Server Room Using Fingerprint
(ASSRUF) will help to provide a high security to server room and overcome the
problems that arise nowadays.
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ABSTRAK

Authentication System for Server Room Using Fingerprint (ASSRUF)
dibangunkan khasnya kepada institusi yang mempunyai kemudahan penting terutama
bilik server. Sistem ini adalah bertujuan untuk menyediakan keselamatan yang tinggi
ketika penguna mengakses bilik server kerana bilik server dilengkapi dengan
pelbagai peralatan yang canggih dan mempunyai kos yang tinggi. Oleh itu, ia hanya
membenarkan pengguna yang berdaftar sahaja untuk masuk ke dalam bilik server.
Untuk mengakses ke dalam bilik server, pengguna perlu mengimbas cap jari dan
sistem ini akan mengesahkan sama ada pengguna itu berdaftar atau tidak. Hanya
pihak pentadbir sahaja yang mempunyai kuasa dan hak untuk menguruskan sistem
ini. Struktur sistem ini menggunakan dua peringkat iaitu pengguna dan server.
Pengimbas cap jari berada di pihak pengguna manakala sistem ASSRUF diadaptasi
di pihak server. Object Oriented Development Life Cycle (OODLC) telah dipilih
sebagai metodologi untuk membangunkan sistem ini. Metodologi ini mengandungi
beberapa fasa iaitu fasa permulaan, fasa analisis, fasa merekabentuk, fasa
implementasi, fasa ujian dan fasa evolusi dan penyelenggaraan, Kajian terhadap
sistem sedia ada telah dibuat dan beberapa kekurangan terhadap sistem tersebut telah
dikenalpasti. Antaramuka bagi sistem ASSRUF telah direka berdasarkan keperluan
dan permintaan pasaran semasa. Sistem ASSRUF boleh digunapakai pada sistem
pengoperasian Windows XP dan sesuai diadaptasikan pada Microsofi Visual Basic
6.0. Bio Kit System Development Kit (SDK) telah di install untuk membolehkan
pengimbas cap jari bekerja dengan baik. Dua pendekatan telah digunakan dalam fasa
ujian iaitu ujian kotak hitam dan ujian kotak putih. Enam jenis ujian telah diuji pada
sistem ini iaitu ujian unit, ujian gabungan, ujian kegunaan, ujian penerimaan, ujian
ubah suai dan ujian beta. Fasa ujian ini berjaya dan memenuhi permintaan pengguna.
Oleh itu, Authentication System for Server Room Using Fingerprint (ASSRUF)
diharap dapat membantu dalam menyediakan keselamatan yang tinggi kepada bilik
server disamping dapat mengatasi masalah yang wujud pada sistem yang sedia ada.
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CHAPTER 1

INTRODUCTION

1.1 Project Background

As information technologies advance greatly year by year, the security
aspects become the most importance features. As a result, biometric technologies
have given considerable attention. One of the most popular biometric technologies is
fingerprints because of its ease of use, non-intrusiveness and reliability. In addition,

fingerprints are unique for each person even an identical twin.

Fingerprint authentication is suitable to be used at rooms which provide high-
security to importance facilities like server room. Server room is a collection of
computer servers which usually maintained by an enterprise to accomplish server
needs. Server room will have both a primary and a backup server, so that in the event
of the failure of the primary server, a backup server will take over the primary

server’s function.

The server room is typically allocated with network switches and routers
which enable communication between different parts of the cluster and the users of
the cluster. These facilities are equipped with high cost equipments thus only allow

authorized users to enter and exit from these facilities.
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Currently, not all institutions implement security in their high-security
facilities. However, some institutions protect their facilities by implementing
password verification, smart card and other security features but it is not really
secured. It might be manipulated and hacked by unauthorized user.

Due to these current problems, Authentication System for Server Room

Using Fingerprint (ASSRUF) is proposed. This system may eliminate the current

problems and make the system more secure.

1.2 Problem Statement
Several problems are identified from the current systems and they might
bring any implications to the institutions. They are:
e Lack of Security

Some of the server room did not have security features to secure the

equipments. It makes the rooms can be easily accessed by unauthorized users.

o Password Forgotten

Usually, password based authentication is used to protect the important
facilities. An authorized user needs to enter user ID and password before entering a

Server room.

However, the common problems are the authorized user might forget the
password or the password has been stolen by unauthorized user. It occurs because
this password has to change as often as required in order to avoid the rooms from
attacked by the hacker.
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e Smart Card Deficiency

Smart card is easy and portable to bring anywhere. This advantage makes it
easy to be stolen by unauthorized user. They may enter the room by using other user
card which does not belong to them. Additionally, it is also possible for the smart
card to get damaged.

1.3 Objectives

Based on the current system problems, there are some objectives have been

identified which are:-

e To improve security features at server room.

Due to the importance of securing high cost equipments and facilities, this
system is proposed. By implementing this security features, it will replace the current
system and make the rooms become more secured. Fingerprints technology may
increase the site security of server room and allow the correct persons to enter it. The
system will guarantee that only authorized users can obtain accessibility therefore

makes the security more effective and efficient.

e To built a system that can read fingerprints image.

This system is use to avoid unauthorized user to enter the room. It will verify
user’s information before letting them to enter the room. If the image do not same
with the one in the database, the user are not allowed to enter the room. This will

eliminate the use of password system.
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e To test the system to the real target user

By implementing the system to the target users, developer definitely can
know whether the system is meet user requirement in order to make the security at

the server room become more secured.

1.4 Scope

Authentication System for Server Room Using Fingerprint is developed to
secure server room’s environment. Server room is a room that has high-cost
equipments and importance facilities. Therefore, only authorized user can enter the
room. The target users are administrators and users that need to set up and maintain

the server room.

There are many types of biometric characteristics which can be used for
security features. Therefore, this system will use fingerprint authentication to

authenticate the correct user before enter the security facilities.

1.5 Project Significance

The system that will be developed is aimed to provide security features at
server room which is a high-security facility. This room has high cost equipments
which are needed to be protected from any unauthorized user. This system is needed

to replace the current system that did not really secure the facilities.

Using this system, it will only verify authorized users to enter the room.
Furthermore, it is proposed to overcome the current problems that usually occur. The
problems like password forgotten, smart card stolen and unauthorized users will be

eliminated and the facilities become more secured.
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1.6 Expected Output

The Authentication System for Server Room Using Fingerprint (ASSRUF)
that will be developed to scan and authenticate the fingerprints. Administrator can

generate report on users that have entered the room for a certain time.

1.7 Conclusion

To eliminate the problems that have been occurred in the existing system, the
Authentication System for Server Room Using Fingerprint is proposed. This system
will upgrade the current systems to make it more secure and strength to the security

system.

The next chapter, which is Chapter 11 will explain about literature review and
project methodology. It focuses on facts and findings, the technique that will be used,
project methodology and project requirement including software, hardware and other
requirements. It also will discuss on the project schedule and the milestone of this

project.
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CHAPTER 11

LITERATURE REVIEW AND PROJECT METHODOLOGY

2.1 Introduction

There are two main subtopics in this chapter which are literature review and
project methodology. Literature review is a part which focuses on the research of the
existing systems and future applications of Authentication System for Server Room
Using Fingerprint (ASSRUF). This part involved the process of searching, collecting

and analyzing the information that have been related to this project.

The other subtopic is project methodology. The methodology is a description
of the selected approaches which is being used in developing a project. The purpose
of project methodology is to describe the activities in every stage and apply a

systematic way for the project development.

Chapter II also involves project schedule and milestones. These two subtopics
are important for developers to monitor and guide the project to make it finished on
time. The other subtitle in this chapter is project requirements. This subtopic is
including software requirement, hardware requirement and other requirement of this

project.
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