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ABSTRACT

This project is about the design and implementation of Smart Home
Automation and Security System. It comprises of integration between Programmable
Logic Controller (PLC), PIC Programming Controller, Global System Mobile (GSM)
mobile communication, home automation, and security system. This project consists
of Security Door Access, Security System Using GSM Controller, Home Appliances
using GSM Controller, and Automatic Watering System. This combination of
technology will produce a home automation called Smart Home System. Smart
Home is an integration of various systems at home which is coordinated by Smart
Home controller and controlled by users using command interfaces while security
system is an electrical device that sets off an alarm when someone tries to break in.
This project can be divided into two main parts which are hardware and software
development. The hardware development includes the PLC wiring connection, PIC
interfacing circuit, relay connection and home automation circuit. The software
development includes develop the PLC ladder diagram, PIC controller source code,
GSM message command, and relay diagram. This system is controlled by users using
various centralized command interfaces such as hand phone, personal digital

assistants (PDA), keypad and switches.
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ABSTRAK

Projek ini adalah berhubung dengan rekaan dan pengaplikasian Rumah Pintar
Sistem Automasi dan Keselamatan. la meliputi gabungan antara Programmable
Logic Controller (PLC), PIC Programming Controller, Global System Mobile
(GSM), pengatomasian rumah, dan sistem keselamatan. Projek ini merangkumi
Akses Keselamatan Pintu, Sistem Keselamatan dengan Pengawal GSM, Peralatan
Rumah dengan Pengawal GSM, dan Sistem Penyiraman Automatik. Gabungan
teknologi ini akan membentuk sistem pengautomasian rumah iaitu Sistem Rumah
Pintar. Rumah Pintar ialah gabungan pelbagai sistem di rumah yang dikawal oleh
Pengawal Rumah Pintar dan digunakan oleh pengguna dengan menggunakan arahan
antaramuka manakala sistem keselamatan adalah alat elektrik yang akan
mengaktifkan penggera apabila berlaku pencerobohan. Projek ini dibahagikan
kepada dua bahagian iaitu pembangunan perkakasan dan perisian. Pembangunan
perkakasan ini meliputi sambungan pendawaian PLC, litar antaramuka PIC,
sambungan geganti, dan litar pengautomasian rumah. Pembangunan perisian pula
meliputi rajah tangga PLC, kod pengawal PIC, arahan mesej GSM, dan rajah
geganti. Sistem ini juga dikawal oleh pengguna menggunakan pelbagai arahan

antaramuka seperti telefon bimbit, PDA, papan kekunci, dan suis.
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CHAPTER 1

INTRODUCTION

1.1 Project Background

Nowadays, there are many burglary cases happens, the residence in this
country must concern and take any steps to prevent it. It shows the importance of the
security system in Malaysia. Security system has already become an important to
every home not only for the building and premises. Security systems have becoming
more of a necessity rather than only an additional service to home owners. Many
types of systems are available and the cost of a security system depends on the level

of defense.

All good quality applications have a second line of protection and this is what
this system is. Therefore, Smart Home Security System should be regarded as the
second line of protection. Security system via SMS has not been used in Malaysia
because the high cost. This project aims to utilize ordinary alarm equipment, the
hand phone together with a microcontroller and electronic components to decrease

the cost which the residence can afford for it.

Thus, this project aims to create a security system which is the second line
protection against burglary and give signal through SMS to the user of the system
about the incident and he/she can take fast action on it. Besides, it also offers the home
automation system such as automatic watering system to make the user’s life much
easier.

Burglar security system and sensors is widely implemented in today’s
technology. But somehow most of the system only gives alert to the user when they
are inside the house or nearby the house. What happen if they leave the house? With
this Smart Home Security System, user will be alert on their house security whether
there are at home or away from home. The idea is basically by having the sensor to
detect any intruder and send the output to a controller which will send SMS to the

owner’s mobile phone whenever the owner is away from home.
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As a very basic definition, home automation can be referred as anything
which gives automatic control of electrical devices around the home. Smart Home is
an integration of various systems at home such as security, home automation, CCTV
and any system which is coordinated by a smart home controller and controlled by

users using various centralized command interfaces.

Many years ago, some have said that a TV with remote control makes a
person lazy. Today, we can’t imagine buying a TV without a remote control
function. It’s not just about technology, but improvement of quality of living, which
demands greater comfort, convenience and security. This is what the project will

prove to improve the user’s quality of living.

1.2 Overview of Design and Imple mentation of Smart Home for Security

System.

1.2.1 Security System Using GSM Controller

Function of this system is to alert the user when motion detector detects the
intruder through GSM mobile phone. Controller will send a SMS to the user
automatically after the motion detector has detects the intruder. To achieve the
objective, a microcontroller PIC 16F767 is used as the main processing unit for this

system.

Therefore, the advantages of this system are user can secure their property
with the motion detector whenever nobody is at home and the controller will trigger
the house's alarm and at the same time alert the user through their mobile phone. This

system will send a SMS to the number that is already program.

1.2.2 Home Appliances Using GSM Controller

The functions of this Home Appliances GSM Controlled for Smart Home

System project are to turn on or off the home appliances from anywhere by using
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GSM communication. User has a full access to their home automation by trigger

on/off devices, lights, or activates programmed sequences.

The advantages of this system are it has an ability to control the user-desired
home appliances through SMS, can simulate live-in conditions when the house is

leave unattended during holiday, and in-control of house’s condition via SMS.

1.2.3 Security Door Access

The functions of this security door access is to secure an entrance into the
house using code number which controlled by PLC. The operation of this system is
the user has to enter the code number within 15 seconds after the door is opened.

And if not, the buzzer will sound.

1.2.4 Automatic Watering System

In this system, it offers the user to have the automated household system
which is watering system. It will water the lawn on the time programmed and on the
rainy day, the moisture sensor will gives signal to close the water valve.

The advantages of the automatic watering system are to turn on and off to
water the lawn for a programmed amount of time, moisture sensor prevents over-

watering by given the signal to close the valve and cost saving.

1.3 Proble m State ment

The major reason to design this project is to solve user’s problems in addition
to improve knowledge and learn about the electrical communication system. The
safety in premise or house depends on the owner. In Malaysia, there are no safety
system using SMS but in overseas, there have safety system which the safety
department and the owner of the premise could know when there are any bad
incidents. Furthermore, people do not have time to look at their house in 24 hours to

make sure their properties are safe.
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A residence without a home security system is approximately three times

more likely to be broken into than one without. Home owners who have home

security systems loose an average of RM400 less in valuables in the event of a

robbery. These facts proved that the installation ofa home security system dissuades

intruders and protects your home.

Thus, having a security alarm system may decrease the chances of a burglary.

Even if the alarm system does not keep a burglar from breaking in, it may cause the

burglar to stay a shorter amount of time.

a)

b)

d)

In most cases, entry is attempted at the rear of the houses where security
is often poor and there is less chance of being observed. But, user
couldn’t see what was happening at their house anytime they want from

wherever they are.

By using conventional alarm system, user does not receive any signals
when intruder enters the house. Therefore, no action can be done when

burglary occurred.

Some of the conventional alarm system gives false reactions due to

improper situation such as over-sensitive i.e. lightning and etc.

When out of town or house is leaved unattended during holiday, they had
problem to create a lived-in look of their house to prevent burglary. Even
there is timed-programmed lighting and it turned on at the same time and
same place. This situation welcomes the intruders. So, there is a need
such a system that may turn on different light at different time and on the

different day.

On the emergency situation, the user cannot take appropriate actions

when nobody at the house such as turns on the alarm or any appliances.

When having vacation, the user had a problem to water the lawn because
of there are nobody at the house and they do not have automated watering

system.
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1.4  Project Objectives

The objective of this project is designed and implemented the Smart Home
for security system. Smart Home is an integration of various systems at home which
is coordinated by Smart Home controller and controlled by users using command

interfaces.

Security System is an electrical device that sets off an alarm when someone
tries to break in. The alarm can be buzzer or siren that may alerts the surrounding,
Furthermore, the existing security systems mostly give out alarm when any sensor

senses a target.

This alarm can only alert the owner only when they are inside the house or
nearby the house. Thus we came out with a system that can also alert the owner even
when they are not at home.

This project is divided into two major objectives:-

1. To design and modify the hardware of Smart Home System which is
consists of the PLC wiring connection, PIC interfacing circuit, relay

connection and home automation circuit.

2. To design the software which is to control all the system such as develop the
PLC ladder diagram, PIC controller source code, GSM message command,
and relay diagram.

Project Sub-Objectives
a) To activate the house’s alarm and at the same time alert the user through
GSM mobile phone. It would helps to secure the house with motion detection
and guard the home from intruders.
b) To allow the user to control house appliances using GSM system and to offer
convenient control by automatically turn on and off the house appliances

using SMS.
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¢) To make our customer’s home look lived-in to prevent burglary even if they

are on vacation or working late.
d) To implement the new communication technology for automation and
security system rather than the conventional security system by mak ing use of

GSM as the interface between the human and the appliances.

e) To control and automate irrigation for lawn watering system with input for

rain sensing using moisture sensor.

f) To secure an entrance into the house using code number and safeguard the
compound of the house and helps to reduce a number ofburglary cases due to
the security weaknesses.

1.5 Project Scope
After largely study on the security system for Smart Home concept, there are
many issues must be considered to produce a preliminary design of Smart Home.
The scopes of'this project are:
a) Design the home automatic watering system with moisture sensor.
b) Design the door access code number system using PLC.

c) Design the system to turn on and off the home appliances using SMS.

d) Design the system which alerts the user if the intruder enters the

house.
e) This project will utilize the PLC and PIC as the main processing

unit and therefore the project of developing software for the controller

to be applied onto a demonstration set.
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