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ABSTRACT

A new threat in the cyberspace nowadays are known as ransomware and the
threat are increasing in alarming rate. Ransomware is computer malware that installs
covertly on a victim’s computer and have the ability to encrypt the whole file in the
machine. Once encrypted the owner of the ransomware will demand an amount of
money to decrypt the file. In order to get a better understanding on ransomware, this
final year project use dynamic analysis approach to analyze this type of malware. This
project objectives are including to identify ransomware traces through network traffic
and program process as well as identify ransomware behavior through it malicious
activities. This preliminary study of ransomware is the initial step in getting a depth
knowledge on ransomware especially in identifying the parameter and traces of

ransomware behavior during its execution



ABSTRAK

Ancaman yang baru di ruang siber pada masa kini dikenali sebagai ransomware
dan ancaman ini semakin meningkat dalam kadar yang membimbangkan.
Ransomware adalah malware komputer yang memasang secara terselindung pada
komputer mangsa dan mempunyai keupayaan untuk menyulitkan keseluruhan fail di
dalam mesin. Sekali disulitkan, pemilik ransomware akan menuntut sejumlah wang
untuk menyahsulit fail tersebut. Dalam usaha untuk mendapatkan pemahaman yang
lebih baik mengenai ransomware, projek tahun akhir ni meggunakan pendekatan
analisis dinamik ini untuk menganalisis jenis malware ini. Antara objektif projek
termasuklah untuk mengenalpasti kesan ransomware melalui lalu lintas rangkaian dan
proses program serta mengenal pasti tingkah laku ransomware melaluinya aktiviti
berniat jahat. Kajian awal ransomware adalah langkah awal dalam mendapatkan
pengetahuan mendalam mengenai ransomware terutama dalam mengenal pasti

parameter dan kesan tingkah laku ransomware semasa pelaksanaannya.
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CHAPTER I

INTRODUCTION

1.1 Introduction

This chapter will describe about the introduction of the project. This chapter are
consisting of the problem statement, project question, project objective project scope,
project contribution, report organization and the summary. The purpose of the project
Is to analyze a malware known as Ransomware that caused the increasing number of
attack to target individuals, corporate entities and public-sector organizations by
infects a computer. The content of this report including the definition of the malware
itself, how ransomware works, the examples of ransomware, their latest form of attack,

and the step by step of the method used to analyses the malware.



1.2 Problem Statement

Nowadays, malware can be easily infecting user’s computer and widespread
rapidly within a second in the network if the computers have many vulnerabilities. The
computers nowadays are exposed and widely vulnerable to malware where it can
widespread rapidly within a second in the network easily. The safety must be
maintained and the security should be improved due to the huge growing use of
internet, cyber-attacks are often to happen. Recently one of the threat is been come
into existence known as Ransomware attacks which targets at any system files of the
computer user. Ransomware has become one of the most widespread and damaging
attacks that internet users face. Most of the internet users have less understanding about
which parameter will use to study the behavior of ransomware. The problem statement

is summarized as in Table 1.1.

Table 1.1: Summary of Problem Statement

PS Problem Statement

ol Insufficient information on the parameter use to explore the

behavior of ransomware.

1.3 Project Question (PQ)

Several questions are issued based on this project Problem Statement. These
questions are done to help develop the objective of this project. The questions are
mainly on the behavior of the malware, its attack pattern, and the procedure of
retrieving the attack pattern of the ransomware to enable it to be analyses through

dynamic analysis. The project questions are summarized as in Table 1.2.



Table 1.2: Summary of Project Question

PS PQ Project Question
PQ: | What is the parameter uses to study the behavior of

PS; ransomware?

PQ:2 What is the clear evidence on the behavior of

ransomware?

PQz | How the ransomware activity affects the parameter?

1.4 Project Objective (PO)

The project objectives are based on the problem statement and project question
that has been highlighted in Table 1.1 and Table 1.2. Each project question consists of
one project objective as to understanding about which parameter will use to the
behavior of ransomware, to gains clear evidence on the behavior of ransomware, and
to get knowledge on how the ransomware will affect the parameter. The project

objectives are summarized as in Table 1.3.

Table 1.3: Summary of Project Objective

PS PQ PO Project Objective
PQ1 PO; | To understand about the parameter, use to
PS: study the behavior of ransomware.
PQ2 PO, | To investigate the behavior of ransomware.
PQs POs | To link the ransomware behavior with the
parameter.




1.5 Project Scope

The scope of this project is to analyze the behavior of a malware known as
Ransomware to specific parameter or application and what the effect after the infection
occurs. By using dynamic analysis approach to see the behavior of ransomware
through virtual machine software (VMware) and through monitoring software as
example by using Wireshark and process monitors. The malware installed into the
virtual OS or application and then the behavior will be observed and recorded. The
behavior of the application before and after the malware infection also analyzed to

generate attack flow.

1.6 Project Contribution

The research contributions of the project help determine what the project will
produce besides its objective. This project will help to determine the parameter that is
used to analyze the behavior of ransomware. In addition, it also helps to determine the
behavior of ransomware based on clear evidence and determine on how ransomware

will affect the parameter. The project objectives are summarized as in Table 1.4.

Table 1.4: Summary of Project Contribution

PS PQ PO PC | Project Contribution

PQ1 PO PC: | Determined the parameter use to study

the behavior of ransomware.

PS1 PQ2 PO: PC. | Determine the behavior of ransomware
based on the investigation.

PQs POs PCs | Determine the link of ransomware

behavior with the parameter.




1.7 Report Organization

To ensure this project is going on smoothly and successfully, report
organization is constructed in order to arrange chapter by chapter respectively. The

summarization and description of each chapter stated as below:
Chapter 1: Introduction

This chapter discuss about the introduction and the background of this project but in
brief. There is problem statement, project question, project objective, project scope,

project contribution and summary for this chapter.
Chapter 2: Literature Review

This chapter shows the preview to the literature review of this project. As example,
the discussion about the software and hardware that being used in other research which

is related to this project.
Chapter 3: Project Methodology

In this chapter, project methodology discussed according to activities, step taken and
stages followed in order to make sure this project going smoothly in sequence and
priority.

Chapter 4: Design

This chapter defines the results of the analysis of the preliminary design and the result
of the detailed design. There is network system architecture, logical and physical

design, possible scenarios, security requirement, metric measurement and the

conclusion for this chapter.
Chapter 5: Implementation

This chapter will briefly describe about the activity involved in the implementation
phase and what is the expected output after this phase is complete. Outline diagram

also provided for this chapter.
Chapter 6: Testing and Analysis

In this testing and analysis chapter, the actual result of this project will be documented.
This chapter also will briefly describe about the activity involved in the
implementation phase of this project.



Chapter 7: Project Conclusion

This final chapter will be the project conclusion that will review on the limitation and
the contribution for this project and the future works that can be done through this

analysis.

1.8 Conclusion

This chapter explains the introduction of this project that defines malware and
the analysis, also explains about the problem statement that describe of problems that
directly influence the motives of the project, project question is arise from the problem
statement and need to be answered in this project, while project objectives describe the
things that this project need to achieve. The Project scope describes every scope
involved and their reasons. The project contribution describes who or what may benefit
from the project and lastly report organization that give a summary of each chapter
presented in this report.



CHAPTER II

LITERATURE REVIEW

2.1 Introduction

This chapter presents the related works or previous works related to analyzing
ransomware, critical review of current problem and justification where it explains
about the methodologies, techniques, parameter, software and hardware that being
used in other research. It also covers the proposed solution based on the previous

research. The comparison has been made to highlight the differences.
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2.2 Critical review of current problem and justification
2.2.1 Malware

Malicious software, or malware, is used by cybercriminals, hacktivists and
nation states to disrupt computer operations, steal personal or professional data, bypass
access controls and other wise cause harm to the host system. Appearing in the form
of executable code, scripts, active content or other software variants, there are many
different classes of malware which possess varying means of infecting machines and

propagating themselves.

2.2.1.1 Worm

A worm is self-replicating software designed to spread through the network.
Typically, exploit security flaws in widely used services can cause enormous damage.
Worm also launch DDOS attacks, install bot network to access sensitive information

and cause confusion by corrupting the sensitive information.

2.2.1.2 Virus

Virus is a tiny program that able to exploit and negatively alters the way a
computer works. It able to automatically replicate itself, done without user knowledge
or intervention but still needs to be activated initially by the user either time based or
activity based. Viruses often spread to other computers by attaching themselves to
various programs and executing code. This malware can be used to steal information,
harm host computers and networks, create botnets, steal money, render

advertisements, and more.



2.2.1.3 Trojan Horse

Trojan Horse is a type of malware that disguises itself as a normal file or
program to trick users into downloading and installing malware. Trojan Horse give a
malicious party remote access to an infected computer. Once an attacker has access to
an infected computer, it is possible for the attacker to steal data (logins, financial data,
and even electronic money), install more malware, modify files, monitor user activity
(screen watching, keylogging, etc.), use the computer in botnets, and anonymize

internet activity by the attacker.

2.2.1.4 Rootkit/ Backdoor

A rootkit is a type of malicious software designed to remotely access or control
a computer without being detected by users or security programs. Once a rootkit has
been installed it is possible for the malicious party behind the rootkit to remotely
execute files, access/steal information, modify system configurations, alter software
(especially any security software that could detect the rootkit), install concealed
malware, or control the computer as part of a botnet. Rootkit prevention, detection,
and removal can be difficult due to their stealthy operation because a rootkit
continually hides its presence, typical security products are not effective in detecting
and removing rootkits. As a result, rootkit detection relies on manual methods such as
monitoring computer behavior for irregular activity, signature scanning, and storage

dump analysis.



2.2.1.5 Botnet

Bots are software programs created to automatically perform specific
operations. While some bots are created for relatively harmless purposes (video
gaming, internet auctions, online contests, etc.), it is becoming increasingly common
to see bots being used maliciously. Bots can be used in botnets (collections of
computers to be controlled by third parties) for DDoS attacks, as spambots that render
advertisements on websites, as web spiders that scrape server data, and for distributing
malware disguised as popular search items on download sites. Websites can guard

against bots with CAPTCHA tests that verify users as human.

2.2.1.6 Ransomware

Ransomware is a form of malware that essentially holds a computer system
captive while demanding a ransom. This malware restricts user access to the computer
either by encrypting files on the hard drive or locking down the system and displaying
messages that are intended to force the user to pay the malware creator to remove.
Ransomware typically spreads like a normal computer worm ending up on a computer
via a downloaded file or through some other vulnerability in a network service.
Afraidgate, PseudoDarKleech, CryptoMix, Spora are the name of the ransomware that

this project analyzes.



2.2.1.7 Scareware

Scareware is a class of malware known as scareware has become popular
among cybercriminals. This malware takes advantage of people’s fear of revealing
their private information, losing their critical data, or facing irreversible hardware

damage.

2.2.1.8 Spyware/ Adware

Spyware is a type of malware that functions by spying on user activity without
their knowledge. These spying capabilities can include activity monitoring, collecting
keystrokes, data harvesting (account information, logins, financial data), and more.
Spyware often has additional capabilities as well, ranging from modifying security
settings of software or browsers to interfering with network connections. Spyware
spreads by exploiting software vulnerabilities, bundling itself with legitimate software,
or in Trojans. While adware (short for advertising-supported software) is a type of
malware that automatically delivers advertisements. Common examples of adware
include popup ads on websites and advertisements that are displayed by software.
Often time’s software and applications offer “free” versions that come bundled with
adware. Most adware is sponsored or authored by advertisers and serves as a revenue

generating tool.



2.2.2 Malware Analysis

Malware analysis is the art of dissecting malware to understand how it works,
how to identify it, and how to defeat or eliminate it. It goals are to determine exactly
what happened, and to ensure the location of all the infected machines and files, also
to determine exactly what a suspect binary can do, how to detect it on the network, and
how to measure and contain its damage. Once identify which files require full analysis,
it’s time to develop signatures to detect malware infections on the network. It also

Known as Reverse Engineering (RE).

2.2.3 Dynamic Analysis

Dynamic analysis by analyzing a program while it executes. The advantage is it
can be fast and accurate. The disadvantage, it is “what you see is what you get”. Some
of the analysis process are process monitoring, registry monitoring, file monitoring
and network sniffing using Wireshark. In dynamic analysis, the Regshot used to
captures file registry and use Process Monitor Software as tool for capture program

activities also.

2.2.4 Parameter

The parameter of this project consists of the by tracing ransomware activities on
the network traffic and program process flow. This project also looking at the file

system analysis.



2.3 Previous Project

Table 2.1: Summary of Study and Analysis of Previous Works

analytical system
called Maltester

were used.

require different
techniques and have
different goals: actions
made by the malware
within the infected
machine and tracing its

activity over the

No. | Author | Aim/ Technique Methods Parameters Results
& Years o
Objective
1. (CABAJ, | To gain actions made | Network In this approach, a | Dynamic analysis may | The presented analysis
2015) by the malware within | activity HoneyPot provide several types of | and its results proves the
the infected machine | analysis of technology as well | information, so, it is advantages and
and tracing its activity | CryptoWall | as the automatic worth to distinguish two | usefulness of dynamic
over the Internet. ransomware. | run-time malware | kinds of analyses — each | analysis concept and

Maltester environment.

Identification




Internet. In the first case,
the scope of damage can
identified on the infected
host.

Elekar,
(2015)(K
harraz,
Robertso
n,
Balzarott
i, Bilge,
& Kirda,
2015)

To detect a significant
number of
ransomware attacks
without making any
assumptions on how
samples attack users’
file.

A long-term
analysis of
ransomware
families with
a special
focus on
their
destructive

functionality.

They also
observed that
different classes of
ransomware
attacks with
multiple levels of
sophistication
share very similar
characteristics
from file system
perspective due to
the nature of these

attacks

Their analysis suggests
that implementing
practical defense
mechanisms is still
possible, if effectively
monitor the file system
activity for example the
changes in Master File
Table (MFT) or the
types of 1/0 Request
Packets (IRP) generated
on behalf of processes to

access the file system

When looking at the
execution traces of the
malware programs, they
observed that the way
malicious processes
generate requests to
access file system was
significantly different

from benign processes.




(Scaife, | To limit attackers and | Their They first identify File Type They find a 100%
Carter, reduce the incentive | solution these required Changes detection rate with as
Traynor, | for victims to pay targets operations, Similarity few as zero victim files
& Butler, | with CryptoDrop, an | ransomware | classify Measurement lost before detection.
2016) early-warning system | by ransomware into Shannon Entropy | They discover that
for ransomware monitoring | three major Secondary ransomware frequently
attacks. the victim’s | classes, and Indicators trips all of these primary
data and develop indicators Union Indication | 'ndicators, while
detecting the | that inspect, Indicator legitimate applications
behaviors capture, and alert Evasidi do not, creating a
that on ransomware shortcut to detecting
ransomware | while avoiding ransomware with fewer
must benign files lost.
perform. applications.
(Sharma, | To look at where and | They collect Analysis of 64% of binary-based
Zawar, when the mix of Locker Ransomware families
& Patil, | Ransomware attacks | binary-file- Ransomware Vs | observed have been
2016) worked, not just from | based locker Crypto crypto Ransomware

a geographical point

Ransomware

while locker




of view but also from
operating system

viewpoint.

Versus crypto
Ransomware
in the past 12

months.

Ransomware
2014-2015.
Yearly evolution
of Ransomware
Attacks based on
oS

Percentage of
attacked user’s
over the
countries.
Number of users
affected
worldwide
quarterly due to
Ransomware.
TOP 10 countries
by percentage of

attacked users

Ransomware made up

the remaining 36%.




2.4 Further Project

This project proposed solution is by looking at the network traffic and program
process. This research uses the dynamic analysis approach to see the behavior of
ransomware through virtual machine software (VMware). A set of personal computers
was setup within the installation of monitoring tools such as Wireshark, Process
Monitor, and Regshot. The malware will be installed into the virtual OS or application
and then the behavior will be observed and recorded. The behavior of the application

before and after the malware infection also will be compared and analyzed.

2.5 Conclusion

This chapter discuss about the related work, critical review of current problem
and justification, and proposed solution or further project. The taxonomy also provided
in this chapter where it explains about the definition of malware, and types of malware.
The details information about ransomware also explained in this chapter such as it
general attack pattern, the mechanism and the parameter used to analyze this type of

malware.



CHAPTER III

PROJECT METHODOLOGY

3.1 Introduction

This chapter discuss on the methodology that is chosen to prepare for this project. This
chapter also reveals the milestone of the project that is done according to the
methodology phases. There are four phases on project methodology which is Literature
Review, Analysis, Designs and Implementation and the last is Testing and Evaluation.

The framework of project methodology described in figures below.

Literature
Review

Testing and
Evaluation

Designs and

AT Implementation

Figure 3.1: Project Methodology



3.2 Methodology

There are four phases for the methodology of analysis of ransomware behavior.

Each phases description shows on the below figures.

3.2.1 Phase 1: Literature Review

In this phase, all related study about ransomware including Ransomware, attack
pattern and malware analysis where be done in this phase. The process of
understanding malware, attack pattern and malware analysis are selected in sequence

as illustrated in Figure 3.1.

Understanding
W ENETE

Understanding
Attack Pattern

Understanding
Malware Analysis

* [dentifying * Define Attack * Define Static
Category Pattern of and Dynamic
Malware and Malware. Analysis
Discuss « Importance of « Identifying Tools
Ransomware. Attack Pattern and Parameter

» Define Used
Ransomware and
Discuss
Ransomware

\§ J \§ J \§ J

Figure 3.2: Literature Review

The result of study is used for next phase which is analysis phase.



3.2.2 Phase 2: Analysis

Dynamic analysis is carried out in this project to observe the ransomware behavior
and monitor the changes made by this malware. This analysis focus on the network
traffic and the program process. Some samples of ransomware are executed on the
Windows 7 operating system in an isolated environment with virtual machine
software, Regshot, Wireshark, and Process Monitor. Network monitoring tools such
as Wireshark are used for capturing and collecting network activities including for
detecting anomalous network traffic between the malware and its remote server.
Process Monitor displays and captures all changes made by any process running on a
system while the Regshot takes a snapshot of the Windows registry hives. The process
of understanding dynamic analysis, analysis collected data and identifying the
parameter and behavior of ransomware are selected in the sequence as illustrated in

Figure 3.2

Understanding Dynamic Defined Analysis

Analysis Collected Data

* Network Traffic
Analysis

 Program Process
Analysis

* Identifying the
Requirements of
Analysis

Figure 3.3: Analysis



3.2.3 Phase 3: Designs and Implementation.

Regarding Figure 3.4, there are three issues involved in this phase which are
malware detection technique, alert correlation technique and alert correlation
framework’s module which has been reviewed and discussed previously in Chapter

Two.

Setup Experimental Collect Network Traffic

Enviroment and Program Process

» Setup a Workstation * Conduct Dynamic

« Install Required Tools Analysis

* Execute Ransomware

* Capture Network
Traffic and Process
Monitor

N\ = N J

Figure 3.4: Designs and Implementation



3.2.4 Phase 4: Testing and Analysis

Testing and evaluation phase is important to verify whether the selected
attributes will generate the right attack pattern or not. Script designing will be used to
test on selected sample ransomware to verify the result of attack pattern generated in
design and implementation phase. Besides, the testing will be carried out by comparing
output results with static analysis on ransomware thus verify the result of attributes

and attack patterns getting from dynamic analysis.

Analyze Collecting Generate Attack Flow

Data of Ransomware

« Identifying Attribute
of Ransomware

« Generate Attack Flow

* Result from network
Traffic Analysis and
program Process

Analysis

Figure 3.5: Testing and Analysis



3.3 Project Milestone

The milestone of this project help to keep us in our track to be able to complete

this project according to the given time.

Table 3.1: Project Milestones

Week Activity Action

1 Proposal Submission | Proposal submission
13 — 17 February 2017 Topic research

2 Proposal Proposal correction
20 — 24 February 2017 | Enhancement Topic research

3 Chapter 1 Device application and
27 Feb — 3 Mar 2017 setup (1 set of personal

computers)

Topic research

4 Chapter 2 Formatting device
6 — 10 Mar 2017 Topic research
5 Chapter 3 Installation of driver
13— 17 Mar 2017 Topic research
6 Chapter 3 Installation of virtual
20 — 24 Mar 2017 machine software
Topic research
7 Chapter 4 Installation of operating
27 — 31 Mar 2017 system in virtual machine
Topic research
8 Mid Semester Research
1-9 April 2017 Break
9 Chapter 4 Installing tools for analysis
10 — 14 April 2017 Topic research
10 Chapter 4 Collecting normal
17 — 21 April 2017 behavior of the application
11 Chapter 4 Collecting normal

24 — 28 April 2017 behavior of the application




12 Chapter 5 Collecting normal
1 -5 May 2017 behavior of the application
13 Chapter 5 Collecting normal
8 — 12 May 2017 behavior of the application
14 Chapter 5 Collecting information of
15 - 19 May 2017 the application after the
infection of the malware
15 Chapter 5 Collecting information of
22 — 26 May 2017 the application after the
infection of the malware
16 Chapter 5 Collecting information of

29 May — 2 June 2017

the application after the

infection of the malware

3 A IUNE2037.

Semester Break

Research

12 — 16 June 2017 | Chapter 6 Complete the result of the
project. Generate attack
flow.

19 — 23 June 2017 Chapter 6 Complete the result of the
project.

26 — 30 June 2017 Chapter 6 Complete the result of the
project.

3—7July 2017 Chapter 7 Complete the conclusion
of the project

10 — 14 July 2017 Chapter 7 Complete the conclusion
of the project

17 — 21 July 2017 Chapter 7 Complete the conclusion

of the project

24 — 28 July 2017

Documenting Result

Documenting the project

findings

31 July — 4 August
2017

Documenting Result

Documenting the project

findings

7—11 August 2017

Documenting Result

Documenting the project

findings




14— 18 August 2017

Final Presentation

Presenting the project
result to the supervisor and

evaluator

3.4 Conclusion

This chapter is about the methodology that is used in the project and the

description of each step. The milestones of this project are also included to keep

students on track. The next chapter will be discussing on the design of the project

and the implementation of the project.




CHAPTER IV

DESIGN

4.1 Introduction

This chapter defines the results of the analysis of the preliminary design and
the result of the detailed design. There is network system architecture, logical, design,
security requirement, and the conclusion for this chapter.



4.2 Ransomware Analysis Approach

In this section, both experimental and analysis design will be discussed.

Figure 4.1: Analysis Approach

Figure 4.1 shows step by step to carry out the process of analysis ransomware.
Next, first step which is network setup will be discussed further. While the second step
environmental setup, third step active malware, collect network traffic and program
process and the last step analyze collected data discussed in Chapter 5.



4.3 Logical and Physical Design

4.3.1 Logical Design

Figure 4.2 below shows the logical design of malware analysis environment,
which consist of a workstation, one switch, one router, one virtual workstation and one

malware remote server. The internet is connected.

Malware remote server

Virtual workstation for malware
analysis

Internet

Switch

Workstation for malware
analysis

Figure 4.2 Logical Design

A virtual workstation created to infects the ransomware on it. Then the
workstation captured the data of network traffic and program process thus analyze the

data collected.

4.3.2 Physical Design

This project does not need physical design because it only uses single personal

computer equipped with virtual machine.



4.4 Requirement

4.4.1 Software Requirement

Windows 7
An operating system which is Windows 7 as a basic platform to install all

the software required such as Wireshark, Process Monitor, Regshot.

VMware Workstation

VMware’s VM stands for virtual machine. It is software that offers a
virtualization of Operating Systems. It also acts as a cloud computing
software provider for x86 computers. It is developed by VMware Inc. The
operating system installed in this VMware will have its own set of
programs, as it has in its normal environment, and it can also connect to the
internet as usual, if the host computer of the VMware has connection to the
internet. The functions and operations of the virtual operating system will

not be any differ from non-virtual operating systems.

Wireshark

A network analysis monitoring tool which capture network packets in real
time and tries to display that packet data in detailed and human-readable
format. The features include in Wireshark are filters, color-coding etc.
Wireshark is one of the most powerful tools in a network security analyst’s
toolKkit.

Regshot

This tool takes a snapshot of the Windows registry hives. For the purposes
of this analysis, snapshot is taken before the malware is executed and
another afterwards. Regshot then has the ability to juxtapose the two
snapshots and display the results in manner that is easy to identify the
differences and observe what changes the malware makes to registry

settings.



V. Process Monitor
Process Monitors shows the monitors registry, file system, network,
process, and thread activity. Process Monitor can filter the display to find
items of interest easily even though all recorded events are kept. The
machine will crash if it run it too long because it fills up all RAM. Process
Monitor provides helpful automatic filters on its toolbar. This software
allows us to examining registry operations, it can tell how a piece of
malware installs itself in the registry. For the File System Exploring, file
system interaction can show all files that the malware creates or
configuration files it uses. While Process Activity Investigating, process
activity can tell you whether the malware spawned additional processes and
Network ldentifying network connections can show you any ports on

which the malware is listening.

4.4.2 Hardware Requirement

Hardware is chosen as workstation of project. Table 4.1 shows the details of

hardware requirement.

Table 4.1: Details of hardware requirements

Device CPU

Manufacture Dell Inc.

Model Dell OptiPlex 7010

Processor Intel® Core™ i5 (3" Gen) 3470/ 3.2
Ghz

Installed Memory (RAM) | 2GB

Storage 250GB

System Table 32-bit Windows 7 Operating System

Thus, all the software requirements installed in the workstation for preceding the

ransomware analysis.



4.5 Conclusion

This chapter is mainly about the design of the proposed project. Basically, it will
further discuss about the requirements of software and hardware for environment

setup, experimental design including the logical design.



CHAPTER V

IMPLEMENTATION

5.1 Introduction

In this chapter, this project are discussing the experimental setup, process of
malware analysis, thus explained how malware analysis is carried out on the process
of collecting data and analyze collected data at the end of this chapter. More
explanation about the ransomware analysis approach for the second step

environmental setup stated in this chapter.



5.2 Environment Setup

Based on the network design, the actual environment will be setup as steps below

to collect the data of network traffic and program process.

N
« Install operating system (windows 7) in the workstation.
Step 1
J
h
» Download and install VMware Worstation which is a virtual
machine software to run the ransomware on it.
Step 2 y
» Download and install tools required to capture the network h
traffic and program process as the ransomware infected the
Step 3 virtual machine as Wireshark, Regshot and Process Monitor. y
~
* Run the ransomware, collect data and analyse the collecting
data.
| Step 4 y
N

Figure 5.1 Steps on Environmental Setup

During performing malware analysis, is isolated environment is needed to
prevent the malware outbreak the network connection. The data in network traffic and

program process collected for the next step.



5.3 Active Malware, Collect Network Traffic and Program Process

In this section, the process of collected data of network traffic is elaborated.

5.3.1 Process Collect Network Traffic Data

1 Start i

h 4

¥

Launch Regshot

h

Load wireshark

h

Lauch ransomware
sample

¥

Install another

Captured network
Regshot

traffic for a few
moments

F Y

h 4

Terminate
capluting process

¥

Save the collected
network traffic

Get the data?

End

Figure 5.2 Process of Collect Network Traffic



Sample 1: 2016-12-23-Afraidgate-Rig-V-sends-Locky-malware-and-artifacts

The details of process collect network traffic are describes step by step as

following.

Step 1: Launch Regshot and click the 1% shot button.

= | Regshot 1.8.2 o] @ [
Compare logs save as: T 1
Shot

(@ Plain TAT ( HTML document
Shot and Save...

|— SCan airL];aird;airs; ...

nnl:

C:\Windows

Output path:

‘C:\Users\PSMzﬂlfvl".AppDz
About

Add comment into the log:

| _ -

Figure 5.3 Select 15t shot from this screen

After launch Regshot, the display is as Figure 5.3 and it will show the changes
occur in registry from the time for first snapshot and the second snapshot. The first

snapshot will automatically stop in a few minutes after button Shot is clicked.

Step 2: Load Wireshark and begin a packet capture on your local interface.

M The Wireshark Network Analyzer E@
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
d ® % d : sSBaaaqa
(W [2pply a display filter ... <Ctrl-/> | Expression...  +
Welcome to Wireshark
..using this filter: [ ‘EHG\'E capture filter .. '}
| localaccacomection. §

Figure 5.4 Select your Local Area Connection and then click Start

For Figure 5.4 above, double click the Local Area Connection to start packet capture

of the network activities when the ransomware infecting the system.



Step 3: Launch the Locky ransomware sample. After a few moments, the Locky
ransomware screen will display.

Figure 5.5 Locky ransomware screen
Once executed this picture replaced the normal desktop background. As shows in the
Figure 5.5, the owner of this ransomware provides the identification ID:
3NCOUJPCW3FMSHRP for the victim use to pay an amount of money to decrypt

the encrypted file cause by the ransomware.

[ DesktopOSIRIS.htm %\ [ file extension osiris - Bin %

C' | @ file:/#/C:/Users/PSM%202017/DesktopOSIRIS. htm

111 IMPORTANT INFORMATION 1111

All of vour files are encrypted with RSA-2048 and AES-128 ciphers
More information about the RSA and AES can be found here:
http://en wikipedia.org/wikivRSA_(crvptosystem’

http-//en wikipedia.org/wikiAdvanced Encrvption_Standard

program. which is on our secret server.

To receive your private key follow one of the links:

If all of thus addresses are not available. follow these steps:
1. Download and 1nstall Tor Browser: https:/‘www torproject.org/download/download-easv.html
2. After a successful installation. run the browser and wait for mitialization.
3. Type in the address bar: g46mbrrzpfszonuk onion/3NCOUIPCW3IFMSHRP

4. Follow the mstructions on the site

Figure 5.6 File DesktopOSIRIS.htm displays in Google Chrome



Most ransomware variants also have a picture and a text file containing
instructions on how to pay the ransom. As the Figure 5.6, the details information about
the ransomware such as the type of encryption used to encrypt the victim files (RSA-

2048 and AES-128), the ways to decrypt files and the steps to pay ransom.

Step 4: Stop the Wireshark packet capture and save the results to the desktop.

,d Capturing from Local Area Connection E
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Bae XC’Q""EI':@\@\@\E
Stop capturing packets | -] Expression...
No. Time Source Destination Protocol  Length Info 1
1 2017-05-17 14:50:49.864610 192.168.157.1 9. 5 .250 SSDP 216 M-SEARCH * HTTP/1..
2 2017-05-17 14:50:50.865154 192.168.157.1 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1..
3 2017-05-17 14:50:51.869518 192.168.157.1 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1..
4 2017-05-17 14:50:52.869418 192.168.157.1 239.255.255.256 SSDP 216 M-SEARCH * HTTP/1..
5 2017-05-17 14:50:57.541135 eB80::1913:d3c5:a50. T 10210 ICMPV6 90 Multicast Listene..
6 2017-05-17 14:50:57.541256 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
7 2017-05-17 14:50:57.559932 feB80::1913:d3c5:a50.. £f02::16 ICMPVE 90 Multicast Listene..
8 2017-05-17 14:50:57.559933 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
9 2017-05-17 14:50:57.563716 feB80::1913:d3c5:a50.. ff02::16 ICMPV6 90 Multicast Listene..
10 2017-085-17 14:50:57.563718 192.168.157.1 224.6.0.22 IGMPv3 60 Membership Report..
11 2017-85-17 14:50:57.576111 192.168.157.1 224.0.0.22 IGMPv3 6@ Membership Report..
12 2017-05-17 14:50:57.576112 feB80::1913:d3c5:a50.. ff02::16 ICMPv6 9@ Multicast Listene..
13 2017-05-17 14:50:57.587877 feB0::1913:d3c5:a50.. £f02::16 ICMPV6 90 Multicast Listene..
14 2017-05-17 14:50:57.588080 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
15 2017-05-17 14:50:58.076225 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
16 2017-05-17 14:50:58.876228 feB80::1913:d3c5:a50.. Tf02::16 ICMPVE 90 Multicast Listene..
17 2017-05-17 14:51:14.671950 192.168.157.1 224.9.0.22 IGMPv3 6@ Membership Report..
| 18 2017-05-17 14:51:14.671952 fe80::1913:d3c5:a50.. £102::16 ICMPVE 90 Multicast Listene..
| 19 2017-05-17 14:51:14.687927 fe80::1913:d3c5:a50.. ff02::16 ICMPvE 9@ Multicast Listene..
4 20 2017-85-17 14:51:14.687930 192.168.157.1 224.0.0.22 IGMPv3 6@ Membership Report..
[ Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @ 1
" Ethernet II, Src: Vmware c0:00:08 (90:50:56:c0:00:08), Dst: IPvdmcast 7f:ff:fa (01:00:5e:7f:ff:fa)

Figure 5.7 Results from the Wireshark packet capture

Based on the Figure 5.7, after a few minutes the ransomware infecting the system, it
can stop the packet capture and save the file to analyses the network activities of this
malware. As example, the figure above shows this ransomware involved most
239.255.255.250 as Source IP Address. When search it on “whois” it shows owned by
Internet Assigned Numbers Authority (IANA).



Step 5: Open Regshot and press the 2nd shot button.

Compare logs save as:

(@ Plain TXT  HTML document

[ Sean ariarzars;...;ar

nnl-

| C:\Windows J

Cutput path:

|c:\uSers\P5M201~1\AppDz

Add comment into the log:

Figure 5.8 Regshot after 2" shot

Once this is complete, press the Compare button and save the results to the desktop.
Regshot gives you the option to save your comparison as plain text or HTML as in
Figure 5.8. After the shot, it can compare the keys deleted, keys added, values deleted

and total changes in registry.



Sample 2: 2017-01-05-psuedoDarkleech-Rig-V-sends-Cerber-malware-and-

artifacts

The details of process collect network traffic are describes step by step as

following.

Step 1: Launch Regshot and click the 1% shot button.

= | Regshot 1.8.2 o] B (e

Compare logs save as: .. 1
Shot

i@ Plain TXT { HTML document
Shot and Save...

[ SCaN aIrL;arzais;. . ar

nnl-

C:\Windows

Output path:

‘ ‘ C:\Users\PSM201~1\AppDe .
About

Add comment into the log:

‘ [T &

Figure 5.9 Select 1%t shot from this screen

After launch Regshot, the display is as Figure 5. 9 and it will show the changes

occur in registry from the time for first snapshot and the second snapshot. The first

snapshot will automatically stop in a few minutes after button Shot is clicked.

Step 2: Load Wireshark and begin a packet capture on your local interface.

M The Wireshark Network Analyzer E@

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

A @

% ) SEaaa

(W[ 2pply a display fiter ...

Ctri -| Expression...  +

Welcome to Wireshark

...using this filker: | ‘Ente\ a capture filter .. '1

‘Local Area Connection; _

Addresses:
feB0:65c4:1e13:defl:ad7d,
192.168.157.128

No capture filter

Figure 5.10 Select your Local Area Connection and then click Start



For Figure 5.10 above, double click the Local Area Connection to start packet

capture of the network activities when the ransomware infecting the system.

Step 3: Launch the Cerber ransomware sample. After a few moments, the Cerber

ransomware screen will display.

RANSOMWARE

q -)UR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES
2] HAVE BEEN ENCRYPTED!

The only way to decrypt your files is to receive
the private key and decryption program.

To receive the private key and decryption program
go-10 ‘any decrypted folder - inside there is the special file (*README*)
with complete instructions how to decrypt your files.

If you cannot find any (*README*) file at your PC,
follow the instructions below:

1. Download "Tor Browser" from https://www.torproject.org/ and install it.
2. In the "Tor Browser" open your personal page here:

http://p27dokhpz2n7nvgr.onion/FBB2-0D56-ADB6-008C-11BB

Note! This page is available via "Tor Browser" only.
Windows 7
Build 7601
This conv nf Windows is not nenuine

Print v E-mail Bum “~ Open v

CERBER RANSOMWARE

YOUR DOCUMENTS, PHOTOS, DATABASES AND OTHER IMPORTANT FILES
HAVE BEEN ENCRYPTED!

The only way to decrypt your files is to receive
the private key and decryption program.

To neceive the private key and decryption program
go to any decrypted folder - inside there is the special file (*README*)
with complete ins ions how to decrypt your files.

If you cannot find any (*README*) file at your PC,
follow the instructions below:

1. Download "Tor Browser" from https://www.torproject.org/ and install it.
2, In the "Tor Browser" open your personal page here:

http://p27dokhpz2n7nvgr.onion/FBB2-0D56-ADB6-008C-11BB

Note! This page is available via "Tor Browser" only.

Figure 5.12 Cerber ransomware screen



CERBER RANSOMWARE: Instructions == a

CERBER RANSOMWARE 2 English

Instructions

Can't you find the necessary files?
Is the content of your files not readable?

It is normal because the files' names and the data in your files have been
encrypted by "Cerber Ransomware".

It means your files are NOT damaged! Your files are modified only. This
modification is reversible.
From now it is not possible to use your files until they will be decrypted.

The only way to decrypt your files safely is to buy the special decryption
software "Cerber Decryptor”.

Any attempts to restore your files with the third-party software will be fatal for
your files!

Figure 5.13 Cerber ransomware screen

CERBER RANSOMWARE: Instructions = a

You can proceed with purchasing of the decryption software at your personal
page:

http://p27dokhpz2n7nvgr.onion.to/FBB2-0D56-ADB6-008C-11BB

If this page cannot be opened click here to get a new address of your
personal page.

If the address of your personal page is the same as before after you tried to
get a new one,
you can try to get a new address in one hour.

At this page you will receive the complete instructions how to buy the
decryption software for restoring all your files.

Also at this page you will be able to restore any one file for free to be sure
"Cerber Decryptor” will help you.

Figure 5.14 Cerber ransomware screen

Cerber ransomware provide an image to the victim where the image contains
instruction how to decrypt the file by pay the ransom. Cerber ransomware can encrypt
database files: A new version of Cerber first discovered in October 2016 includes the
ability to kill certain database processes in order to successfully encrypt data files.
Researchers believe this change may indicate a shift to targeting businesses,

specifically.



CERBER RANSOMWARE: Instructions == a

If your personal page is not available for a long period there is another way to
open your personal page — installation and use of Tor Browser:

1. run your Internet browser (if you do not know what it is run the
Internet Explorer),

2. enter or copy the address
https:/ /www.torproject.org/download/download-easy.html.en into the
address bar of your browser and press ENTER;

3. wait for the site loading;

4. on the site you will be offered to download Tor Browser; download and
run it, follow the installation instructions, wait until the installation is
completed;

5. run Tor Browser;
6. connect with the button "Connect” (if you use the English version);

7. a normal Internet browser window will be opened after the initialization;

Figure 5.15 Cerber ransomware screen

7. a normal Internet browser window will be opened after the initialization;
8. type or copy the address
http://p27dokhpz2n7nvgr.onion/FBB2-0D56-ADB6-008C-11BB
in this browser address bar;
9. press ENTER;

10. the site should be loaded; if for some reason the site is not loading wait
for a moment and try again.

If you have any problems during installation or use of Tor Browser, please, visit
https://www.youtube.com and type request in the search bar "Install

Tor Browser Windows" and you will find a lot of training videos about

Tor Browser installation and use.

Figure 5.16 Cerber ransomware screen

Earlier version of Cerber renamed encrypted files with a .cerber extension.
Newer versions now add a random file extension. Cerber also sports several novel
features here this malware works offline: Cerber has the capability of operating
without an active internet connection or need to connect to a command and control

server (C&C). That means disconnecting an infected machine won’t stop encryption.



CERBER RANSOMWARE: Instructions

=

files.

for a moment and try again.

Additional information:

10. the site should be loaded; if for some reason the site is not loading wait

If you have any problems during installation or use of Tor Browser, please, visit
https:/ /www.youtube.com and type request in the search bar "Install
Tor Browser Windows" and you will find a lot of training videos about
Tor Browser installation and use.

You will find the instructions ("*README*.hta") for restoring your files in any
folder with your encrypted files.

The instructions ("*README*.hta") in the folders with your encrypted files are
not viruses! The instructions ("*README*.hta") will help you to decrypt your

Remember! The worst situation already happened and now the future of your
files depends on your determination and speed of your actions.

Figure 5.17 Cerber ransomware screen

Most ransomware variants also have a picture and a text file containing

instructions on how to pay the ransom. As the Figure 5.11-5.17, the details

information about the ransomware such as the instruction to pay the ransom step-by-

step within the link to Cerber Decryption.

Step 4: Stop the Wireshark packet capture and save the results to the desktop.

d Capturing from Local Area Connection

File' Edit View 'Go - Capture -Analyze

Statistics - Telephony  Wireless - Tools  Help

u QewEFs _ BHaaal
(W] Apr - | Expression...
Ho. Time Source Destination Protocol  Length Info
1 2017:05-17 15:10:52.991366 192.168.157.1 2359.255.255.250 SSDP 216 M-SEARCH * HTTP/1..
2 2017-@5-17 15:10:55.361170 Vmware_cb:1d: 90 Broadcast ARP 42 Who has 192.168.1...
3 2017-05-17 15:10:55.361298 Vmware_e8:c6:ca Vmware_cb:1d:90 ARP 60 192.168.157.2 is ..
4 2017-05-17 15:10:55.361306 192.168.157.128 192.168.157.2 NBNS 92 Name query NB WIN..
5 2017-05-17 15:10:56.856520 192.168.157.128 192.168.157.2 NBNS 92 Name query NB WIN..
6 2017-05-17 15:10:58.369939 192.168.157.128 192.168.157.2 NBNS 92 Name query NB WIN..
7 2017-05-17 15:10:59.906728 192.168.157.128 192.168.157.255 NBNS 92 Name query NB WIN..
8 2017-05-17 15:11:00.665375 192.168.157.128 192.168.157.255 NBNS 92 Name query NB WIN..
9 2017-05-17 15:11:01.355062 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
10 2017-85-17 15:11:01.355063 fe80::1913:d3c5:a50.. F02::16 ICMPV6 90 Multicast Listene.
11 2017-05-17 15:11:01.360148 fe80::1913:d3c5:a50.. F02::16 ICMPVE 90 Multicast Listene..
12 2017-05-17 15:11:01.360286 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
13 2017-05-17 15:11:01.429825 192.168.157.128 192.168.157.255 NBNS 92 Name query NB WIN..
14 2017-05-17 15:11:01.598087 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
15 2017-85-17 15:11:01.598088 feB80::1913:d3c5:a50.. F102::16 ICMPVE 90 Multicast Listene..
16 2017-05-17 15:11:01.601302 fe80::1913:d3c5:a50.. F02::16 ICMPVE 9@ Multicast Listene..
17 2017-05-17 15:11:01.601304 192.168.157.1 224.0.9.22 IGMPv3 60 Membership Report..
18 2017-85-17 15:11:01.611952 fe80::1913:d3c5:a50.. ff02::16 ICMPvE 90 Multicast Listene..
19 2017-@5-17 15:11:01.611953 fe80: :1913:d3c5:a50.. £f02::16 ICMPVE 90 Multicast Listene..
20 2017-05-17 15:11:01.611954 192.168.157.1 224.0.09.22 IGMPv3 60 Membership Report..

4

> Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface @
» Ethernet II, Src: Vmware_c0:00:08 (8@:50:56:c0:00:08), Dst: IPvdmcast 7f:ff:fa (01:00:5e:7f:ff:fa)

Figure 5.18 Results from the Wireshark packet capture

Based on the Figure 5.18, after a few minutes the ransomware infecting the system, it

can stop the packet capture and save the file to analyses the network activities of this



malware. As example, the figure above shows this ransomware involved most
192.168.157.2 as Destination IP Address.

Step 5: Open Regshot and press the 2nd shot button.

S, PHOTOS, DATABASES AND OTHER IMP(
aEhRegshot 182 \E/ & @ e

Compare logs save as:

(® Plain TXT ( HTML document

|— SCan airL] yair ;airs;...;air

nnl:

| C:\Windows
Clear

Qutput path: Quit

C-\Users\PSM201~1\AppDs
| \Users), \AppDe . P

Add comment into the log:

Keys:332713 Values:498728 Time:55663ms

Figure 5.19 Regshot after 2" shot
Once this is complete, press the Compare button and save the results to the desktop.
Regshot gives you the option to save your comparison as plain text or HTML as in
Figure 5.19.



Sample 3: 2017-01-12-ElTest-Rig-V-sends-CryptoMix-malware-and-artifacts
The details of process collect network traffic are describes step by step as

following.

Step 1: Launch Regshot and click the 1% shot button.

| Regshot 1.8.2 o B [
Compare logs save as: ’j_ — 1
Shot

(@ Plain TXT ( HTML document
Shot and Save...

r SCan airL ;aird;airs ;... pair

nnl:

C:\windows

Output path:

|c:\uSers\PSM201~1\AppDz About
oLl

—Add comment into the log:

| =

Figure 5.20 Select 15t shot from this screen

After launch Regshot, the display is as Figure 5.20 and it will show the changes
occur in registry from the time for first snapshot and the second snapshot. The first

snapshot will automatically stop in a few minutes after button Shot is clicked.

Step 2: Load Wireshark and begin a packet capture on your local interface.

M The Wireshark Network Analyzer E@
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
F| ® % ) =SEaaa

(W ]20ply a display filter ... <ctrl, -] Expression...  +

Welcome to Wireshark

..using this filter: | ‘Entar a capture filter .. ']

Local Area Connection;_

Figure 5.21 Select your Local Area Connection and then click Start

For Figure 5.21 above, double click the Local Area Connection to start packet

capture of the network activities when the ransomware infecting the system.



Step 3: Launch the CryptoMix ransomware sample. After a few moments, the
CryptoMix ransomware screen will display.

Recycle Bin SAMPLE
RANSOMW...

9 R

Google INSTRUCTION
Chrome  RESTORE FILE

explorer.exe - Application Error

regshot 6 The instruction at Oxe8c71764 referenced memory at
0x46661398. The momory could not be read.

. Click on Yes in the next window for restore work explorer.exe

New folder

Procmoné4

Figure 5.22 CryptoMix ransomware screen

| INSTRUCTION RESTORE FILE - Notepad o= -]
File - Edit Format View Help
<-—- INSTRUCTION RESTORE FILE --—>

All of you files are encrypted with RSA-2048.

More information about the RSA can be found here:

http://en.wikipedia.org/wiki/RSA_(cryptosystem)

Decrypting of files is only possible with the private key and decrypt program, which is on our serw
To receive your private key:

Contact us by email , send us an email your (personal identification) ID number and wait for further
our specialist will contact you within 24 hours.

E-MAILS:

supl@post.com - SUPPORT;

supl@oath.com - SUPPORT RESERVE;

Please do not waste your time! You have 72 hours only! After that server double your price!l

Your personal identification ID: 6ed56ddea27781d

A_- LESLI SPYING ON YOU -_-

Figure 5.23

Most ransomware variants also have a picture and a text file containing
instructions on how to pay the ransom. As the Figure 5.22, the details information
about the ransomware such as the windows popup appear in the screen about the
memory could not be read after this malware encrypt it. In Figure 5.23 is the
instruction to decrypting the file, the type of encryption used: RSA-2048, and the
personal identification of victims: 6ed56ddea27781d.



Step 4: Stop the Wireshark packet capture and save the results to the desktop.

d Capturing from Local Area Connection EI @I

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
m e X Q &= ":G“G‘\G'\E
Apply a display filter Lm-m‘ | Expression...  +
No. Time —En{n'ce Destination Protocol Length Info i
12017-05-17 15:31:16.678032 Vmware_cb:1d:90 Broadcast ARP 42 Who has 192.168.1.. |_
2 2017-05-17 15:31:16.678233 Vmware_e8:cb:ca Vmware_cb:1d:9@ ARP 60 192.168.157.2 is .. |
3 2017-085-17 15:31:16.678250 192.168.157.128 192.168.157.2 NBNS 118 Refresh NB WIN-SI..
4 2017-85-17 15:31:18.190927 192.168.157.128 192.168.157.2 NBNS 118 Refresh NB WIN-SI..
5 2017-05-17 15:31:19.708824 192.168.157.128 192.168.157.2 NBNS 110 Refresh NB WIN-SI..
6 2017-05-17 15:31:28.724849 192.168.157.128 192.168.157.2 DNS 67 Standard query Ox..
7 2017-05-17 15:31:29.013605 192.168.157.2 192.168.157.128 DNS 83 Standard query re..
8 2017-05-17 15:31:29.067078 192.168.157.128 13.82.28.61 TCP 66 49328 » 80 [SYN] ..
9 2017-05-17 15:31:29.489532 13.82.28.61 192.168.157.128 TCP 60 80 > 49328 [SYN, ..
10 2017-05-17 15:31:29.489676 192.168.157.128 13.82.28.61 TCP 54 49328 > 80 [ACK] ..
11 2017-05-17 15:31:29.490787 192.168.157.128 192.168.157.2 DNS 70 Standard query 0x..
12 2017-05-17 15:31:29.491828 192.168.157.2 192.168.157.128 DNS 86 Standard query re..
13 2017-85-17 15:31:29.492225 192.168.157.128 172.217.27.14 TCP 66 49329 > 8@ [SYN]
14 2017-05-17 15:31:29.7060624 192.168.157.128 192.168.157.2 DNS 84 Standard query Ox..
15 2017-05-17 15:31:29.703690 172.217.27.14 192.168.157.128 TCP 60 80 + 49329 [SYN,
16 2017-05-17 15:31:29.703744 192.168.157.128 172.217.27.14 TCP 54 49329 » 80 [ACK] ..
17 2017-05-17 15:31:29.704448 192.168.157.128 192.168.157.2 DNS 69 Standard query Ox.
18 2017-05-17 15:31:29.705311 192.168.157.2 192.168.157.128 DNS 117 Standard query re..
19 2017-05-17 15:31:29.7085542 192.168.157.128 98.138.253.109 TCP 66 49330 » 80 [SYN] ..
20 2017-05-17 15:31:30.165173 98.138.253.109 192.168.157.128 TCP 60 80 > 49330 [SYN, .. ~
> Frame 1: 42 bytes on wire (336 bits), 42 bytes captured (336 bits) on interface @
> Ethernet II, Src: Vmware_cb:1d:90 (@@:0c:29:cb:1d:9@), Dst: Broadcast (ff:ff:ff:ff:ff:ff)

Figure 5.24 Results from the Wireshark packet capture

Based on the Figure 5.24, after a few minutes the ransomware infecting the system, it
can stop the packet capture and save the file to analyses the network activities of this
malware. As example, the figure above shows this ransomware involved most
192.168.157.2 as Destination IP Address.

Step 5: Open Regshot and press the 2nd shot button.

F, Regshot 1.8.2 o || = | 3|

Compare logs save as:

(@ Plain TXT  HTML document

[ SCan arLarz;ars;..;ar

nne
| C:\Windows
Clear
Output path: Quit

Ch\Users\PSM201~1 De
| \Users\ \AppDe .. About

Add comment into the log:

Keys:332713 Values:498728 Time:5s663ms

J el

Figure 5.25 Regshot after 2" shot



Once this is complete, press the Compare button and save the results to the desktop.
Regshot gives you the option to save your comparison as plain text or HTML as in
Figure 5.25.



Sample 4: 2017-01-30-ElTest-fake-Chrome-popup-sends-Spora-malware-and-
artifacts
The details of process collect network traffic are describes step by step as

following.

Step 1: Launch Regshot and click the 1% shot button.

| Regshot 1.8.2 o] @ [
Compare logs save as: ’j, R |
Shot

(@ Plain TXT ( HTML document
Shot and Save...

[~ Sean ari;arz;ars;...;ar

nnl:

C:\Windows

Output path:

[ | C:\Users\PSM201~1\AppDe .
About

Add comment into the log:

‘ IV a

Figure 5.26 Select 1%t shot from this screen
After launch Regshot, the display is as Figure 5.26 and it will show the changes
occur in registry from the time for first snapshot and the second snapshot. The first

snapshot will automatically stop in a few minutes after button Shot is clicked.

Step 2: Load Wireshark and begin a packet capture on your local interface.
[E=SE=n

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A @ % 3 = SEaaq

-] Expression... +

“ The Wireshark Network Analyzer

( ‘mppI, a display filter ... <Chr

Welcome to Wireshark

...using this filter: | ‘Entera capture filter ..

Local Area Connection.

Addresses:
fe80:65c4:1e13:def0:ad7d,
192.168.157.128

No capture filter

Figure 5.27 Select your Local Area Connection and then click Start



For Figure 5.27 above, double click the Local Area Connection to start packet
capture of the network activities when the ransomware infecting the system.

Step 3: Launch the Spora ransomware sample. After a few moments, the Spora

ransomware screen will display.

——

-

= &

- e ~

Recycle Bin SAMPLE Wireshark Procmon
RANSOMW..

[ C\Windows\system32\cmd.exe
ussadmin 1.1 - Uolume Shadow Copy Service administrative command-line tool

(C) Copyright 2001-2005 Microsoft Corp.

New folder

5

Procmon64

Figure 5.28 Spora ransomware screen

[ Spora Ransomware X

C | @ file:/#/C:/Users/PSM%202017/Desktop/US2B3-89FTK-TZTZT-OFTXA HTML

A

| “prlrn'*"' and personal fileswere en ryptec

To restore data, obtaining guarantees and support,
follow the instructions in your account.

2/

Personal Area

US2B3-89FTK-TZTZT-OFTXA

What happened?

Figure 5.29 Spora ransomware screen

Most ransomware variants also have a picture and a text file containing
instructions on how to pay the ransom. As the Figure 5.28—Figure 5.29, the details

information about the ransomware such as the personal area for the victims.



Step 4: Stop the Wireshark packet capture and save the results to the desktop.

d Capturing from Local Area Connection

e |

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
mae X G Q &= =» 'v:GgGgGgE
( ‘-pp\. a display filter ... <Ctrl-/> ~] Expression...
No. Time Source Destination Protocol  Length Info
‘Number |2017-05-17 15:46:51.181122 192.168.157.1 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1..
ﬁ 2017-@5-17 15:46:52.179330 192.168.157.1 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1..
3 2017-05-17 15:46:53.179919 192.168.157.1 239.255.255.250 SSDP 216 M-SEARCH * HTTP/1..
4 2017-05-17 15:46:59.357857 192.168.157.1 224.9.0.22 IGMPv3 60 Membership Report..
52017-05-17 15:46:59.357863 fe80::1913:d3c5:a50.. £102::16 ICMPvE 90 Multicast Listene..
6 2017-05-17 15:46:59.365543 feB80::1913:d3c5:a50.. 102::16 ICMPV6 90 Multicast Listene..
7 2017-05-17 15:46:59.365646 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
8 2017-05-17 15:46:59.608896 192.168.157.1 224.9.0.22 IGMPv3 60 Membership Report..
9 2017-05-17 15:46:59.608900 fe80::1913:d3c5:a50.. f02::16 ICMPvE 90 Multicast Listene..
10 2017-85-17 15:46:59.626041 fe80::1913:d3c5:a50.. ff02::16 ICMPvE 9@ Multicast Listene..
11 2017-05-17 15:46:59.626043 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
12 2017-85-17 15:46:59.652817 fe80::1913:d3c5:a50.. ff02::16 ICMPvE 9@ Multicast Listene..
13 2017-05-17 15:46:59.652818 fe80::1913:d3c5:a50.. £02::16 ICMPvE 90 Multicast Listene..
14 2017-05-17 15:46:59.652819 192.168.157.1 224.9.0.22 IGMPv3 60 Membership Report..
15 2017-05-17 15:46:59.652819 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
16 2017-085-17 15:46:59.652949 fe80::1913:d3c5:a50.. ff02::16 ICMPvE 9@ Multicast Listene..
17 2017-05-17 15:46:59.653215 192.168.157.1 224.0.0.22 IGMPv3 60 Membership Report..
18 2017-05-17 15:47:00.107918 192.168.157.1 224.9.0.22 IGMPv3 60 Membership Report..
19 2017-05-17 15:47:00.107920 fe80::1913:d3c5:a50.. £02::16 ICMPvE 90 Multicast Listene..
20 2017-05-17 15:47:85.908840 192.168.157.128 192.168.157.255 BROWSER 216 Get Backup List R.
> Frame 1: 216 bytes on wire (1728 bits), 216 bytes captured (1728 bits) on interface ©
> Ethernet II, Src: Vmware_c©:00:08 (80:50:56:c0:00:08), Dst: IPvAmcast 7f:ff:fa (01:00:5e:7f:ff:fa)

Figure 5.30 Results from the Wireshark packet capture

Based on the Figure 5.30, after a few minutes the ransomware infecting the system, it
can stop the packet capture and save the file to analyses the network activities of this

malware. As example, the figure above shows this ransomware involved most

192.168.157.1 as Source IP Address.

Step 5: Open Regshot and press the 2nd shot button.



F3, Regshot 1.8.2 (o |3 |[=]

Compare logs save as:

(@ Plain TXT { HTML document

SCAN IFLL;aIr; airs; ... air
|— nnle
| C:\Windows
Clear
Output path: Quit
C:\Users\PSmM201~1 D&
| \Users} \AppDe . About

Add comment into the log:

| —

Keys:332713 Values:498728 Time:55663ms

Figure 5.31 Regshot after 2" shot
Once this is complete, press the Compare button and save the results to the desktop.
Regshot gives you the option to save your comparison as plain text or HTML as in
Figure 5.31.



5.3.2 Process Collect Program Process Data

In this section, the process of collected data of program process is elaborated.

1 Start ,

Launch Regshot

¥

¥

Lauch Process
Monitor

Filter ProcMon by
using ransomware
sample process
name

}

Lauch ransomware
sample

:

Capturcd the
process in ProcMon
for a few moments

Install another
Regshat

F Y

b

Terminate
capturing process

¥

Save the collected
PrOELAMm process

Get the data?

End

Figure 5.32 Process of Collect Program Process



Sample 1: 2016-12-23-Afraidgate-Rig-V-sends-Locky-malware-and-artifacts

The details of process collect network traffic are describes step by step as

following.

Step 1: Refer to the Step 1 and Figure 5.3 in the process collecting network traffic

data.

Step 2: Launch Process Monitor then it displays Figure 5.33.

In the Figure 5.33 shows when Process Monitor is launched, it displays all the current

YSINTETNAIS: WWW.SYSINTernals.com

File Edit Event Filter Tools Options Help

(W | ABE | A | A8 [EELEm
Time of Day Process Na PID Operation Path Result Detail
2:47:49.3382948 PM W wmiprvse.e. 3064 @ RegCloseKey HKLM\SYSTEM\Setup SUCCESS
247493383165 PM | Twmiprvse.e. 3064 @%RegOpenkey HKLM\System\Setup SUCCESS Desired Acces
247493383384 PM [ |wmiprvse e 3064 @ RegQueryValue HKLM\SYSTEM\|Setup)\SystemSetuplnPro_SUCCESS Type: REG_D
2:47:49.3383596 PM wmiprvse e. 3064 ﬁ RegCloseKey HKLM\SYSTEM\Setup SUCCESS
247493383840 PM [ Jwmiprvse e 3064 @% RegQuerykey HKLM SUCCESS Query: Handle
2:47:49 3384065 PM [ |wmiprvse.e. 3064 ﬁPegOpenKey HKLM\Software\Policies\Microsoft{Windo.. NAME NOT F_. Desired Acces
2:47:49.3384431 PM [ |wmiprvse.e. 3064 ﬁPegOpenKey HKLM\Software\Policies\Microsof|SQMCI. NAME NOT F_. Desired Acces
2:47:49.3384765 PM [ |wmiprvse.e. 3064 ﬁﬁegOpenKey HKLM\Software\MicrosoftiSQMClienf\Win_. SUCCESS Desired Acces
2:47:49 3385030 PM [ |wmiprvse e. 3064 ﬁﬁegOueryVa\ue HKLM\SOF TWARE\MicrosoftySQMClient| . NAME NOT F_ Length: 20
2:47:49 3385306 PM [ |wmiprvse.e. 3064 ﬁﬁegC\useKey HKLM\SOF TWARE\MicrosoftSQMClient| . SUCCESS
247493593418 PM 1 Twmiprvse e 3064 @ RegQueryKey HKLM SUCCESS Query: Handle
247493593671 PM B |wmiprvse e. 3064 ﬁﬁegOpenKey HKLM\Software\Microsoft WBEM\CIMOM ~ SUCCESS Desired Acces
2:47:49.3593980 PM [® Jwmiprvse.e. 3064 ﬂﬁegSeﬂnvaey HKLM\SOFTWARE osoffW IM... SUCCESS
2:47:49.3594149 PM (B Twmiprvse.e.. 3064 @ RegQueryValue HKLM\SOF TWARE\Microsoft WBEM\CIM... NAME NOT F... Length: 144
247:49.3594408 PM B Twmiprvse.e. 3064 @ RegCloseKey HKLM\SOF TWARE\MicrosoftWBEM\CIM... SUCCESS
247:49.3594569 PM [ jwmiprvse.e. 3064 @ RegQueryKey HKLM SUCCESS Query: Handle
2:47:49.3594745 PM [ fwmiprvse & 3064 ﬂﬁegOpenKey HKLM\Software\MicrosoftWbem\Cimom  SUCCESS Desired Acces
247493595169 PM M fwmiprvse e. 3064 ﬁREgSEUHMKEy HKLM\SOF TWARE} osoftyW| IM.__SUCCESS
2:47:49.3595351 PM (M fwmiprvse. e. 3064 ﬁnegmueryvmue HKLM\SOF TWARE\Microsef{WBEMICIM.. NAME NOT F... Length: 144
2:47-49.3595551 PM [ jwmiprvse.e. 3064 ﬂﬂegﬂ\nseKey HKLM\SOF TWARE\MicrosefWBEM\CIM.. SUCCESS
247493600772 PM [ jwmiprvse. e. 3064 B.CveateFi\e C\Windows\Globalization\Sorting\SortDef . SUCCESS Desired Acces
247493601334 PM M fwmiprvse e 3064 [k CreateFi CWi i ef FILE LOCKED .. SyncType: Syn
247493601532 PM [l |wmiprvse e. 3064 5.& C Def SUCCESS AllocationSize:
247493601911 PM 8 iwmiprvse.e. 3064 [Sh Createf C iDef. SUCCESS SyncType: Syn
2:4749.3602342 PM (@ jwmiprvse.e. 3064 Q.C\USEFME C\Windows\Globalization\Sorting\SortDef . SUCCESS
2:47:49.3613732 PM B wmiprvse.e. 3064 j. CreateFile C\Windows\System32\rpcss.dil SUCCESS Desired Acces.
2:47.49.3615197 PM B lwmiprvse.e. 3064 =k QueryB C \rpess.dil SUCCESS CreationTime: ..
2:47.49.3615495 PM ® Twmiprvse.e. 3064 [k CloseFile C\Windows\System32\rpcss.dil SUCCESS
247493617017 PM ® fwmiprvse e. 3064 Q.CVEELEFHE C\Windows\System32\rpcss.dil SUCCESS Desired Acces
247493618168 PM 8 Twmiprvse = 3064 Sk Createf c 2\rpess dil FILE LOCKED .. SyncType: Syn
2:47:49.3618365 PM W fwmiprvse e. 3064 Q.C C 32\rps dil SUCCESS AllocationSize:
247493618756 PM [ jwmiprvse e 3064 [2h Createf c rpess dil SUCCESS SyncType: Syn
A7:A0 261030000 s ned [l lacasil i Al LICCE:!
Showing 21,245 of 65,956 events (32%) Backed by page file
= — © 2 W
I [ | - 1

Figure 5.33 Process Monitor display

Processes running on your system.

se.e.. 3064 ﬁﬁeg@uery\falue HKLM\SOFTWARE \MicrosoffSAMClient,... NAME NOT F... Len|
se. i i
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s gproces is Procmoné4 e . Exclude De
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se. oK ] ’ Cancel ] [ Apply Syr|
se Alle)
se. = it 7 F Syny
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Figure 5.34 Filter Process Name
Selecting Filter at the top displays in Figure 5.34 the Process Monitor filter options.
From here it will add in the name of our ransomware and select Add, click Apply then
OK.

File Edit Event Filter Tools Options Help
(W ABE | vAS | &5 EEAEW

Time of Day Process Na PID Operation Path Result Detail

IEzf Process Monitor - Sysinternals: www.sysinternals.com [E=REEE =

The current filter excludes all 160,241 evt Backed by page file

Figure 5.35 After filter display

Figure 5.35 shows once click OK the display filter is active and should be blank since

it have not executed our malware yet the.

Step 3: Refer to the Step 3 and Figure 5.5 — Figure 5.6 in the process collecting

network traffic data.

Step 4: Stop Process Monitor and save the results to the desktop.

351445 Save To File @

3.51850 Events to save:

All events

352018 Q) Events displayed using current filter
352032 | Also include profiling events
Highlighted events

352049  Format: formatl
352054 @) Native Process Monitor Format (PML) sile
3.60645| Comma-Separated Values (CSV]

3.94547) Extensible Markup Language (XML)

Include stack traces (will increase file size)

432823 Resolve stack symbols (will be slow)

441853 pap.  C:\Users\PSM 2017\Dasktop\Logfile.PML =)

4 46189 oK ‘ | Cancel |

44621962 PM 11 2016-12-23-Afraidgate-Rig-V-payload-... 2060 [Zh CloseFile




Figure 5.36 Save the Process Monitor results using the options shown here
For the Process Monitor in Figure 5.36, it can save in format Native Process
Monitor Format (PML) where it shows the same as when open the Process Monitor.

While Comma-Separated Values (CSV) it shows in excel file format.

Step 5: Open Regshot and press the 2nd shot button.

[® a | Regshot 1.8.2 o | @[ =®]

Compare logs save as:

E (@ Plain TXT ( HTML document

SCan airL;airs;airs;...;ar
m ==
| C:\Windows
Clear

Qutput path: Quit
| C:\Users\PSM201~1\AppDe . rbout
ou

—Add comment into the log:

Ay pmw

Figure 5.37 Regshot after 2"shot
Once this is complete, press the Compare button and save the results to the desktop.
Regshot gives you the option to save your comparison as plain text or HTML as shown

in the Figure 5.37 above.



2017-01-05-psuedoDarkleech-Rig-V-sends-Cerber-malware-and-artifacts

The details of process collect network traffic are describes step by step as

following.

Step 1: Refer to the Step 1 and Figure 5.3 in the process collecting network traffic
data.

Step 2: Launch Process Monitor then it displays Figure 5.38.

=) Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help
SH | QRBE | 40 #5 EHEAZM

Tim... Process Na.. PID Operation Path Result Detail
3:08:3... [ Searchinde.. 660 !ElReadFile C:\Windows\System32\mssrch.dIl SUCCESS Offset 2,088.96...
3:083.. W7 Searchinde.. 660 !E%ReadFile C:\Windows\System32\mssrch.dil SUCCESS Offset 2,056,19...
3:083.. W7 Searchinde.. 660 !E%ReadFile C:\Windows\System32\mssrch.dil SUCCESS Offset 2,03571..
3:08:3.. M Tsvchostexe 2024 !EiReadFile C:\ProgramData\MicrosoftWind..SUCCESS Offset: 0. Lengt...
3:083.. M7 svchostexe 2024 !E%ReadFile C:\ProgramData\MicrosofttWind... SUCCESS Offset 7.81721...
3:083.. W svchostexe 608 & Thread Exit SUCCESS Thread ID: 221...
3:.08:3.. W "svchostexe 2024 'E&ReadFile C:\ProgramData\MicrosofftWind.. SUCCESS Offset 7.714.81...
3:08:3. Searchinde.. 660 r'ElFieadFile C:\Windows\System32\mssrch.dil SUCCESS Offset 202752...
3:083.. M1 Searchinde.. 660 @ReadFile C:AWindows\System32\mssrch.dlil SUCCESS Offset 1,757.18...
3:08:3.. B Searchinde.. 660 @FileSystemControl C: SUCCESS Control: FSCTL...
3:083.. W1 Searchinde... 660 @ReadFile CAWindows\System32\mssrch.dil SUCCESS Offset 2.07257...
3:083.. M isvchostexe 2024 @ReadFile C:AProgramData\MicrosoftWind...SUCCESS Offset 7.665.66...
3:083.. W1Searchinde.. 660 gReadFile CAWindows\System32\mssrch.dIlSUCCESS Offset 787,968, ..
3083.. Wisvchostexe 2024 E}Readﬁle C\ProgramData\MicrosoffWind..SUCCESS Offset 7.641.08...
3:083.. M7 svchostexe 852 & Thread Exit SUCCESS Thread ID: 225...
3:083.. M svchostexe 1152 O Thread Exit SUCCESS Thread ID: 192...
3:083.. B svchostexe 2024 aReadFile C:\ProgramData\MicrosoftWind..SUCCESS Offset 7.624.70...
3:08:3. "svchostexe 2024 L_E&ReadFile C:A\ProgramData\MicrosoftWind... SUCCESS Offset 6,583.29...
3.083. DiHostexe 2460 OF Thread Exit SUCCESS Thread ID: 220...
3:083... B DlHostexe 2460 gReadFile C:\Windows\System32\dllhoste... SUCCESS Offset 7,680, L...
3:.08:3.. Wi Searchinde.. 660 -'_:lReadFile C\Windows\System32\mssrch.dil SUCCESS Offset 787,968, ..
3.08:3... |8 Searchinde... 660 :ELFiIeSystemControl C: SUCCESS Control: FSCTL...
3:083. svchostexe 2024 'E}ReadFile C:\ProgramData\MicrosofiWind.. SUCCESS Offset 7616.51...
3.083. DlHostexe 2460 ﬂRegCloseKey HKCR SUCCESS
3.083.. DiHostexe 2460 &% Thread Exit SUCCESS Thread ID: 303...
3:083.. W DlHostexe 2460 &7 Thread Exit SUCCESS Thread ID: 138...
3:083.. M1 DlHostexe 2460 &% Thread Exit SUCCESS Thread ID: 248...
3:083.. MW 1DIHostexe 2460 &% Thread Exit SUCCESS Thread ID: 295...
3:083.. W 1DIHostexe 2460 &% Thread Exit SUCCESS Thread ID: 142...
3:083.. [ Tcsrss.exe 392 !EiReadFile C\Windows\System32\sxssrv.dll SUCCESS Offset 28,672, L...
3:083.. W svchostexe 852 SF Thread Exit SUCCESS Thread ID: 252...
3:083.. W svchostexe 852 OF Thread Exit SUCCESS Thread ID: 295...
2.09.7 i 209 '_i im] AEil A A yad 1, AN Lo M e mf =] Oiffeot AQCEA |
Showing 18,372 of 59,042 events (31%) Backed by page file

T G ‘

Figure 5.38 Process Monitor display

In the Figure 5.38 shows when Process Monitor is launched, it displays all the

current processes running on your system.



—— T —— e, ONSEL 2,027,502
i E}Readﬁle CAWindows\System32\mssrch.dll SUCCESS Offset 1.757.18...
b0 S FilaSucet antral Il LI CE: Cantal ESCTL

2 i = Process Monitor Filter 5
2 i Display entries matching these conditions:

) o |Prgcgss Name v||\s w | 2017-01-05-1st-run-pseudoDar + then Include
o o7

4 EB‘ Reset Add Remave

4 h

b0 37

b0 Eﬂ. Column Relation Value Action -
i ﬁh v|(#Proces.. is 2017-01-05-1...  Include =
po i v @F‘roces.. is Procmon.exe  Exclude

g % v Qproces is Procexp.exe Exclude

0 o= v gProces.. is Autoruns.exe  Exclude

b0 OF .

bo o v @F‘roces.. is Procmoné4.e.. Exclude

bo O v Qproces is Procexpb4e. Exclude

po 57 v ﬂProces.. is System Exclude -
b0 7

b [=h

o o7

b2 o7

Figure 5.39 Filter Process Name

Selecting Filter at the top displays in Figure 5.39 the Process Monitor filter options.
From here it will add in the name of our ransomware and select Add, click Apply then
OK.

2} Process Monitor - Sysinternals; www.sysinternals.com [ || e
File Edit Event Filter Tools Options Help

I\@H\Q@[@‘v&@’ﬁ! EFADE ] i A "Am
Tim_. Process Na. PID_ Operation Path Result Detail

The current filter excludes all 155,444 evt Backed by page file

Figure 5.40 After filter display

Figure 5.40 shows once click OK the display filter is active and should be blank since

it have not executed our malware yet the.

Step 3: Refer to the Step 3 and Figure 5.11- Figure 5.17 in the process collecting

network traffic data.

Step 4: Stop Process Monitor and save the results to the desktop.
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Figure 5.41 Save the Process Monitor results using the options shown here

For the Process Monitor in Figure 5.41, it can save in format Native Process
Monitor Format (PML) where it shows the same as when we open the Process

Monitor. While Comma-Separated Values (CSV) it shows in excel file format.

Step 5: Open Regshot and press the 2nd shot button.

S, PHOTOS, DATABASES AND OTHER

— Compare logs save as:——

| @ Plain TXT (C HTML document

[ €3N AIrLL;OIN2;0103;...;aIr

nnl:

| C:\Windows

Output path:

C:\Users\PSM201~1\AppDz
| \Users\ \AppDz About

Add comment into the log:

_—

Keys:332713 Values:498728 Time:55663ms

Figure 5.42 Regshot after 2" shot
Once this is complete, press the Compare button and save the results to the desktop.
Regshot gives the option to save your comparison as plain text or HTML as shown in

the Figure 5.42 above.



Sample 2: 2017-01-12-ElTest-Rig-V-sends-CryptoMix-malware-and-artifacts

The details of process collect network traffic are describes step by step as

following.

Step 1: Refer to the Step 1 and Figure 5.3 in the process collecting network traffic

data.

Step 2: Launch Process Monitor then it displays Figure 5.43.
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Showing 18,564 of 59,063 events (31%) Backed by page file

Figure 5.43 Process Monitor display

In the Figure 5.43 shows when Process Monitor is launched, it displays all the

current processes running on your system.
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Figure 5.44 Filter Process Name
Selecting Filter at the top displays in Figure 5.44 the Process Monitor filter options.
From here it will add in the name of our ransomware and select Add, click Apply then
OK.

File Edit Event Filter Tools Options Help
20 ABE vAS | &5  (RELEZE

Tim.. Process Na. PID  Operation Path Result Detail

IE;».' Process Monitor - Sysintemals: www.sysinternals.com o || )

The current filter excludes all 155,444 ev¢ Backed by page file

Figure 5.45 After filter display

Figure 5.45 shows once click OK the display filter is active and should be blank since

it have not executed our malware yet the.

Step 3: Refer to the Step 3 and Figure 5.22 — Figure 5.23 in the process collecting

network traffic data.

Step 4: Stop Process Monitor and save the results to the desktop.
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Figure 5.46 Save the Process Monitor results using the options shown here

For the Process Monitor in Figure 5.46, it can save in format Native Process
Monitor Format (PML) where it shows the same as when open the Process Monitor.

While Comma-Separated Values (CSV) it shows in excel file format.

Step 5: Open Regshot and press the 2nd shot button.

- Regshot 1.82 o [E3 R

Compare logs save as: —— ‘
| " Plain TXT (" HTML document | .
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| I TE l B Dy
| C:\Windows
Clear
Output path: Quit
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| PPN About
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Keys:332713 Values:498728 Time:5s663ms

Figure 5.47 Regshot after 2"4shot
Once this is complete, press the Compare button and save the results to the desktop.
Regshot gives you the option to save your comparison as plain text or HTML as shown

in the Figure 5.47 above.



Sample 4: 2017-01-30-ElTest-fake-Chrome-popup-sends-Spora-malware-and-
artifacts

The details of process collect network traffic are describes step by step as

following.

Step 1: Refer to the Step 1 and Figure 5.3 in the process collecting network traffic
data.

Step 2: Launch Process Monitor then it displays Figure 5.48.

¥ Process Monitor - Sysinternals: www.sysinternals.com r
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Help

EH 4aBE
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3:44:35.7529754 PM W !svchost.exe 2024 Q;ReadFlle C\Program Files\Windows ... SUCCESS Offset: 0, Len...
3:44:35 7654167 PM B 'svchost.exe 2024 FhReadFile C:\Program Files\Windows ... SUCCESS Offset: 188,9...
3:44:35.7747109 PM B 'svchost.exe 2024 BmReadFlle C:\Program Files\Windows ... SUCCESS Offset: 152,5...
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3:44-35 7914366 PM B 'svchost exe 2024 ﬂRegOpenKey HKLM SUCCESS Desired Acce.
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Showing 18,505 of 59,117 events (31%) Backed by page file
= sl o] ]

Figure 5.48 Process Monitor display

current processes running on your system.

In the Figure 5.48 shows when Process Monitor is launched, it displays all the
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Figure 5.49 Filter Process Name

Selecting Filter at the top displays in Figure 5.49 the Process Monitor filter options.
From here it will add in the name of our ransomware and select Add, click Apply then
OK.
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Figure 5.50 After filter display

Figure 5.50 shows once click OK the display filter is active and should be blank since

it have not executed our malware yet the.

Step 3: Refer to the Step 3 and Figure 5.28 — Figure 5.29 in the process collecting

network traffic data.

Step 4: Stop Process Monitor and save the results to the desktop.
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Figure 5.51 Save the Process Monitor results using the options shown here

For the Process Monitor in Figure 5.51, it can save in format Native Process
Monitor Format (PML) where it shows the same as when open the Process Monitor.

While Comma-Separated Values (CSV) it shows in excel file format.

Step 5: Open Regshot and press the 2nd shot button.

e Regshot 1.82 e @ |3

Compare logs save as:
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Output path: Quit
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Figure 5.52 Regshot after 2" shot
Once this is complete, press the Compare button and save the results to the desktop.
Regshot gives you the option to save your comparison as plain text or HTML as shown

in the Figure 5.52 above.



5.4 Conclusion

The data of network traffic and program process has been captured in this chapter
such as the file system analysis, network traffic analyzing and process monitor. The

result will be used in chapter 6 which is testing and analysis.



CHAPTER VI

TESTING AND ANALYSIS

6.1 Introduction

This chapter briefly describe the activity involved in the implementation phase in this
project and it also provide chapter outline diagram of Chapter VI. The result and
analysis section consist of graphical results using the collected data from the

implementation phase and critical analysis on the graphical results.



6.2 Results and Analysis

In previous chapter, all the ransomware samples as Locky ransomware, Cerber
ransomware, CryptoMix ransomware, and Spora ransomware executed in a controlled
environment and the results captured using dynamic analysis. Dynamic analysis allows
the researcher to run the malware sample in a controlled environment and record any
changes it makes to the infected system after execution. To do this, the tools used is:

Wireshark, Regshot and Process Monitor.

To analyze the collected data, these three tools used again with a new one,
NetworkMiner. This tool is an excellent tool for performing network forensics. It could
automatically carve out files from a packet capture and display the contracted host in
an easy-to-follow and understand way. NetworkMiner also a free packet analysis tool
that is frequently used in investigations and penetration testing, in addition to
analyzing packets, it can also function as a network traffic sniffer and has a several
useful features such as automatically extracting files from packet captures. Operating
system fingerprinting, and displaying credentials captured found in packet captures.

Network Forensics

Network forensics is a critical step in any malware analysis process. Packet
captures can contain information such as all the outbound hosts the malware contacted,
any additional malware downloaded, and sometime even passwords that were sent to

the attacker’s systems.



Sample 1: 2016-12-23-Afraidgate-Rig-V-sends-Locky-malware-and-artifacts

For this analysis, first ransomware sample named Locky has been run in a controlled
environment on a virtual machine. Shortly after executing the malware presented with

a notification screen as in Figure 6.1

=
RANSGMWA

rypted with RSA-2048 and AES-128 ciphers.
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Figure 6.1: Locky ransomware screen

NetworkMinor Analysis

Examining the first sample, Figure 6.2 below shows that our machine contacted over
50 different IP addresses and domains. If any researcher are new to network forensics,
it is a good idea to use a command like ‘whois’ and see who owns each of these IP

addresses.
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Figure 6.2: NetworkMiner Hosts tab

The Figure 6.2 above show a suspicious host: crl.comodoca.com.cdn.cloudflare.net
that used as baselined for the further analysis that is Wireshark Analysis. Typically, if
an IP address or domain belong to a well-known company such as Microsoft, Akamai,
or Globalsign, it can reasonably ignore these requests. For example, if ‘whois’
command is run on the gstatic.com domain, it shows that it is owned by Google as in

Figure 6.3.



Domain Name: GSTATIC.COM

Registry Domain ID: 1400552154_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.markmonitor.com

Registrar URL: http:/fwww.markmonitor.com

Updated Date; 2017-01-10T10:25:517

Creation Date: 2008-02-11T15:31:25Z

Reqistry Expiry Date: 2018-02-11T15:31:25Z

Registrar: MarkMonitor Inc.

Registrar IANA 1D: 292

Registrar Abuse Contact Email: abusecomplzints@markmonitor.com

Registrar Abuse Contact Phone: +1.2083895740

Domain Status: clientDeleteProhibited https:/ficann.org/epp# clientDeleteProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#dientTransferProhibited
Domain Status: clientUpdateProhibited https:/ficann.org/epp#clientUpdateProhibited
Domain Status: serverDeleteProhibited https:/{icann.org/epp#serverDeleteProhibited
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: serverUpdateProhibited https://icann.org/epp#serverUpdateProhibited
Mame Server: N51.GOOGLE.COM

Name Server: NS2.GOOGLE.COM

Name Server: N53.G00GLE.COM

Mame Server: N54.GOOGLE.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: hitps:/ fwww.icann.org/wict/
=== Last update of whois database: 2017-07-26T14:45:517 <<«

Figure 6.3: gstatic.com belongs to Google

Figure 6.3 above shows the results from ‘whois’ with IP Address 104.16.93.188 where
the domain name belongs to GSTATIC.COM which it owned by Google.
crl.comodoca.com.cdn.cloudflare.net in Figure 6.2 that used as baselined for the

further analysis in Wireshark Analysis.

Wireshark Analysis

With hundreds of IP addresses, protocols, and strings listed, examining a packet
capture in Wireshark can be overwhelming. One of the best ways to locate the data
quickly is to set a filter for relevant information. For this, “http.host” filter used as in
Figure 6.4. With this filter, the exact domain of interest can be pinpoint and filter out
the rest of the traffic. For this case, crl.comodoca.com.cdn.cloudflare.net domain
searched in Wireshark as identified in NetworkMiner analysis.

M Ransomwarel.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

RE Qes=fF 8= QaqQan

Source Destination Protocol  Length Info
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99 2817-85-17 14:52:47.854168 192.168.157.128 176.121.14.95 HTTP 1867 POST /checkupdate HTTP/|

188 2817-85-17 14:52:49.865889 192.168.157.1 239_355.255.258 S55DP 216 M-SEARCH * HTTP/1.1
_co. £

Figure 6.4: Wireshark http.host filter



After entering in the filter, only the packets matching “http.host” are displayed. Next,
right click one of the entries and select Follow - TCP Stream as in Figure 6.5. This

will show the raw packet details allowing for further analysis.
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1867 POST /checkupdate HTTP/1.1 (application/x-www-form-urler
216 M-SEARCH * HTTP/1.1 Edit Resolved Name
216 M-SEARCH * HTTP/1.1
216 M-SEARCH * HTTP/1.1 Apply as Filter
216 M-SEARCH * HTTP/1.1 Prepare a Filter
ZE [RHEE = AT Conversation Filter
216 M-SEARCH * HTTP/1.1 X X
216 M-SEARCH * HTTP/1.1 Colorize Conversation

216 M-SEARCH * HTTP/1.1 SCIp

ink/ PLi = =osiris H
464 GET ff\:.'llnkf. L1r1|I<Id S7426RExt 051r‘1§ H TP Stream ' Fallow
468 GET /fileassoc/fileassoc.asp?Ext=osiris
216 M-SEARCH * HTTP/1.1 R Copy
216 M-SEARCH * HTTP/1.1 S5L Stream
216 M-SEARCH * HTTP/1.1 HTTP Stream Protocol Preferences
216 M-SEARCH * HTTP/1.1 Decode As.

288 GET /MFEWTzBNMEswSTAJBgUrDgMCGEUABBSS6bKHACUDE2BOY1%2BALE
287 GET! /COMODORSACertificationAuthority.crl HTTP/1.1 |
481 GET /MFEWTzZBNMEsSwSTAIBgUrDgMCGEUABBTFghLjKLEIQZPin@KCzkdAQpVYowQUsT7DaQP4vecBllgmaggd
360 GET /MFEWTZBNMEswSTAJBeUrDeMCGEUABBSS6bKHACUDE2B0Y1%2B8LhPE9 1xyOmd4=0UTINLpELd 7 LviiiAnz]

Show Packet in New Window

Figure 6.5: Wireshark Follow TCP Stream

From the resulting screen Figure 6.6, several interesting things shows up. Starting at
the top, it shows that this was an HTTP GET request. This means that our machine
made a request (GET) to the remote site crl.comodoca.com.cdn.cloudflare.net. The
remote site responded with an HTTP/1.1 200 OK, which shows that the server

accepted the request.

This also presented with the date of the request and information about the server. The
version of PHP is running, as well as an indication of where the site is hosted. This
Sample 1 result shows Cloudflare, which is a content delivery network in the United
States.



‘ Wireshark - Follow TCP Stream (tcp.stream eq 48) - Ransomwarel 1

GET /COMODORSACertificationAuthority.crl HTTP/1.1
T T RPN

Connection: Keep-Alive

Accept: */*

If-Modified-Since: Wed, @3 May 2017 18:88:32 GMT
User-Agent: Microsoft-CryptoAPI/6.1

Host: crl.comodoca.com

HTTP/1.1 288 0K

Date: Wed, 17 May 20817 @6:52:81 GMT
Content-Type: application/x-pkcs7-crl
Transfer-Encoding: chunked
Connection: keep-alive

Set-Cookie: _ cfduid=d4c3ffce84a91d8651be895a5e)82ce@f1495083921; expires=Thu, 17-May-18 @6:52:81 GMT; path=/;
domain=.comodoca.com; HttpOnly
Last-Modified: Tue, 16 May 2817 28:88:32 GMT
ETag: W/"591b5c48-334"

X-CCACDN-Mirror-ID: fsedcacrlé
Cache-Control: public, max-age=14488
CF-Cache-Status: HIT

Expires: Wed, 17 May 2017 1@:52:81 GMT
Server: cloudflare-nginx

CF-RAY: 3684a6cbl@652d23-KUL

Figure 6.6: Wireshark TCP Stream details

Like the http.host filter, this Wireshark can also display activity from a specific IP
address with the ip.addr filter in Figure 6.7.

M Ransomwarel.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
: erere g il S|E
(W9 Tip.2ddr == 104. 16,93, 188
Mo. Time Source Destination Protocol  Length Info
— 1289 2817-85-17'14:54:28.1615996.192.168.157.128 184.16.93.188 TCP 66 49367 » 80 [SYN] Seq=0
1296 2817-85-17 14:54:28.392693 164.16.93.188 192.168.157.128 TCP 68 8@ =+ 49367 [SYN, ACK] 9
1291 2017-85-17 14:54:28.392787 192.168.157.128 164.16.93.188 TCP 54 49367 + 8@ [ACK] Seg=1
1292 2817-@5-17 14:54:28.393618 192.168.157.128 184.16.93.188 HTTP 287 GET /COMODORSACertificy
1293 2@17-85-17 14:54:28.393184 184.16.93.188 192.168.157.128 TCP 68 8@ =+ 49367 [ACK] Seqg=1

Figure 6.7: Wireshark TCP Stream details

In this case, put in the filter of ip.addr == 104.16.93.188. This IP address is the one
identified in NetworkMiner that belongs to the

crl.comodoca.com.cdn.cloudflare.net.



File System Analysis

Analyzing the changes the ransomware made to the file system is another important
step. With this, it shows what files the ransomware created, changed, or deleted from
our system. These findings frequently include additional malware that is downloaded
from external systems, changes to the Windows Registry, and any other file

modifications such as deleted or modified files.

Regshot findings

Regshot shows that over 100 changes were made to the Registry from the time the first

and second snapshots were taken as in Figure 6.8 below.

WVirtualStore\MACHINENA SCFTHWARE\Wowb6432Hode\Mid
\CurrentVersion\ProfileList

W38-1-5—-21-8B82804697-2239422844-2748470147-1001
Qx00000002

Total changes:152

Figure 6.8: Regshot total changes

It shows that outlines several different aspects including the following. Remember that
the numbers will vary based on the computer as Total changes:192, Keys deleted: 6,
Keys added: 18, and Values deleted: 22. It shows which Registry keys were added
or deleted in Figure 6.9 and which values were deleted Figure 6.10.



Regshot 1.8.2

Comments:

Datetime:2017/5/17 06:47:41 , 2017/5/17 06:56:45
Computer:WIN-SINQ7T7JPIER , WIN-SINQVJ7JPIEA
Uszername:PSM 2017 , BSM 2017

HELM\SYSTEM\ControlSetl01l\services\PROCMCONZ 0\ Enum
HELM\SYSTEM\CurrentControlSet\services\PROCMONZ 0\Enum
HEUYS-1-5-21-882804657-2235422844-2748470147-1000\Software
\Google\Chrome\BrowserExitCodes
HEUNS-1-5-21-882804657-2235422844-2748470147-1000\Software
\Microsofti\Windows\CurrentVersioniInternet Settings\5.0\Cache
“Extensible Cache\MSHist012017041720170424
HEUYS-1-5-21-882804657-2235422044-2748470147-1000\Software
\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
\Extensible Cache\MSHi=st01201705082017050%
HEUA\S-1-5-21-8828046597-22354220844-2748470147-1000\Software
\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
“\Extensible Cache\MSHi=st012017050%20170510

HELM\SOFTWARE\Microsoft\Tracing\2016-12-23-Afraidgate-Rig-V-
payload-Locky-rad24BE6F RASAPI3Z
HELM\ SOFTWARE\Microzoft\Tracingh\2016-12-23-Afraidgate-Rig-V-
payload-Locky—rad24EcF RASMANCS

Figure 6.9: Regshot keys added

In addition to listing the changes, it provides in-depth details about which keys were
altered by changing happen in the registry. This can be useful in case the researcher

wants to manipulate those keys manually.

Values deleted:22

HELMY SYSTEM\ControlSet001l\services\PROCMON20%Enumi0: "Root
\LEGACY PROCMCN20\0000"

HEIMYSYSTEM\ ControlSet001\services\PROCMONZ 0\ Enumh Count:
0x00000001|
HELMYS¥STEMYControlSet001l\services\PROCMONZ 0\ EnumiNextInstance:
0x 00000001

HEIMY S¥STEM\CurrentControlSet\services\PROCMONZO\Enumi0: "Root
\LEGACY PROCMON20\0000"

HEIMY\ SYSTEM\ CurrentControlSet\services\ PROCMONZ 0\ Enum\ Count :
0x00000001

HELMYSYSTEMY CurrentControlSet\services\PROCMONZ 0\ Enum
\NextInstance: 0x00000001

Figure 6.10: Regshot values deleted

It’s important to remember that Regshot not only captures the changes that the
ransomware made, it also captures the changes made by any other application,



including the operating system. Because of this, it can be difficult to identify changes
made by the malware if this project relies on this tool alone.

Process Monitor Analysis

Process Monitor also shows changes made to the Registry but it only captures those
made by the API call, and may not show everything that occurred.

However, Process Monitor captures a whole lot more information. When viewing the

saved output from Process monitor in Figure 6.11, the results can be staggering.

251:04.5040761 PM W 2016-12.23 Araidgate-Rig Vpayload Locky rad24BEF tmp.exe 2060 & Process Start SUCCESS Parert PID: 1256
251:04.5040826 PM 8- 2016-12:23-Araidgate-RigV-payload-Lockyad24B6F imp.sxe 2060 &3 Thread Create SUCCESS Thread ID: 2408
251:04.9409124 PM - 20161223 Afsidgate-Rig Vpayload Locky rad 24BEF tmp.exe. 2080 & Load mage C:\Users\PSM 2017\AppDatatLocal\T... SUCCESS Image Base: Bx400.
251:04.5409863 PM W 2016-12.23 Araidgate-Rig V-payload Locky ad24BEF tmp.exe 2060 &7 Load mage C:\Windows\System32\ntdl dl SUCCESS Image Base: Bx770.
251:04.9418042 PM 8- 2016-12-23-Afraidgate-Rig-V-payload-Locky-ad24B6F tmp.exe 2060 &% Load mage CAWindows \SysWOWE4 el dl SUCCESS Image Base: B772...
251:04.3419288 PM - 2016-12:23 Afreidgate-Rig Vpayload Locky rad 24BEF tmp.exe. 2080 [ZhCreateFle C:\Windows\Prefetch2016-12:23-AFR... NAME NOT FOUND Desied Access: G
251:04.5420061 FM W 2016-12:23-Afraidgate-Rig-V-payload-Locky2d24B6F tmp.sxs 2060 & RegOpenkey HKLM\Software\Microsoft\Windows N... SUCCESS Desied Access: Q
251:04.9420304 PM 8- 2016-12:23 Afraidgate-Rig V-payload-Locky-rad24B6F tmp.exe 2060 @ RegQuenyValue HKLM\SOFTWARE Microsoft\Window... NAME NOT FOUND Length: 1,024
251:04.9420422 PM W 2016-12:23 Afreidgate-Rig Vpayload-Locky rad24B6F tmp.exs 2060 & RegOpenKey HKLM\System\CurertCortrolSet\Cortr... REFARSE Desied Access: R
251:04.3420528 PM 8- 2016-12:23-Areidgate-Rig-V-payload-Lockyad 24BEF tmp.exe ZD‘-‘D X RegOpenKey HKLM\System®\CurertControlSet\Cortr... SUCCESS Desired Access: R...
2 5PM W 223 Mraidgate Rig V' payload Locky rad 24BEF tmp exe HKLM\System\CurertControlSet\Cortr... NAME NOT FOUND Length: 1,024

2 M - 2016-12:23 Afreidgate-Rig-V'payload-Locky rad 24B6F tmp e HKLM\System*CurertCortrolSet\Cortr... SUCCESS

2 M - 2016-12-23-Afraidgate-Rig-V-payload-Lockyrad 24B6F tmp e C:\Windows SUCCESS Desred Accsss: E.
2 2016-12:23 Afreidgate-Rig Vpayload Lockyad 24BEF imp exe 2060 A CreateFie C\Windows\System32\mows4.di SUCCESS Desied Access: R
2 2016-12:23-Alreidgate-RigV-payload-Locky-=d 24B6F imp.sxe 2060 Zhik e C:\Windows) 64l SUCCESS CreationTime: 21/1...
2 20161223 Afrsidgate-Rig V' payload Locky rad 24BEF tmp.exe 2060 gmnsen\e C:\Windows\System32\wows4.dl SUCCESS

2 20161223 Aradgae R V paploacLocieyad2488F Lp exe 2060 (2h CrecteFile C:\Windows\System32\wow64.dl SUCCESS Desied Access: R

2 2016-12- d dL tmp.exe 2060 ChCresteFleMapping C:\Windows\System32\wow64.dl FILE LOCKED WITH ONLY READERS  SymcType: SyncTy,
2 20161223 Arakigae Rg- Vvayluad Lockyrmd24B6Ftmp ez 2060 A CresieFieMapping C:AWindows\System32\wows4.di SUCCESS SyncType: SyncTy.
2 2016-12:23-Afraich payload-Locky impexe 2060 &7Load mage CAWindows\System32\wow54 I SUCCESS Image Base: x736.
2 2016-12:23 Afraidgate-Rig-Vpayload-Locky tmpexe 2060 fzhCloseFle C:AWindows\System32\wows4.dl SUCCESS

2 - 2016 1223 Ardgele g \-payload Locky1ad24BEF Imp e 2060 (Sh CrecloFle C\Windows\System32wowSdwindl  SUCCESS Desired Access: R

2 - 2016-12:23 Alraidgate-Rig-Vpayload-Locky 2d24BEF tmp.eve. 2060 Sh. e C:A\Windows\Syst dl  SUCCESS CreationTime: 21/1...
2 - 20161223 Afridgate-Rig Vpayload-Locky sd24BEF trp exe 2060 hCloseFle C:\Windows\System 32\wowSdwindl  SUCCESS

2 20161223 Aradgale-Rig-Vpayload-Locky rad4BEF mp sre. 2060 (2h CreateFile C\Windows\System32\wowSdwindl  SUCCESS Desied Access: R

2 W 201612 d L tmp.exe 2060 EhCresteFleMapping C:\Windows\System32wowb4windl  FILE LOCKED WITHONLY READERS ~ SyncType: SyncTy.
2 2016 1223 Afsidgete Fig V-paylond Locky md 2486F mp.cxe 2060 A CresicFieMapping c indows\System32\wowSdwindl  SUCCESS SyncType: SyncTy.
2 2016-12:23-Afreidgate-Rig V-payload-Lockyad 24BEF imp.sxe 2060 & Load Image jows\System3Z\wowb4windl | SUCCESS Image Base: (x735.
2 2016-12:23 Airadgate-Rig Vpayload-Locky r=d24B6F tmp.exe 2060 EhCloseFile C\\.’nr\daws\smem?u wowbdwindl  SUCCESS

2 61223 Araidgate-Rig Vpayloac-Locky rad 4B6Ftp ese 2060 B\ CreateFie C\Windows\System32\wowsdcpu dl  SUCCESS Desired Access: R

2 d impexe 2060 BhQuenBasiciformationFle  C:\Windows\System32\wowb4cpudl  SUCCESS CreationTime: 21/1...
2 V pmylcad Locky md24B6F tmp e 2080 (hCloscFe C:\Windows\System32\wow4cpudl  SUCCESS

2 ayload-Locky rad24B6F tmp exe B CrecteFie C\Windows\System32\wowSdcpu dl  SUCCESS Desied Access: R

2 aylozd-Lockyad24B6F tmp zxe CreateFieMapping C:\Windows\System32wowbdcpudl  FILE LOCKED WITH ONLY READERS  SyncType: SyncTy.
2 fpayioat Locky e 24BEF I exe CreateFleMapping C\Windows\System32\wowBdcpudl  SUCCESS SyncType: SyncTy.
2 &3 Load mage C\Windows\System32\wowbdcpudl  SUCCESS Image Base: (x735.
2 ! {zhcloseFie C:\Windows\System32wwowbdcpu i SUCCESS

2 raidgate-Rig V-payload-Locky rad24BEF tmp exe RegOpeniey HKLM\SOFTWARE Microsoft \WOW84 NAME NOT FOUND Desired Access: Q
2 3 Airaidgate-Rig-\-payload-Locky 12d24B6F tmp e EhCreateFie C:\Windows\System32wowbdlogdl  NAME NOT FOUND Desired Access: R...

Figure 6.11: Process Monitor initial screen

Again, an easy way to cut through the noise and find interesting artifacts from the
ransomware is to use display filters. These filters function much like those in
Wireshark, where it can search on specific keywords and ignore the rest of the data.

To use a filter, click on the Filter at the top of the screen and then select Operation in
the drop-down box on the left. In the next box, select Contains and, in the final field,
enter “tcp” as in Figure 6.12. This will display any TCP connections that were
attempted by the Locky ransomware. The results can differ from what is detected in

Wireshark packet capture.



8" Process Monitor Filter

Display entries matching these conditions:

Operation ~ || contains ~ || tep « | then |Indude
Calumn Relation Value Action "
o .
b ke Operation contains tcp Include
Rl @ Process Mame s Procmon exe Exclude
U @ Process Mame s Procmon 64 exe Exclude
I @ Process Mame s System Exclude
i @ Operation begins with IRP_MJ_ Exclude
N € Opertion begins with FASTIO_ Exclude
t @ Path ends with pagefile sys Exclude
€I rath ends with SMft Exclude
N Qrah ends with SMftMir Exclude v
Ok Cancel Apply

Figure 6.12: Procmon filter TCP

Procmon, it’s possible that could have missed this domain.

The filtered results in Process Monitor now show a new TCP host that wasn’t easily
identifiable in the NetworkMiner display in Figure 6.13. Therefore, it is important to
use the output from multiple tools for this analysis. If had not checked this filter in

Z¥ Process Monitor - Ransomware] - Copy.PML
File Edit Event Filter Tools Options Help

(EH | RBE | vAS | #5 | RE Lom

Time of Day Process Nams
2:51:20.6781875 PM ' 2016-12-23-Afraidgate-Rig-V-payload-Locky12d24B6F imp exe
97372 PM 8- 2016-12-2%-Afrsidgate-Rig-Vpayload-Locky-ad 24B6F tmp exe
88293 PM 3-Mraidgate-Rig-V-payload-Locky rad24BEF tmp exe
Mraidgate-Rig-V-payload-Locky-ad24B6F tmp exe
V-payload-Loclky-rad24B6F tmp exe
2016-12-23-Mraidgate-Rig-V-payload-Locky-ad24B6F tmp exe
2016-12-23-Afreidgate-Rig-V-payload-Lockyrad24B6F tmp exe
2:51:51.5847797 PM W= 2016-12-23-Afrsidgate-Rig-Vpayload-Locky1ad 24B6F tmp exe
2:52:036137503 FM 8- 2016-12-23-Afrsidgate-Rig-V-payload-Lockyad 24B6F tmp.exe
2:52:03.6138430 PM 'B- 2016-12-23-Afraidgate-Rig-V-payload-Lockyrad24B6F tmp exe
2:52:05.8226142 FM "B~ 2016-12-23-Afrsidgate-Rig-V-payload-Lockyad 24B6F tmp.exe
2:52:08.8376662 PM N+ 2016-12-23-Afraidgate-Rig-V-payload-Locky-ad24B6F tmp exe
2:52:14.8455152 PM 8- 2016-12-23-Mrsidgate-Rig-V-payload-Locky+=d24B6F tmp. exe
2:52:29.8540396 PM 'N- 2016-12-23-Mraidgate-Rig-V-payload-Locky rad24B6F tmp exe
2:52.35 8597475 PM - 2016-12-23-Mrsidgate-Rig-V-payload-Locky+=d24B6F tmp exe
2:52:47.8654523 PM 'N- 2016-12-23 Mraidgate-Rig-V-payload-Locky-rad24BEF tmp exe
2:52:47.8655555 PM 'B- 2016-12-23-Mfraidgate-Rig-V-payload-Locky-rad24B6F tmp.exe
2:52:48.8161547 PM 8- 2016-12-23-Afraidgate-Rig-V-payload-Lockyrad 24B6F tmp exe
2:53:20.5458662 PM 'W- 2016-12-23-Mfraidgate-Rig-V-payload-Locky-rad24B6F tmp.exe

PID Operation

2080 4% TCP Connect
2060 &l TCP Send

&% TCP Send

% TCP Receive
44 TCP Reconnect
&4 TCP Reconnedt
% TCP Recomnect
% TCP Recannect
4 TCP Send
2060 &k TCP Send
2060 &4 TCP Recsive
2060 &% TCP Reconnect
2060 £4TCP Reconnsct
2060 &% TCP Reconnect
2060 £4TCP Reconnsct
2060 &} TCP Send
2060 @ TCP Send
2060 & TCP Receive
2060 &% TCP Disconnect

Path

WIN-SINQ77JPIEAlocaldomain 49328 .

WIN-SINQT7IPIEA localdomain: 49328

WIN-SINQ77JPIEAJocaldomain 49328 .
PIEAJocaldomain: 49328 .

WIN-SING7T
WIN-5INQ77JPIEAlocaldomain 43329

WIN-SINQ77JPIEAlocaldomain: 49329 .

WIN-5ING7
WIN-5INQT
WIN-5INQT7

FIEAlocaldomain 43320

"JPIEAlocaldomain: 49328

WIN-SINQ77JPIEAlocaldomain:49328 .

WIN-5INQ77JPIEAlocaldomain 49328

WIN-SINQ77JPIEAlocaldomain:49331 .

WIN-SINQT7JPIEA localdomain:49331

WIN-SINQ77JPIEAlocaldomain:49332 .

WIN-SINQ77JPIEA localdomain:49332

WIN-SINQ77JPIEAlocaldomain 49328 .
WIN-SINQ77JPIEAlocaldomain:49328 .
WIN-SINQ77JPIEAlocaldomain 49328 .
WIN-SINQ77JPIEAlocaldomain:49328 .

PIEAlocaldomain; 43330 .

Result

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail

Length
Length

Length:
Length:

Length:

Length:

Length:

Length:

Length.

Length:

Length.

Length:
Length:
Length:
Length:
Length:
Length:
Length:

Length:

;0. mss: 14.
: 478, starti
1013, start..
718, seqn...
0. seqrum
0. seqrum....
0. seqrum
0. seqnum...
478, starti
1013, start..
718, seqn
0. seqnum...
0, seqrum
0. seqnum...
0, seqrum
478, starti...
1013, start...
718, seqn...
: 0. seqnum...

Figure 6.13: Procmon filter results

that can be search for later.

Process Monitor can also use a display filter to show any files that were written to the
drive by the malware. Next, filter for any Operation matching “WriteFile” to display
this in Figure 6.14. Knowing what files are created on the system can help to identify

additional malware that was downloaded, as well as help build out a list of identifiers




Process Monitor Filter s
D ) ) L
Operation w | |is w | WriteFile ~ | then |Indude ~
H
o Reset Remove
Iy
S | Column Relation Value Action “
I .
o K Operation is WihiteFile Include
0 63 Process Mame  is Procmon.exe Exclude
B @ Process Mame  is Procmon64 exe Exclude
1t @ Process Name  is System Exclude
A @ Operation begins with IRP_MJ_ Exclude
R €9 Operation begins with FASTIO_ Excluds
E 9 Path ends with pagefile sys Exclude
& Path ends with SN Exclude
ends with SMftMim Exclude v
oK Cancel Apply

Figure 6.14: Procmon filter Writefile

From these filtered results in Figure 6.15, this first malware sample, 2016-12-23-

Afraidgate-Rig-V-sends-Locky-malware-and-artifacts.exe, created several files on the

system.

2 54360 FM B- 2016-12-23-Afraidgate-Ric-V-payload-Locky=d24B6F tmp.exe 2060 [BhWiiteFile  C:\Users\PSM 2017\Videos\SAMPLE ... SUCCESS  Offset: 7,845, Len...
2 917 PM W- 2016-12-23 Mraidgate-Rig Vpayload-Locky =d24BEF tmp exe 2060 BAWiiteFle  C:\Users\PSM 2017\Videos\SAMPLE . SUCCESS  Offset: 0, Length

2 00433 PM Vpayload-lockyrad24B6F tmp.exe 2060 [BhWiteFile  C:\Users\PSM 2017\Videos\SAMPLE ... SUCCESS  Offset: 0, Length: ...
2 48301 FM Vpayload-Lockyrad24B6F tmpexe 2060 [fhWiiteFile C:\Users\PSM 2017\Desktop’\SAMPL.. SUCCESS  Offset: 0, Length

2 49307 PM V-payload-Lockyad24B6F tmp.exe 2060 [BhWriteFile \Users\PSM 2017\ Deskiop\SAMPL... SUCCESS ~ Offset: 7,845, Len ..
2 6.6752016 PM V-payload-Locky-ad24BEFtmp exe 2060 BhWitteFle  C:\Users\PSM 2017\Desktop \SAMPL... SUCCESS  Offset: 0. Length: ..
2 7600199 PM I-Afraidgate-Rig-V-payload-Lockyrad24B6F imp exe 2060 aWriteFile “Users\PSM 2017 Desktop\SAMPL... SUCCESS  Offset: 0, Length: ...
2 81208 PM Mraidoate-Rig-V-payload-Lockyad24B6F tmp.exe 2060 FhWiriteFile  C:\Users\PSM 201 ..5SUCCESS  Offset: 0. Length: ...
2 8287260 PM i V-payload-Lockyad24B6F tmp.exe 2060 [BhWriteFile  C:\Users\PSM 201 .. SUCCESS  Offset: 524,288, L.
2 8287821 PM ayload-Locky-ad24B6F tmp.exe 2060 BhWiiteFile  C:\Users\PSM 201 ..5SUCCESS  Offset: 567.080. L...
p 8291001 PM V-payload-Lockyad24B6F tmp.exe 2060 [BhWriteFile  C:\Users\PSM 201 .. SUCCESS  Offset: 0, Length: ...
2 6.5697971 PM T- V-payload-Lockyad24BEF tmpexe 2060 FhWitteFils  C:\Users\PSM 2017\Desktop\SAMPL .. SUCCESS  Offset: 0. Length: .
p 6.9852491 PM - 2016-12-23-Afraidgate-Rig-Vpayload-Locky rad24B6F tmp sxe 2060 [BhWitefile  C:\Users\PSM 2017\Deskioph\SAMPL... SUCCESS  Offset: 524,288, L...

253.06.9853305 FM B- 2016-12-23-Afraidgate-Fig-V-payload-Locky-=d24B6F imp exe 2060 EhWiiteFile
2:53:06.9856091 PM - 2016-12-23-Afraidgate-Fig-V-payload-Lockyad24B6F tmp exe 2060 [Bh WiteFile
253.07.0292874 FM W 2016-12-23-Afraidgate-Fig-V-payload-Locky-=d24B6F tmp exe 2060 EhWiiteFie
253:07.0233533 PM - 2016-12-23-Afraidgate-Fig-V-payload-Lockyad24B6F tmp exe 2060 [Bh WiteFile
253.07.0295085 FM W- 2016-12-23-Afraidgate-Fig-V-payload-Locky-=d24B6F tmp exe 2060 EhWiiteFie
253:07.0415232 PM - 2016-12-23-Afreidgate-Rig-V-payload-Locky=d24B6F tmp exe 2060 [Bh WiiteFie

\Users\PSM 2017\Deskiop\SAMPL... SUCCESS  Offset: 567.080. L...
Users\PSM 2017\ Desktop SAMPL... SUCCESS  Offset: 0, Length
\Users\PSM 2017 DeskiopMNew fol .. SUCCESS  Offset: 0. Length: ...
Users\PSM 2017 Desktop'\New fol.. SUCCESS  Offset: 3,728, Len
\Users\PSM 2017 DeskiopMNew fol .. SUCCESS  Offset: 0. Length: ...
\Users\PSM 2017 DesktopNew fol.. SUCCESS  Offset: 0, Length

2:53:07.0458094 PM - 2016-12-23-Afraidgate-Rig-V-payload-Locky-ad24B6F tmp.exe 2060 EhWiiteFile \Users\PSM 2017\Videos\SAMPLE ... SUCCESS  Offset: 0, Length: ...
2:53:07 0459968 PM I- 2016-12-23-Mraidgate-Ria-V-payload-Lockyrad24B6F tmp exe 2060 [Zh WiriteFile "Users\PSM 20174Videos\SAMPLE . SUCCESS  Offset: 8, Length
2:53:07.0464030 PM T 2016-12-23-Afraidgate-Rig-V-payload-Locky-ad24B6F tmp.exe 2060 EhWiiteFile \Users\PSM 2017\Videos\SAMPLE ... SUCCESS  Offset: 0, Length: ...
263:07 0626734 PM I 2016-12-23-Mraidgate-Ria-V-payload-Lockyrad24B6F tmp exe 2060 [Zh WriteFile “Users\PSM 2017\Videos\SAMPLE .. SUCCESS  Offset: 0, Length
2:53.07.0820595 PM - 2016-12-23-Afraidgate-Rig-V-payload-Lockyad24BEF imp exe 2060 [FhWiiteFile “Users\PSM 2017 Desktop®\SAMPL... SUCCESS  Offset: 0, Length: ...
263:07.0822017 PM T 2016-12-23-Mfraidgate-Rio-V-payload-Lockyrad24B6F tmp exe 2060 [Zh WriteFile ‘Users\PSM 2017Desktop SAMPL... SUCCESS  Offset: 8, Length
2:53.07.0826435 PM - 2016-12-23-Afraidgate-Rig-V-payload-Lockyad24BEF imp exe 2060 [FhWiiteFile “Users\PSM 2017 Desktop®\SAMPL... SUCCESS  Offset: 0, Length: ...
2-53:07.0995994 PM I 2016-12-23-Mfraidgate-Ria-V-payload-Lockyrad24B6F tmp exe 2060 [Zh WriteFile ‘Users\PSM 2017Desktop SAMPL... SUCCESS  Offset: 0. Length
2:53.07.1095194 PM T 2016-12-23-Afrsidgate-Rig-V-payload-Lockyad24BEF imp exe 2060 [FhWiiteFile “Users\PSM 2017 Downloads 3NC3.. SUCCESS  Offset: 0, Length: ...
2016-12-23-Mraidgate-Rig-V-payload-Lockyad24B6F tmp.exe 2060 a‘NmaFile \Users\PSM 2017 Downloads’\3NCS... SUCCESS  Offset: 19. Length....

2:53:07.1097133 PM

: - 2016-12-23-Mraidgate-Hig-Vpayload-Lockyr=d24B6F tmp exe 2060 [BhWriteFile
B- 2016-12-23- Mraidgate-Rig-V-payload-Lockyad24B6F tmpexe 2060 a‘NmaFile
: 2018-12-23-Mraidgate-Rig-V-payload-Lockyrad24BEF tmp exe 2060 @‘Nriteﬁle
2:53:07.1728676 PM - 2016-12-23-Afraidgate-Rig-V-payload-Lockyad24B6F tmp exe 2060 BhWitteFile
253071731912 PM 0 2016-12-23-Afraidgate-Rig V-payload-Lockysd24B6F tmp.exe 2060 [ZhWriteFile
2:53:07.1736825 PM - 2016-12-23-Afraidgate-Rig-V-payload-Lockyad24B6F tmp exe 2060 BhWitteFile
2:53:07.2270747 PM - 2016-12-23-Afrsidgate-Rig V-payload-Lockysd24B6F tmp.exe 2060 [BhWriteFile
2:53:07.2273655 PM - 2016-12-23-Afraidgate-Rig-V-payload-Locky-ad24B6F tmp exe 2060 BhWitteFile
2:53:07.2278653 PM 'N- 2016-12-23-Afraidgate-Rig-V-payload-Lockyad24B6F tmp exe 2060 %Wmaﬁle

\Users\PSM 2017\ Downloads\notep.. SUCCESS  Offset: 0, Length: ...
"Users"PSM 2017 Downloads\OSIR... SUCCESS  Offset: 0. Length: ...
\Users\PSM 2017\ Deskiop\SAMPL... SUCCESS  Offset: 0, Length: ...
\Users\PSM 2017 Desktop\SAMPL... SUCCESS ~ Offset: 524288, L.
\Users\PSM 2017 Desktop\SAMPL... SUCCESS  Offset: 1,000,241, ...
\Users\PSM 2017 Desktop\SAMPL... SUCCESS  Offset: 0. Length: ..
\Users\PSM 2017 Deskiop\SAMPL... SUCCESS  Offset: 0, Length: ...
\Users\PSM 2017 Desktop\SAMPL... SUCCESS  Offset: 415,996, L...
Users\PSM 2017\ Desktop SAMPL... SUCCESS  Offset: 0, Length

00000000 N0N0ON000N000000000000000000O000N0

Figure 6.15: Procmon filter WriteFile results

Procmon also display any changes 2016-12-23-Afraidgate-Rig-V-sends-Locky-
malware-and-artifacts.exe made to the Windows Registry. For this, it shows for the
value named RegSetValue in Figure 6.16 below.



Y l I\ o UL ESS
B Process Monitor Filter X
Operation ~ | is ~ | RegSetValue w | then |Indude =
Reset Add Remove
Column Relation Value Action 2
J Ciperation is RegSetValue Include
g Process Name  is Procmon exe Exclude
@ Process Name  is Procmon&4.exe Exclude
Process Name  is System Exclude
63 Cperation begins with IRP_MJ_ Exclude
@ Cperation begins with FASTIO_ Exclude
63 Path ends with pagefile sys Bxclude
€3 Path ends with SMft Exclude
&I Path ends with SMMir Exclude v
0K Cancel Apply I
i

Figure 6.16: Procmon filter RegSetValue

After applying our filter, it shows that 2016-12-23-Afraidgate-Rig-V-sends-Locky-
malware-and-artifacts.exe made several changes to the registry when it executed in
Figure 6.17.

W 2016-12-23-Mreidgate-Rig-Vpayload-Lockyad24B6Fimp exe 2060 @%RegSetValue HKLM\SOFTWARE\Wow6432Node\.. SUCCESS  Type: REG_DWO... |
¥ 2016-12-23-Afreidgate-Rig-V-payload-Locky-ad24BEFimp.exe 2060 @fRegSetValue HKLM\SOFTWARE\Wow6432Nodeh... SUCCESS  Type: REG_DWO...
W 2016-12-23-Mreidgate-Rig-V-payload-Locky-ad24BEFimp exe 2060 @fRegSetVale HKLM\SOFTWARE\Wow6432Nodeh... SUCCESS  Type: REG_DWO...
W 2016-12-23-Mreidgate-Ria-V-payload-Locky-ad24BEFimp.exe 2060 @¥RegSetValue HKLM\SOFTWARE\Wow6432Nodeh... SUCCESS  Type: REG_DWO...
- 2016-12-23-Mfraidgate-Rig-V-payload-Locky rad 24B6Fimpexe 2060 @%ReqSetValue HKLM\SOFTWARE\Wow6432Node'... SUCCESS  Type: REG_DWO...
1. 2016-12-23- Afraidgate-Rig-V-payload-Locky rad24B6F imp.exe 2060 @%RegSetValue HKLM\SOFTWARE\WowE432Node'... SUCCESS  Type: REG_EXPA.
2 3-Mraidgate-Rig-V-payload-Locky+ad24B6F impexe 2060 ﬁRegSei\f’alue HKLMYSOFTWAREY! SUCCESS  Type: REG_DWO...
! raidgate-Rig-V-payload-Lockyad24B6F impexe 2060 @ RegSetValue V SUCCESS  Type: REG_DWO...
3-Mraidgate-Rig-V-payload-Locky+ad 24B6F impexe 2060 ﬁRegSei“u"alue SUCCESS  Type: REG_DWO...
-23-Mraidgate-Rig-V-payload-Lockyad24B6F impexe 2080 ﬁRegSetValue SUCCESS  Type: REG_DWO...
L] raidgate-Rig-Vpayload-Locky-rad24B6F impexe 2060 @¥RegSetValue SUCCESS  Type: REG_DWO...
2 raidgate-Rig-V-payload-lockyrad24B6F impexe . 2060 @ RegSetValue SUCCESS  Type: REG_EXPA.
0509158 FM T raidgate-Rig-V-payload-Lockyad24B6F imp.exe 2060 @ RegSetValue .SUCCESS  Type: REG_DWO...
2:51:20.0511824 PM W 2016-12-23-Afraidgate-Rig-Vpayload-Lockyrad 24B6F imp exe 2060 % RegSetValue .SUCCESS  Type: REG_BINA.
2:53:16.3190438 PM : 2016-12-23-Afreidgate-Rig-V-payload-Locky-ad 24BEF imp exe - 2060 @%RegSetValue - HKCU\ortrol Panel\Desktop'\Wallpap... SUCCESS  Type: REG_SZ,L...
9190883 PM N7 2016-12-23-Arsidgate-Fig-V-payload-Lockyad24B6F impexe 2060 @{RegSetValue HKCUNCortrol Panel\Deskiop\TileWal... SUCCESS  Type: REG_SZ, L.
2:53:16.9195678 PM . 2016-12-23-Afraidgate-Rig-V-payload-Locky-ad24BEF imp.exe 2060 @%RegSetValue HKCU\Cortrol Panel\Deskiop'\Wallpaper SUCCESS  Type: REG_SZ, L...
2:53:18.0832454 PM - 2016-12-23-Afraidgate-Rig-Vpayload-Lockyrad 24B6F imp.exe 2060 @%RegSetValue HKCUNSoftware\Microsoft\Windows'\C... SUCCESS  Type: REG_BINA..
2:53:18.6012044 PM W 2016-12-23-Afraidgate-Rig-V-payload-Locky+ad 24BEF imp.exe 2060 @ RegSetValue HKCUSoftware\Microsoft\Direct3D\M... SUCCESS  Type: REG_SZ,L...

__

Figure 6.17: Procmon filter RegSetValue results



2017-01-05-psuedoDarkleech-Rig-V-sends-Cerber-malware-and-artifacts

Second ransomware sample named Cerber has been run in a controlled environment
on a virtual machine. Shortly after executing the malware presented with a notification

screen as in Figure 6.18.

RANSOMWARE

)UR DOCUMENTS PHOTOS DATABASES AND OTHER IMPORTANT FILES [
HAVE BEEN ENCRYPTEDI

The only way to decrypt your f11es is to rece1ve i
] the pr1vate key and decryptlon program

; To receive the pr1vate key and decrypt1on program i
?W decrypted folder - inside there is the special file (*README*)
with complete 1nstructlons how to decrypt your flles

If you cannot find any (*README*) flle at your PC
follow the instructions below .

1 Download Tor Browser from https //www torprOJect org/ and 1nstal
; 2. In the Tor Browser open your personal page here

| http: //p27dokhp22n7nvgr onlon/FBBz @D56-ADB6-208C-11BB

Note! This page is avallable via "Tor Browser" only. _
o ; e - L B
This copy of W

Figure 6.18: Cerber ransomware screen

NetworkMinor Analysis

Examining the second sample, it shows that our machine contacted over 50 different
IP addresses and domains as in Figure 6.19. If you are new to network forensics, it is
a good idea to use a command like ‘whois’ and see who owns each of these IP

addresses.



P ——
@8 NetworkMiner 2.1.1 - O *

File Tools Help
— Select a network adapter in the list — ~ 4 Stop

. Case Panel
Anomalies

Hosts (584) Files  Images Messages Credentisls Sessions DMS (761) Parameters Keywords Filename ~ MD5
Ransom... 5cféc)

Sort Hosts On: | IP Address (ascending) ~ Sort and Refresh

< >
hd Reload Case

PEEEEEEDEEEEEEEEEE

| Buffered Frames to Parse:

Figure 6.19: NetworkMiner Hosts tab

The Figure 6.19 above show about 584 hosts in the .pcap file during the execution of
Cerber ransomware. Run the ‘whois’ command on the one of the IP Address
“192.44.20.0”, it shows that owned by Hewlett-Packard Company which it is a

computer that used to do the investigation of Cerber ransomware as in Figure 6.20.

NetRange: 15.8.8.8-= 15.103.255<255

CIDR: 150967F. B/, 157070, 0,/10; 15.647070711
MetName: HP-INTERMET

NetHandle: NET-15-8-@-8-1

Parent: MET15 (NET-15-8-8-8-8)

NetType: Direct Assignment

OriginAs:

Organization: Hewlett-Packard Company (HP)

RegDate: 1994-87-81

Updated: 2017-26-87

Ref: https://whois.arin.net/rest/net/NET-15-8-0-8-1
Orghame: I Hewlett-Packard Campanyl

Orgld: HE

Address: 3088 Hanover Street

City: Pala Alto

StateProv: CA

PostalCode: 343@4

Country: us

RegDate:

Updated: 2014-87-23

Ref: https://whois.arin.net/rest/org/HP
OrgAbuseHandle: HH15-ORG-ARIN

OrgAbuseName : Hewlett-Packard Company

OrgAbusePhone: +1-88@-524-7638

OrgAbuseEmail: ipaddrghpe.com

OrgAbuseRef: https://whois.arin.net/rest/poc/HH15-0RG-ARIN

Figure 6.20: 1P Address 192.44.20.0 belongs to Hewlett-Packard Company



Wireshark Analysis

Same as Wireshark Analysis on first sample: Locky ransomware. Open the .pcapng

file that saved during the execution of Cerber ransomware in Wireshark, and search

for “http.host” as shows in results in Figure 6.21.

M Ransomwarel.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
g REQes>=F s EQaQH
|htb:u.hostl
Mo, Time Source Destination Protocol  Length Info
1 2817-85-17 15:18:52.991366 192.168.157.1 239.255.255.258 55DP 216 M-SEARCH * HTTP/1.1
4364 2017-85-17 15:12:58.883356 192.168.157.1 239.255.255.258 55DP 216 M-SEARCH * HTTP/1.1
4365 2817-85-17 15:12:51.812164 192.168.157.1 239.255.255.2508 S5DP 216 M-SEARCH * HTTP/1.1
4366 2817-85-17 15:12:52.826984 192.168.157.1 239.255.355.250 S55DP 216 M-SEARCH * HTTP/1.1

Figure 6.21: Wireshark “http.host” filter

After entering in the filter, only the packets matching “http.host” are displayed. Next,

right click one of the entries and select Follow - UDP Stream as in Figure 6.22. This

will show the raw packet details allowing for further analysis.

.258
. 256
=250
.258
. 258

[SiE Ty )

28 bits)
cast_7f:
.258

Protocol  Length Info

S5DP 216 M-SEARCH * HTTP/1.1

550P 216 M-SEARCH * HTTP/1.1
Mark/Unmark Packet Ctrl+M
Ignere/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctrl+T
Time Shift... Ctrl+5Shift+T
Packet Comment... Ctrl+Alt+C

Edit Resolved Name

Apply as Filter 4
Prepare a Filter 4
Conversation Filter 4
Colorize Conversation 4
SCTP 4
Follow D TCP Stream
Copy » UDP Stream
3L SLTEdITI

Protocol Preferences
Decode As...
Show Packet in New Window

HTTP Stream

Figure 6.22: Wireshark Follow UDP Stream

From the resulting screen Figure 6.23, there are no suspicious information shows up.

In UDP Stream only state about the Google Chrome.



M Wireshark . Follow UDP Stream (udp.stream eq 2213) « Ransomware2

M-SEARCH * HTTP/1.1

HOST: 239.255.255.256:1966

MAN: “ssdp:discover™

MX: 1

ST: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/58.8.3829.118 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.258:1968

MAN: “ssdp:discover™

MX: 1

ST: urn:diaf-multiscreen-grg:service:dial:1
USER-AGENT:§ Google Chrome/|p8.8.3829.118 Windows

M-SEARCH * HTTR/1.1

HOST: 239.255.255.25@:1900

MAN: “ssdp:discover”

MK: 1

ST: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/58.8.3829.118 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.258:1960

MAN: “ssdp:discover”

MX: 1

ST: urn:dial-multiscreen-org:service:dial:l
USER-AGENT: Google Chrome/58.8.3829.118 Windows

Figure 6.23: Wireshark TCP Stream details

The details of Follow UDP Stream, it shows about the Host: “239.255.255.250” that
this analysis assume there is no bad outbound network connection occurs. It just

belongs Google Chrome.
File System Analysis
Regshot findings

Regshot shows that over 100 changes were made to the Registry from the time the first

and second snapshots were taken as in Figure 6.24 below.

HEU\S-1-5-21-882804697-22354220844-27484
\VirtualStore\MACHINE\SOFTWARE\Wow&432N
“CurrentVersion\ProfilelList
"3-1-5-21-882804657-2239422844-27484701
0x 00000001
HEU\S-1-5-21-882804697-22354220844-27484
\VirtualStore\MACHINE\SOFTWARE\Wow&432N
“CurrentVersion\ProfilelList
"3-1-5-21-882804657-2239422844-27484701
0x 00000002

l Total changes:128

Figure 6.24: Regshot total changes



If continue to scroll down the document, it shows that it outlines several
different aspects including the following. Remember that the numbers will vary based
on the computer as Total changes:128, Keys deleted: 5, Keys added: 20, and Values
deleted: 21. It shows which Registry keys were added or deleted in Figure 6.25 and

which values were deleted Figure 6.26.

Regshot 1.8.2

Comments:

Datetime:2017/5/17 07:08:25 , 2017/5/17 07:15:03
Computer tWIN-SINQTT7JIPIEL , WIN-SINQT77JPIER
Uszername:PSM 2017 , PSM 2017

Feyzs deleted:3

HELM\ SYSTEM\ ControlSet001\ zervices\PROCMONZ 0N\ Enum
HELMYSYSTEMY CurrentControlS8et services\ PROCMONZ 0\ Enum
HEUYS-1-5-21-882804697-2239422844-2748470147-1000\Software
\Microsoft\Windows\CurrentVersion\Internet Settings\3.0\Cache
“Extenzible Cache\MSHist012017041720170424
HEU\S-1-5-21-882804657-2239422844-2748470147-1000\Software
\Microsoft\Windows\CurrentVersion\Internet Setting=)53.0%\Cache
“Extensible Cache\MSHist01201705082017050%
HREU\S-1-5-21-882804657-2239422844-2748470147-1000\Software
“\Microsoft\Windows\CurrentVer=ion\Internet Settingsi5.0%\Cache
“Extensible Cache\MSHist0120170505%20170510

HELM\ SYSTEM\ControlSet001\Enum\Root\LEGACY PROCMCNZ0OY0000
\Control

HELM\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PROCMONZO\0000
“Control

Figure 6.25: Regshot keys added

In addition to listing the changes, it provides in-depth details about which keys were
altered by changing happen in the registry. This can be useful in case researcher want

to manipulate those keys manually.



Values deleted:21

HELMY SYSTEM\ControlSet00l\=services\PROCMCONZ0\Enumh0:
\LEGACY PROCMCNZO0NOOOO"
HELMY\ SYSTEM\ControlSet00l\=services\PROCMCONZ 0\ Enum' Count:
000000001
HELMY\ SYSTEM\ControlSetl0l\services \PROCMCNZ0\Enum\NextInstance:
000000001
HELMY 8YSTEM\CurrentControlSet\services\PROCMONZ0N\Enumb 0 :
\LEGACY PROCMCNZO0N\OCOO"

"Root

"Root

Figure 6.26: Regshot values deleted

Both ransomware not showing much of differences for the registry changes. But two

more sample are not reveals yet to see the general changes in registry if this malware

infected the computer.

Process Monitor Analysis

Process Monitor also shows changes made to the Registry but it only captures those

made by the API call, and may not show everything that occurred.

However, Process Monitor captures a whole lot more information. When viewing the

saved output from Process monitor in Figure 6.27,

the results can be staggering

31116 5247690 FM
311:16.5249284 FM
3:11:16.5250206 FM
311:16.5250473 FM
3:11:16.5250603 FM
311:16 5250725 FM
311:16 5250827 FM
3:11:16.5250930 FM
311:165252404 PM
311:16 5253738 PM
311:16 5254324 PM
311:16 5254416 PM
3:11:16 5255030 PM
311165255552 PM
311165255951 PM
311165264299 PM
31116 5264509 FM
31116 5265922 FM
311:16.5266444 FM
3:11:16.5266535 FM
311:16 5267150 FM
311:16 5267661 FM
3:11:16 5268036 FM
3:11:16.5268853 FM
3:11:16 5268930 FM
311:16 5270276 FM
31116 5270774 FM
311:16 5270863 PM
311:16 5271463 PM
311:16 5271580 PM
311165272325 PM
311165278625 PM
31116 5278777 PM
31116 5273484 FM
3:11:16. 5280724 FM

5-1st-run-pseudoDarklesch-Rig-V-payload-Cerbertad 7DIBE tmp .exe
05-1st-run-pseude Darklsech-Rig-\Vpayload-Cerberrad 7DIBE tmp axe

2l
% 2017-01-05-1st-un-pseudo Darkleech-Rig-V-payload-Cerbertad FD3BE tmp.exe.

5-1st-run-pseudoDardeech-Rig-V-payload Cerberrad 7D3BE tmp .exe

T
. 2D1 -01-05-1st-un-pseudeDarkdeech-Rig-V-payload Cerberrad 7D3BE tmp exe
& 2017-01-05-Ist-un-pseude Darkleech-Rig-V-payload-Cerber-ad 7D3BE tmp exe
& 2017-01-05-Ist-un-pseude Darkleech-Rig-V-payload-Cerber-ad 7D 3BE tmp exe
5 2017-01-05-1stun-pseudoDarkleech-Rig-V-payload Cerberrad 7TD3BE tmp exe
41 2017-01-05-Tstrun-pseudo Darkleech-Rig-V-payload-Cerberrad 7D3BE tmp exe
5 2017-01-05-1stun-pseudoDarkleech-Rig-V-payload Cerberrad TD3BE tmp exe:
5 2017-01-05-1stun-pseudoDarkleech-Rig-V-payload Cerberrad TD3BE tmp exe:
& 2017-01-05-1st-un-pssudo Darkleech-Rig-V-payload-Cerber+ad TD3BE tmp exe
5 2017-01-05-1st-run-pseudo Darkleech-Rig-V-payload Cerber+ad TDIBE tmp exe
52017-01-05-1st-run-pseudo Darkleech-Rig-V-payload Cerber+ad TDIBE tmp exe
2120170105 1st-run-pseudoDarklesch-Rig-V-payload-Cerberrad 7D3BE tmp exe
2120170105 1st-run-pseudoDarklesch-Rig-V-payload-Cerberrad 7D3BE tmp exe
=12017-01-05-Tst-run-pseudoDarklesch-Rig-V-payload-Cerberrad 7D3BE tmp exe
& 2017-01-05-1stun-pseude Darklesch-Rig-V-payload Cerberrad TDIBE tmp sxe

017-01-05-1st-tun-pseudoDarkleech-Rig-V-payload-Cerber+ad 7D 3BE tmp exe
5 2017-01-05-1st+un-pseudo Darkleech-Rig-V-payload-Cerbertad 7D3BE tmp exe

22017-01-05-1strun-pseude Darkleech-Rig-V-payload Cerberrad TDIBE tmp exe
£2017-01-05-1st-run-pseude Darkleech-Rig-V-payload-Cerber-ad 7D3BE tmp exe
& 2017-01-05-Ist-un-pseude Darkleech-Rig-V-payload-Cerber-ad 7D 3BE tmp exe
5 2017-01-05-1stun-pseudoDarkleech-Rig-V-payload Cerberrad 7TD3BE tmp exe
5 2017-01-05-1stun-pseudoDarkleech-Rig-V-payload Cerberrad 7TD3BE tmp exe
5 2017-01-05-1stun-pseudoDarkleech-Rig-V-payload Cerberrad 7TD3BE tmp exe
5 2017-01-05-1stun-pseudoDarkleech-Rig-V-payload Cerberrad TD3BE tmp exe:
& 2017-01-05-1st-un-pssudo Darkleech-Rig-V-payload-Cerber+ad TD3BE tmp exe
& 2017-01-05-1st-un-pssudo Darkleech-Rig-V-payload-Cerber+ad TD3BE tmp exe
5 2017-01-05-1st-run-pseudo Darkleech-Rig-V-payload Cerber+ad TDIBE tmp exe
52017-01-05-1st-run-pseudo Darkleech-Rig-V-payload Cerber+ad TDIBE tmp exe
2120170105 1st-run-pseudoDarklesch-Rig-V-payload-Cerberrad 7D3BE tmp exe
=12017-01-05-Tst-run-pseudoDarklesch-Rig-V-payload-Cerberrad 7D3BE tmp exe
=12017-01-05-Tst-run-pseudoDarklesch-Rig-V-payload-Cerberrad 7D3BE tmp exe
r2D1 7-01-05-1st+un-pseudoDarkleech-Rig-V-payload-Cerberad 7D3BE tmp exe
5 2017-01-05-1st+un-pseudoDarkleech-Rig-V-payload-Cerberad 7D3BE tmp exe
&2017-01-05-1stun-pseude Darkleech-Rig-V-payload Cerberrad TDIBE tmp £xe
22017-01-05-1strun-pseude Darkleech-Rig-V-payload Cerberrad TDIBE tmp exe
& 2017-01-05-1st-un-pseudo Darkleech-Rig-V-payload-Cerber-ad 7D3BE tmp exe

1012 &3 Process Start
1012 &3 Thread Create
1012 &% Load Image
1012 &% Load Image
1072 &% Load Image
1012 [hCreateFile
1012 E8RegOpenkey
1012 ERegQueryValue
1012 EReqOpenKey
1012 E£RecOpenKey
1012 E%ReqCueryValue
1012 EReqCloseKey
1012 BhCreatsFile
1012 BhCreatsFile

1012 BhQueryBasicinformation File

1012 BhCloseFile

1012 BhCreatsFile

1012 gaC;eateFileMapmng
1012 ngreateFileMapmng
1012 &3 Load Image

1012 [BhCloseFie

1012 BhCreateFie

1012 BhQueryBasiclnformation File

1012 BhCloseFile

1012 BhCreateFie

1012 BhCreateFileMapping
1012 BhCreateFileMapping
1012 &% Load Image

1012 BhClossFie

1012 BhCreatsFile

1012 [BhQueryBasicinformationFile

1012 BhCloseFile

1012 BhCreateFile

1012 BhCreateFileMapping
1012 gaC;eateFileMapmng
1012 &3 Load Image

1012 [BhCoseFie

1012 E4RegOpenkey
1012 BhCreateFie

SUCCESS  Parent PID: 1256
SUCCESS  Thread ID: 1384
Users\PSM 2017 AppDatatLocalhT... SUCCESS  Image Base: (x40...

indows\System32'ntdl.dll SUCCESS  Image Base: (¢77...

indows"\SysWOWE4\ntdl dil SUCCESS  Image Base: (x77...

indows"Prefetch’2017-01-05-15T... NAME NOT... Desired Access: G..
HKLM \Software\Microsoft\Windows N... SUCCESS  Desired Access: Q..
HKLMNSOFTWARE \Microseft'Window...NAME NOT... Length: 1,024
HKLMSystem"CurrentCortrol Set\Cortr.. REPARSE  Desired Access: R.
HKLMSystem"CumrentControl Set\Cortr. . SUCCESS  Desired Access: R
HKLMSystem"CurentControl Set'Cortr . NAME NOT... Length: 1,024
HKLM\System"CumrentCortrol Set\Corttr... SUCCESS
C:\Windows SUCCESS  Desired Access: E.
C:\Windows'\System32'wow64.dll SUCCESS  Desired Access: R
C:\Windows\System32'wow64.dll SUCCESS  Creation Time: 21/
C:\Windows\System32'wow64.dll SUCCESS
C:\Windows\System32'wow64.dll SUCCESS  Desired Access: R
C:AWindows\System32\wow64.dil FILE LOCK... SyncType: SyncTy...
C:\Windows\System 32 wow64.dil SUCCESS  SyncType: SyncTy...
C:\Windows\System 32 wow64.dil SUCCESS  Image Base: (73...
C\Windows -Syslem32 wowed.dil SUCCESS
CAWindows', & SUCCESS  Desired Access: R..
CWindows', SUCCESS  CreationTime: 214...
CWindows', SUCCESS
CWindows', SUCCESS  Desired Access: R..
CWindows', FILELOCK... SyncType: SyncTy...
CAWindows': SUCCESS  SyncType: SyncTy.
C\Windows'\System32'wowb4win dl ~ SUCCESS  Image Base: (x73.
C\Windows'\System32'wowb4win dl ~ SUCCESS
C:\Windows'\System32'wowbdcpudl  SUCCESS  Desired Access: R
C:\Windows'\System32'wowbdcpudl  SUCCESS  CreationTime: 21/,
C\Windows\System32'wow64cpudl ~ SUCCESS
C\Windows\System32'wow64cpudl ~ SUCCESS  Desired Access: R
C:\Windows\System32'wowBdcpu dl  FILE LOCK .. SyncType: SyncTy.
C:A\Windows\System32'wowB4cpudl  SUCCESS  SyncType: SyncTy..
C:\Windows\System32'wow64cpudl SUCCESS  Image Base: (73...
C:\Windows\System32'wowb4cpudl  SUCCESS
HKLMN\SOFTWARE Microsoft WWOWE4 NAME NOT .. Desired Access: Q..
C\Windows'\System32'wowE4log.dll  NAME NOT... Desired Access: R...

Figure 6.27: Process Monitor initial screen



To use a filter, click on the Filter at the top of the screen and then select Operation in
the drop-down box on the left. In the next box, select Contains and, in the final field,
enter “tcp” Figure 6.28. This will display any TCP connections that were attempted

by the malware. The results can differ from what Wireshark packet capture detected.

L.-.IUIIIUMlUUl'\il}‘+1lIlLIII.UII L LU s B } IIIIM. L .

L
: B " Process Monitor Filter d
™
n| _Display entries matching these conditions:
M| || Operation ~ ||contains v | tep I ~ | then |Indude ~
™
=
e Reset r Add —l Remave
le
= | Column Relation Value Action &
e L‘éjOpemﬂnn contains tep Include
le @ Process Name  is Procmon exe Bxclude
e @ Process Name  is ProcmonG4 exe Exclude
= @ Process Name  is System Exclude
@ Operation beqgins with IRP_MJ_ Bxclude
9 |A€J0perstion  begins with FASTIO_ Exclude
Sl @ Path ends with pagefile sys Bxclude
| | & Path ends with St Exclude
el | @ Path ends with SVt Mirr Exclude v

Figure 6.28: Procmon filter TCP

After filtering, the results of Operation contain TCP in Figure 6.29 do not showed

up, this is means no TCP connection when this sample infected the computer.

| £F Process Monitor - ransomware 2.PML
File Edit Event Filter Tools Options Help

(cE | ABE  vAS &A% HB LM

Time of Day  Frocess Name PID Operation Path Result Detal

The current filter excludes all 61,341 events Backed by C: LL ABOUT 2.PML

Figure 6.29: Procmon filter results



Process Monitor can also use a display filter to show any files that were written to the
drive by the malware. Filter for any Operation matching “WriteFile” to display this in
Figure 6.30. Knowing what files are created on the system can help us identify
additional malware that was downloaded, as well as help build out a list of identifiers

that can search for later.

Display entries matching these conditions:

Operation ~ ||is ~ || WriteFile ~ | then |Indude

Reset Add

Column Relation Value Action 2

\uf Operation is WriteFile Include
@ Process Name  is Procmon.exe Exclude
@ Process Name  is Procmon64 exe Exclude
@ Process Name  is System Exclude
@ Operation begins with IRP_MJ_ Exclude
€3 Operation begins with FASTIO_ Exclude
@ Path ends with pagefile sys Exclude
L | @ Path ends with St Exclude
Path ends with SN Mirr Exclude ']

oK Cancel Apply

i ST L

Figure 6.30: Procmon filter Writefile

From these filtered results in Figure 6.31, it shows that our malware sample, 2017-01-
05-psuedoDarkleech-Rig-V-sends-Cerber-malware-and-artifacts.exe, created several files

on the system.

3:11:16.7098737 PM 22017-01-05-18trun-pseudoDarkleech-Rig-V-payload-Cerberrad 7D3BE tmp.axe 1012 B WriteFile
3:11:16.7105520 PM 017-01-05-1st-+un-pseudoDardesch-Rig-V-payload-Cerbertad 703BEimp exe 1012 BWmeF\\e
311:16.7242703 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 703BEtmp exe 1012 B‘Nmeﬂ\e
3:11:16.7250340 PM {82017-01-05-1st-+un-pseudoDarkleech-Rig-V-payload-Ceberrad 703BE tmpexe 1012 BAwiiteFie
3:11:16.7257287 PM 017-01-05-1st-+un-pseudoDarklesch-Rig-V-payload-Cerbertad703BEtmp exe 1012 B‘Nmeﬁ\e
3:11:16 7264592 FM 017-01-05-1st-run pseudoDarkdeech-Rig V-payload Cetberrad7D3BE tmp exe. 10712 [k WriteFile
311167271164 PM 017-01-05-1st-+un-pseudoDarklesch-Rig-V-payload-Cerbertad703BEtmp exe 1012 B‘Nmeﬁ\e
311167278162 FM 017-01-05-1st-run-pseudoDardesch-Rig-V-payload Cerberrad 703BEtmp exe 10712 EaWnleFMe
3:11:16.7284861 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 70 3BEtmp exe 1012 B‘Nmeﬁ\e
311167311148 PM 017-01-05-1st-run-pseudo Darkleech-Rig-V-payload Ceberrad7D3BE tmpexe. 1012 B WriteFile
3:11:16.7334952 PM {§2017-01-05-1st+un-pseudoDarkleech-Rig-V-payload-Cerberrad 7D3BE tmp exe 1012 BWmeF\\e
3:11:16.7351244 PM 017-01-05-1st-run-pseudo Dardeech-Rig- V-payload Ceberrad7D3BEtmpaxe. 1012 BAWriteFile
311:16.7366631 FM 017-01-05-1st-+un-pseudoDardesch-Rig-V-payload-Cerbertad 703BEtmp exe . 10712 BWNEF\\E
3:11:16.7380786 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 703BEtmp exe 1012 B‘Nmeﬂ\e
3:11:16.73545968 FM 017-01-05-1st-un-pssudoDarkdsech-Rig-V-payload-Cerberrad 7D3BE tmp exe. 1012 Bk WiriteFile
3:11:16.7409164 PM 017-01-05-1st-+un-pseudoDarklesch-Rig-V-payload-Cerbertad703BEtmp exe 1012 B‘Nmeﬁ\e
311167423437 FM 017-01-05-1st-run-pseudoDarkleech-Rig V-payload Cerberrad7D3BE tmp exe. 10712 [k WriteFile
3:11:16.7448120 PM +{52017-01-05-1stun-pseudoDarkleech-Rig-V-payload-Cerbertad 7D 3BEtmp.exe 1012 B‘Nmeﬁ\e
3:11:16. 7464235 PM 017-01-05-1st+un-pseudoDarkleech-Rig-V-payload-Cerberrad7D3BEtmp exe 1012 QaWnleFMe
3:11:16.7478652 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 70 3BEtmp exe 1012 B‘Nmeﬁ\e
3:11:16 7479838 PM 017-01-05-1st-run-pseudo Darkleech-Rig-V-payload Ceberrad7D3BE tmpexe. 1012 B WriteFile
311167481417 PM 017-01-05-1st-+un-pseudoDardesch-Rig-V-payload-Cerbertad 703BEimp exe 1012 BWmeF\\e
3:11:16.7482722 PM 017-01-05-1st-run-pseudoDarklesch-Rig-V-payload Ceberrad 703BEtmp exe . 1012 Q.WnleF\\e
3:11:16 7483623 FM 017-01-05-1st-un-pssudoDarkdsech-Rig-V-payload-Cerberrad 7D3BE tmp exe. 1012 Bk WriteFile
3:11:16.7484155 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 703BEtmp exe 1012 B‘Nmeﬂ\e
311167484438 FM 017-01-05-1st-un-pssudoDarkdsech-Rig-V-payload-Cerberrad 7D3BE tmp exe. 1012 Bk WiriteFile
311:16. 7484710 PM 017-01-05-1st-+un-pseudoDarklesch-Rig-V-payload-Cerbertad703BEtmp exe 1012 B‘Nmeﬁ\e
3:11:16 7485267 FM 017-01-05-1st-run-pseudo Darkleech-Rig V-payload Cetberrad7D3BE tmp exe. 10712 [k WriteFile
3:11:16.7485528 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 70 3BEtmp exe 1012 B‘Nmeﬁ\e
3:11:16.7486200 PM 017-01-05-1st+un-pseudoDarkleech-Rig-V-payload-Cerberrad7D3BEtmp exe 1012 QaWnleFMe
3:11:16.7486465 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 70 3BEtmp exe 1012 B‘Nmeﬁ\e
3:11:16.7486771 PM 017-01-05-1st-run-pseudo Dardeech-Rig- V-payload Ceberrad7D3BEtmpaxe. 1012 BAWriteFile
311:16.7520387 PM 017-01-05-1st-+un-pseudoDardesch-Rig-V-payload-Cerbertad 703BEimp exe 1012 BWmeF\\e
3:11:16.7529585 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 703BEtmp exe 1012 B‘Nmeﬂ\e
311:20.7324324 FM 017-01-05-1st-un-pssudoDarkdsech-Rig-V-payload-Cerberrad 7D3BE tmp exe. 3060 Bk WriteFils
3:11:20.7325525 PM 017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerbertad 703BEtmp exe 3060 B‘Nmeﬂ\e
3:11:20.7373763 FM 017-01-05-1st-run-pseudoDarkdeech-Rig V-payload Cetberrad 7D3BE tmp exe. 3080 [k WriteFile
3:11:20.7374822 PM -5 2017-01-05-1st+un-pseudoDarkleech-Rig-V-payload-Ceberad 7D 3BEtmp.exe 3060 B‘Nmeﬁ\e

“Users\PSM 2017\AppData®Local\T.. SLUCCESS  Offset: 0, Length: ...
“\Users\P.SM 2017\AppDatatlocal\T. SUCCESS  Offset: 32 768,
\Users\PSM 2017\AppDatalocal\T.. . SUCCESS  Offset: 0, Length: ...
\Users\PSM 2017 AppDataLocal\T. SUCCESS  Offset: 0, Length
“Users\PSM 2017\AppDatatLocal\T... SLUCCESS  Offset: 0, Length: ...
“Users\PSM 2017\ AppDataLocal\T.. SUCCESS  Offset: O, Length
0.
0,

“Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 0, Length: ...
“Users\PSM 2017\ AppData®Local\T.. SUUCCESS  Offset: 0, Length
‘\Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 0. Length: ...
“Users\PSM 2017\AppData‘local\T.. SUCCESS  Offset: 38,804, Le
‘Users\PSM 2017\AppData’Local\T.. SUCCESS  Offset: 54,965, Le...
“Users\PSM 2017\ AppData‘Local\T.. SUCCESS  Offset: 71,124, Le...
\Users\PSM 2017\AppData’Local\T.. SUCCESS  Offset: 87,272, Le
\Users\PSM 2017\AppData’Local\T.. SUCCESS  Offset: 103,424,
“Users\PSM 2017\ AppData‘Local\T.. SUUCCESS  Offset: 119574,
“Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 135,722,
“Users\PSM 201 7\AppData®Local\T.. SUUCCESS  Offset: 151877,
“\Users\PSM 2017\AppData®Local\T. SUCCESS  Offset: 168,048,
“Users\PSM 2017\ AppData®Local\T.. SUCCESS  Offset: 184,206,
\Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 205,713,
“Users\PSM 2017\AppData‘local\T.. SUCCESS  Offset: 0, Length
‘Users\PSM 2017\AppData’Local\T.. SUCCESS  Offset: 16,384, Le
“Users\PSM 2017\ AppData‘Local\T.. SUCCESS  Offset: 32,768, Le...
\Users\PSM 2017\ AppData‘Local\T. . SUUCCESS  Offset: 45,152, Le
\Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 65,536, Le...
\Users\PSM 2017\ AppData‘Local\T.. SUUCCESS  Offset: 81,920, Le
‘Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 98,304, Le...
“Users\PSM 2017\ AppData®Local\T.. SUUCCESS  Offset: 114,688, L.
‘\Users\PSM 2017\AppData’Local\T.. SUCCESS  Offset: 131.072, L...
“Users\PSM 2017\ AppData®Local\T... SLUCCESS  Offset: 147456, L.
‘\Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 163,840, L...
“Users\PSM 2017\ AppData‘Llocal\T. SUCCESS  Offset: 180,224, L.
‘\Users\PSM 2017\AppData’Local\T.. SUCCESS  Offset: 0. Length: ...
\Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 0, Length: ...
“Users\PSM 2017\ AppData‘Local\T..SUUCCESS  Offset: 0, Length
\Users\PSM 2017\AppData‘Local\T.. SUCCESS  Offset: 0, Length: ...
“Users\PSM 2017\ AppData®Local\T..SUUCCESS  Offset: 0, Length
\Users\PSM 2017\AppData‘\Local\T. SUCCESS  Offset: 0. Length: ...

rrrrere

Figure 6.31: Procmon filter WriteFile results



it can also display any changes 2017-01-05-psuedoDarkleech-Rig-V-sends-Cerber-
malware-and-artifacts.exe made to the Windows Registry. For this, it will look for the

value named RegSetValue in Figure 6.32 below.

B Process Monitor Filter it

Display entries matching these conditions:

Operation ~ | is ~ || RegSetvalus v|1hen Indude
Reset Add I Remove

Column Relation Value Action "

Cperation [ RegSetValue Include
6 Process Name  is Procmon exe Exclude
9 Process Name  is Procmonf4 exs Exclude
@ Process Name iz System Exclude
@ Cperation begins with IRP_M.J_ Exclude
€ Operation begins with FASTIO_ Exclude
9 Path ends with pagefile sys Exclude
€9 Path ends with SMt Exclude
€I Fath ends with SMRMiT Exclude v

Ok Cancel Apply

Figure 6.32: Procmon filter RegSetValue

After applying our filter, it shows that 2017-01-05-psuedoDarkleech-Rig-V-sends-Cerber-
malware-and-artifacts.exe made several changes to the registry when it executed in
Figure 6.33.

12017-01-05-1st-un-pseudoDarklesch-Rig-V-payload-Cerberrad 7DIBE tmp exe 3060 ﬁRegSat'value HKCUMSoftware\Classes'\Local Setting... SUCCESS  Type: REG_MULT..
3:11:24.2547920 PM {52017-01-05-1stun-pssudoDarkleech-Rig-V-payload Cerberad 7D3BE tmp axe. 3060 &Regsa Elus  HKCUM\Software'\Classes'\Local Setting... SUCCESS  Type: REG_MULT...
3:11:31.0980471 PM l?’,zm7—:1-:5-1stfun-pseudoDarkleech-R ‘payload-Cerberad7D3BEtmp.axe 3060 ﬁRegSat'value HKCUControl Panel\Desktop \Wallpaper SUCCESS  Type: REG_SZ. L...
3:11:33.8184115 PM 1"'3,21}1 7-01-05-1strun-pseudoDarkleech-Rig-Vpayload-Cerbertad 7DIBE tmp exe 3060 @ ReqSetValue | HKCUNSoftware\Microsoft\Windows\C... SUCCESS  Type: REG_DWO.

8184231 PM 1@2317—31-DS-1st-run-pseudoDad<leech-R payload-Cerberrad7DIBE tmp.exe 3060 E%RegSetValue  HKCLMSoftware\Microsoft\Windows\C... SUCCESS  Type: REG_DWO.

3:11:33.8206674 PM -5/2017-01-05-1st tun-pseudoDarkleech-Rig-V-payload-Cerberad7D3BE tmp.exe 2060 @ RegSetValue  HKCUNSoftware\Microsoft\Windows\C... SUCCESS  Type: REG_DWO.

3:11:33.8206783 PM 017-01-05-1st un-pseudoDarkleech-Rig-V-payload-Cerberad7D3BE tmp.exe. 3060 @ RegSetValue  HKCUNSoftware\Microsoft\Windows\C... SUCCESS  Type: REG_DWO.

3:11:35.0820843 PM 017-01-05-1st un-pseudoDarkleech-Rig-V-payload-Cerberad7D3BE tmp.exe. 3060 @ RegSetValue  HKCUNSoftware\Microsoft\Windows\C... SUCCESS  Type: REG_BINA...
3:11:35.3759091 PM 017-01-05-1st un-pseudoDarkleech-Rig-V-payload-Cerberad7D3BE tmp.exe. 3060 #%RegSetValue  HKCUNSoftwars\Microsaft\Direct3D\M... SUCCESS  Type: REG_SZ. L...
3:11:36.7715830 PM 017-01-05-1st-run-pseudoDarkleech-Rig-V-payload-Cerberad 7D3BE tmp.exe 3060 #¥RegSetValue  HKCUNSoftware\Microsoft\Speech\Voi... SUCCESS  Type: REG_SZ.
3:11:37.2061089 PM 017-01-05-1stfun-pseudo Darkleech-Rig-V-payload-Cerberrad 7TDIBE tmp e 3060 @Y RegSetVialue  HKCLNSoftware'\Microsoft\SpeechCur. SUCCESS  Type: REG_SZ.
3:11:37 2061567 PM 017-01-05-1stfun-pseudo Darkleech-Rig-V-payload-Cerberrad 7TDIBE tmp e 3060 @Y RegSetVialue  HKCLNSoftware'\Microsoft\SpeechCur. SUCCESS  Type: REG_SZ.
3:11:37.4343603 PM 017-01-05-1st un-pseudoDarkleech-Rig-V-payload-Cerberad7D3BE tmp.exe. 3060 #%RegSetValue  HKCUNSoftwars\Microsaft\Speech\Cur. SUCCESS  Type: REG_SZ. L...
3:11:37.4490489 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech“Cur. . SUCCESS  Type: REG_DWO.
3:11:37.5004986 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware \Microsoft\Speech“Ph... SUCCESS  Type: REG_SZ, L...
3:11:41.0850204 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech*Au... SUCCESS  Type: REG_SZ,
3:11:41.0850960 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech*Au... SUCCESS  Type: REG_SZ,
3:11:41.0851392 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech*Au... SUCCESS  Type: REG_SZ,
3:11:41.0851746 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech*Au... SUCCESS  Type: REG_SZ,
311:41.1311478 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech*Au... SUCCESS  Type: REG_SZ,
3:11:41.1311891 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech*Au... SUCCESS  Type: REG_SZ,
3:11:41.1441596 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech*Au... SUCCESS  Type: REG_SZ,
3:11:41.1441969 PM 017-01-05-1st-yun-pseudoDardeech-Rig-V-payload-Cerberrad 7D3BE tmp exe 3060 ﬂRegSeWalue HKCLMSoftware\Microsoft\Speech*Au... SUCCESS  Type: REG_SZ,
3:11:41.1442564 PM 017-01-05- st un-pssudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @4 RegSetValue  HKCU\Software\Microsoft\Speech™Au_ SUCCESS  Type REG_SZ.
3:11:41.1442860 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
371:41.1443736 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
371:41.1447461 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
3:11:41.15558719 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
3:11:41.1560083 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
3:11:41.15603%0 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
3:11:41.1560688 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
311:41.1561543 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
311:41.1561833 PM 017-01-05- st un-pseudoDarklesch-Rig V-payload Ceberad 7D3BE tmp exe. 3080 @ RegSetValue  HKCU\Software\Microsoft\Speech™Au_. SUCCESS  Type REG_SZ.
3:11:41.1565364 PM 017-071-05-1strun-pssudoDarklesch-Rig-V-payload Ceberad 7D3BE tmp exe 3060 @%RegSetValue  HKCU\Software\Microsoft\SpsechAu . SUCCESS  Typs REG_SZ.
3:11:41.1677230 PM 017-01-05-1strun-pssudoDarklesch-RigV-payload Ceberad 7D3BE tmp exe. 3060 @4 RegSetValue  HKCU'Software'\Microsoft\SpsechAu . SUCCESS  Typs REG_SZ.
3:11:41.1677466 PM 017-01-05-1strun-pssudoDarklesch-RigV-payload Ceberad 7D3BE tmp exe. 3060 @4 RegSetValue  HKCU'Software'\Microsoft\SpsechAu . SUCCESS  Typs REG_SZ.
3:11:41.1677603 PM 37 2017-01-05-1st+un-pseudoDarkdeech-Rig-V-payload Cerber-ad 7D3BE tmp exe 3060 gRegSmValua HKCUMSoftware\Microsoft'\Speech'Au.. SUCCESS  Type: REG_SZ,

L
L
L
L
L
L
L
L
L
L
L
L
L
L

Figure 6.33: Procmon filter RegSetValue results



Sample 3: 2017-01-12-ElTest-Rig-V-sends-CryptoMix-malware-and-artifacts
The third ransomware sample named Cryptomix has been run in a controlled
environment on a virtual machine. Shortly after executing the malware presented with

a notification screen as in Figure 6.34.

J—
"] INSTRUCTION RESTORE FILE - Notepad o

File Edit Format View Help
<--- INSTRUCTION RESTORE FILE --->

A1l of you files are encrypted with RSA-2048.
More information about the RSA can be found here:
http://en.wikipedia.org/wiki/RSA_(cryptosystem)

Decrypting of files is only possible with the private key and decrypt program, which is on our serv
To receive your private key:

Contact us by email , send us an email your (personal identification) ID number and wait for further
Our specialist will contact you within 24 hours.

E-MAILS:

supl@post.com - SUPPORT;

supl@oath.com - SUPPORT RESERVE;

Please do not waste your time! You have 72 hours only! After that server double your price!

Your personal identification ID: 6ed56ddea?7781d

A_- LESLI SPYING ON YOU -_-

Figure 6.34: CryptoMix ransomware screen

NetworkMinor Analysis

Examining the third sample, it shows that our machine contacted only 11 different IP
addresses and domains as in Figure 6.35. If you are new to network forensics, it is a
good idea to use a command like ‘whois’ and see who owns each of these IP addresses.
There are no suspicious host that were contacted in Figure 6.35. Different from the

second sample where do not know the name of the domain.



e

@ NetworkMiner 2,11 - [} b

File Tools Help

— Select @ network adapter in the list — ~ [ d Stop L]
Anomalies m i
Hosts (11) Fles  Images Messages Credentials Sessions (3) DNS (19) Parameters Keywords Filename ~ MD35

R ... 90965
Sort Hosts On: | IP Address (ascending) w Sort and Refresh ansem

[SBT] 13.82.28 61 [msn com]
91.121.244.84
98.138.253.109 fyahoo com]
98.139.183.24 [yahoo.com]

172217 27 14 [google .com]
152.168.157.1
192.168.157.2
192.168.157.128 (Windows)
206.190.36.45 fyahoo .com]

ol S

£ >
Reload Case

F Buffered Frames to Parse:

Figure 6.35: NetworkMiner Hosts tab

Typically, if an IP address or domain belong to a well-known company such as
Microsoft, Akamai, or Globalsign, it can reasonably ignore these requests. This
analysis assume this third ransomware sample do not have to make any outbound

connection by continue the further analysis.
Wireshark Analysis

Same as Wireshark Analysis on first and second sample: Locky ransomware. Open the
.pcapng file that saved during the execution of CryptoMix ransomware in Wireshark,

and search for “http.host” as shows in results in Figure 6.36.

M Ransomware3.pcapng
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Adm 1@ RBQRe=s=FT8=EQaan

I |htt|:-.hos‘d

Mo, Time Source Destination Protocol  Length Info
87 2817-85-17 15:32:58.888472 192.168.157.1 239,255.255.258 SSDP 216 M-SEAR
88 2817-85-17 15:32:51.889236 192.168.157.1 239,255.255.254 SSDP 216 M-SEAR
89 2817-85-17 15:32:52.183101 192.168.157.1 239,255.255.258 Ss5DP 216 M-SEAR
98 2817-85-17 15:32:53.117854 192.168.157.1 239.255.255.258 SSDP 216 M-SEAR

Figure 6.36: Wireshark http.host filter



After entering in the filter, only the packets matching “http.host” are displayed. Next,
right click one of the entries and select Follow - UDP Stream as in Figure 6.37. This

will show the raw packet details allowing for further analysis.

Length Info

216 M-SEARCH * HTTP/1.1

216 M-SEARCH * HTTP/1.1

216 M-SEARCH * HTTP/1.1
Mark/Unmark Packet Ctrl+M
Ignore/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctrl+T
Time Shift... Ctrl+Shift+ T
Packet Comment... Ctrl+Alt+C

Edit Resolved Mame

Apply as Filter
Prepare a Filter
Conversation Filter

Colorize Conversation

CCTD

v v v v -

Follow

TCP Stream
UDP Stream

Copy b

7 Protocol Preferences »
Decode As...
Show Packet in New Window

Figure 6.37: Wireshark Follow UDP Stream

From the resulting screen Figure 6.38, there are no suspicious information shows up.

In UDP Stream since it only state about the Google Chrome.

i ‘ Wireshark - Follow UDP Stream (udp.stream eq 20) - Ransomware3

M-SEARCH * HTTP/1.1

HOST: 239.255.255.258:1966

MAN: “ssdp:discover™

MX: 1

5T: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/S58.6.3829.110 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.258:1988

MAN: “ssdp:discover™

MX: 1

ST: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/58.8.3829.11@ Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.256:1966

MAN: “ssdp:discover™

MX: 1

ST: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/58.8.3829.118 Windows

M-SEARCH * HTTP/1.1

HOST: 239.255.255.25@:1566

MAN: "ssdp:discover™

MX: 1

ST: urn:dial-multiscreen-org:service:dial:1
USER-AGENT: Google Chrome/58.8.3829.118 Windows

Figure 6.38: Wireshark TCP Stream details



The details of Follow UDP Stream, it shows about the Host: “239.255.255.250” that
this analysis assume there is no bad outbound network connection occurs. It just

belongs Google Chrome.

File System Analysis
Regshot findings

Regshot shows that over 100 changes were made to the Registry from the time the first

and second snapshots were taken as in Figure 6.39 below.

HKU\S—l—S—El—E8280469?—2239422844—2?484
WWirtualStore\MACHINE\SOFTWARE\Wowb64 32N
“ZWCurrentVersioniyProfileList
48-1-5-21-882B804697-2239422844-27484701
0x00000001
HEUMNS-1-5-21-882804697-2235422844-27484
ZWirtualStore\MACHINESCFTHARE \Wowc432H
\NCurrentVer=sionhProfilelLi=t
\S-1-5-21-882B04697-2239422844-27484701
O0x 000000023

Total changes:173

Figure 6.39: Regshot total changes

If continue to scroll down the document, we will see that it outlines several different
aspects including the following. Remember that the numbers will vary based on the
computer as Total changes:173, Keys deleted: 5, Keys added: 14, and Values
deleted: 21. It shows which Registry keys were added or deleted in Figure 6.40 and

which values were deleted Figure 6.41.



Regshot 1.8.2

Comments:

Datetime:2017/5/17 07:28:31 , 2017/5/17 07:34:51
Computer :WIN-SINQ77JPIELR , WIN-SINQT77JPIER
Uszername:PSM 2017 , BSM 2017

I Feys deleted:5

HELM\SYSTEM\ControlSet001l\services\PROCMONZ 0\ Enum
HELM\SYSTEM\CurrentControlSet\services\PROCMONZ0\Enum
HREUA\S-1-5-21-882804657-22354220844-2748470147-1000\80ftware
\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
\Extensible Cache\MSHist012017041720170424
HEUNS3-1-5-21-8B2804657-2235422844-2748470147-1000\Software
\Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
\Extensible Cache\M3Hist01201705082017050%
HEUNS-1-5-21-8B2804657-2235422844-2748470147-1000\Software
“Microsoft\Windows\CurrentVersion\Internet Settings\5.0\Cache
\Extensible Cache\MSHi1st012017050%20170510

“ Feys added:14

HELM\ SOFTHARE\Microsoft\Tracing\2017-01-12-EITest-Rig-V—
CryptoMix—rad62a62 RASRPT3Z
HELMY SOFTWARE\Microzoft\Tracing\2017-01-12-EITe=t-Rig-V—
CryptoMix-rad62LE2 RASMANCS
HELM\ SYSTEM\Control3et001\Enum\Root \LEGACY PROCMCNZ20%\0000

\Control
 ——— O — W SS—" O — . ——

Figure 6.40: Regshot keys added

In addition to listing the changes, it provides in-depth details about which keys were
altered by changing happen in the registry. This can be useful in case the researcher

want to manipulate those keys manually.

Talue= deleted:21]

HELM\SYSTEM\ControlSet00l\services\PROCMCNZ0\Enum40: "Root
\LEGACY PROCMON20%0000"
HELMA\SYSTEM\ControlS8et001l\services\PROCMONZ 0\ Enum\ Count :
0x00000001

HELM\SYSTEM\ControlSet00l\services\PROCMCNZ 0\EnumiNextInstance:
0x 00000001
HELMA\SYSTEM\CurrentControlSeti\services\PROCMONZ0\Enum'0: "Root
\LEGACY PROCMON20%\0000"
HELM\SYSTEM\CurrentControlSet\services\PROCMONZ 0\Enum' Count:

0x 00000001

Figure 6.41: Regshot values deleted

Both ransomware not showing much of differences for the registry changes. But two
more sample are not reveals yet to see the general changes in registry if this malware

infected the computer.



Process Monitor Analysis

Process Monitor also shows changes made to the Registry but it only captures those

made by the API call, and may not show everything that occurred.

However, Process Monitor captures a whole lot more information. When viewing the

saved output from Process monitor in Figure 6.42, the results can be staggering

2 Process Menitor - Ransomware3.PML
File Edit Event Filter Tools Options Help

el | aBE | SAG| &K | #HB AW

Time of Day  Process Name PID  Operation Path Result Detail
3:31:28.3758348 PM 'E- 2017-01-12-ElTest-Rig-V-CryptoMixrad62A62tmp.exe 1096 LF Process Start SUCCESS  Parent PID: 1256
3:31:28.3758501 PM - 2017-01-12-ElTest-Rig-V-CyptoMicrad62A62tmp.exe 1096 &F Thread Create SUCCESS  Thread ID: 2788
3:31:28.4347962 PM 'E- 2017-01-12-ElTest-Rig-V-CryptoMixrad62A62tmp.exe 1096 £F Load Image ChUsers\PSM 2017 AppDatatLocal\T...SUCCESS  Image Base: (x84...
3:31:28.4349233 PM - 2017-01-12-ElTest-Rig-V-CryptoMix-rad62A62tmpexe 1096 &F Load Image indows"System 32ntdll dil SUCCESS  Image Base: (<77,
3:31:28.4350432 PM "N+ 2017-01-12-ElTest-Rig-V-CryptoMixtad62A62tmpexe 1096 L3 Load Image C:\Windows\Sys\WOWES \ntdll dil SUCCESS  Image Base: (x77...
3:31:28 4353320 FM - 2017-01-12-ElTest-Rig-V-CryptoMcradB2A62 tmpexe. 1096 [2h CreateFile C:\Windows'\Prefetch\2017-01-12-EIT... NAME NOT... Desired Access: G
3:31:28.4354786 PM - 2017-01-12-ElTest-Rig-V-CryptoMixad62A62tmpexe 1096 ¥ RegOpenkey HKLM\ Software\Microsoft \Windows N... SUCCESS  Desired Access: Q...
3:31:28 4355183 FM I 2017-01-12-ElTest-Rig- V-CryptoMixradB62AB2 tmp exe. 1096 % ReqGuenyValue HKLM\SOFTWARE Microsoft\Window... NAME NOT... Length: 1,024
3:31:28.4355438 PM W 2017-01-12-EITest-Rig-V-CryptoMixad62A62 imp.exe. 1096 &% RegOpenkey HELM\System*CumentControlSet\Cortr... REPARSE  Desired Access: R...
3:31:28 4355663 FM - 2017-01-12-ElTest-Rig- V-CryptoMixrad62A62 tmp exe 1096 % ReaOpenKey HKLMSystem‘\CumentControlSet\Contr... SUCCESS  Desired Access: R
3:31:28.4355873 PM - 2017-01-12-EITest-Rig-V-CryptoMixad62A62 mp.exe 1096 &% RegluenValus HELM\System*CurentControlSet\Cortr... NAME NOT... Length: 1,024
3:31:28 4356071 FM B 2017-01-12-ElTest-Rig-V-CryptoMixrad62A62 tmp exe 1096 % ReaCloseKey HEKLM"System‘\CumentControlSet\Cortr... SUCCESS
3:31:28.435881% PM - 2017-01-12-El Test-Rig-V-CryptoMixad62462tmp.exe 1096 BhCreateFle C:\Windows SUCCESS  Desired Access: E...
331284361778 PM - 2017-01-12-ElTest-Rig-V-CryptoMixrad62A62 tmpexe 1096 [ CreateFile C:\Windows\System 32'wow64 dll SUCCESS  Desired Access: R

- 2017-01-12-ElTest-Rig V-CryptoMixad62A62 tmp.exe 1096 BhQuenyBasiclformationFile vs' System 32 wowd.di SUCCESS  CreationTime: 21/...
- 2017-01-12-ElTest-Rig-V-CiyptoMixrad62A62 tmp exe. 1096 [2h CloseFile vs\System 32 wowb4 di SUCCESS

B- 2017-01-12-ElTest-Rig-VCryptoMix-rad62A62 tmp exe 1096 aCremeF\Ie vs\System 32wowEd di SUCCESS  Desired Access: R...
- 2017-01-12-El Test-Rig-V-CryptoMicrad62462 tmp sxe. 1096 [2hCreateFleMapping = v\ System 32 mows4 dl FILE LOCK... SyncType: SyncTy..
8- 2017-01-12-El Test-Rig-V-CryptoMixrad 62/ mpexe 1096 aﬁemeﬁlel\dapping C Wiindows\System 32 wow64.dll SUCCESS  SyncType: SyncTy..
W- 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe 1096 £F Load Image C:\Windows\System 32'wow6d dll SUCCESS  Image Base: (x73...

B 2017-01-12-ElTest-Rig-V-CryptoMixrad62A62 tmp exe 1096 gacsaFile wowbd.dll SUCCESS

- 2017-01-12-ElTest-Rig-V-CryptoMicrad62262 tmp.axe 1096 [BhCreatefile whdwindl  SUCCESS  Desired Access: R...
6 aQuewEaschnfarmaﬁonFila C:\Windows\System32'wowB4windl  SUCCESS  CreationTime: 21/...
& CloseFile C:\Windows\System 3. whdwin.dl  SUCCESS

6 @Createﬁle dows"System32'wowBdwin dl  SUCCESS  Desired Access: R
] aCredeF\IeMapping wowbBdwin.dl  FILELOCK... SyncType: SyncTy..
]
6

109
109
2017-01-12-El Test-Rig-V-CryptoMocrad62A62 tmp exe. 1051
2017-01-12-El Test-Rig-V-CryptoMixrad62A62 tmp.exe 1091
109
109
109

- 2017-01-12-E Test-Rig-V-CryptoMix-rad62A62 tmp exe A CrecteFileMapping wowBdwindl  SUCCESS  SyncType: SyncTy.
B 2017-01-12-ElTest-Rig-V-Crypto Mix+ad 62A62 tmp exe &% Load Image N System 32 wowBdwindl  SUCCESS  Image Base: 73...
H- 2017-01-12-E Test-Rig-V-CryptoMix-rad62A62 tmp exe 6 [k CloseFile ows' System 32 wowbdwin dl SUCCESS
- 2017-01-12-ETest-Rig-V-CryptoMixad62A62 imp.exe 1096 [ZhCrealeFile \Windows\System 32 wow64cpudl  SUCCESS  Desired Access: R...
20170112 ElTest-Rig V-CryptoMocrad62A62 tmp exe 1096 [k QueryBasicifomationFile  C:\Windows\System32'wow6dcpudl  SUCCESS  CreationTime: 21/
- 20717-01-12-ElTest-Rig-V-CrypioMixrad62A62 imp.exe 1096 [BhCloseFile C\Windows\System32'wowB4cpudl  SUCCESS
-12-ElTest-Rig-V-CryptoMicradb2A62 tmp.exe 1096 @Createl—'\le C |ndm\s System32'wowb4cpudl SUCCESS  Desired Access: R

-12-ElTest-Rig-V-CryptoMix1ad62A62 tmp.exe 1096 aCrederleMapping whidcpudl  FILELOCK... SyncType: SyncTy..
-ElTest-Rig-V-CryptoMixrad62A62 tmp exe 1096 EaCreateF\leMappmg wowbdcpudl ™ SUCCESS  SyncType: SyncTy.
-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe - 1096 £F Load Image \ wowBdcpudl  SUCCESS  Image Base: x73...
1096. gaﬂﬂsaﬁle Windows\System32wowBdcpudl - SUCCESS

1096 ﬁRegOpenK&y HEKLMASOFTWARE Microsoft \WOWE4 NAME MNOT... Desired Access: Q...

o 109 @Createﬁle C:\Windows'\System 32'wow64log dll MNAME MOT... Desired Access:
-E|Test-Rig-V-Crypto Mixrad 62Af ﬂztmpaxe 1096 .JLoad Imaga ' ‘|ndab\s System 32\kemel32.dl SUCCESS  Image Base: Ix76f...
:21.70 4401771 DA4 W 3047 A1 10 CiTecs Din \ Comia b mdACINCT s inoc fmy XXTY AMCURIC AN o123 Al CLICET L Doae DLTE
Showing 47,367 of 62,981 events (73%) Backed by C\Users\Elena\Desktop\ALL AEQUT PSMyRansemware3\Ransomware3,PML

Figure 6.42: Process Monitor initial screen

To use a filter, click on the Filter at the top of the screen and then select Operation in
the drop-down box on the left. In the next box, select Contains and, in the final field,
enter “tcp” Figure 6.42. This will display any TCP connections that were attempted
by the malware. The results can differ from what Wireshark packet capture detected.



After filtering, the results of Operation contain TCP in Figure 6.44 do not showed

Y] ] ] v . el ot I ] L
B ' Process Monitor Filter *
Display entries matching these conditions:
Operation ~ || contains w || top « | then |Indude
Reset Add Remove
Column Relation Walue Action €3
yj Operation contains tep Include
@ Frocess Name  is Frocmon exe Exclude
@ Process Name  is Procmon6d.exe Exclude
@ Process Name s System Exclude
@ Operation beging with IRP_MJ_ BExclude
€3 Operation begins with FASTIO_ Exclude
@ Path ends with pagefile sys Exclude
€3 Path ends with St Exclude
€3 Path ends with SR MiT Exclude v
0K Cancel Apply
——————ii s ———

Figure 6.43: Procmon filter TCP

up, this is means no TCP connection when this sample infected the computer.

27 Process Monitor - Ransomware3.PML
File Edit Event Filter Tools Options Help
ed ABE| A a5 | #E AW
Time of Day Process Mame PID Operation Path Result Detail
01-12-ElTest-Rig V-CryptoMocrad62A62 tmp.axe 1096 ik TCP Connect WIN-SING77JPIEA Jocaldomain; Length: 0. mss: 14...
"CryptoMicrad62A6Ztmp.exe 1 it TCP Connect WIN-SINQ77JPIEA localdomain: e Length: 0, mss: 14...
017-01-12-El Test-Rig-V-CryptoMocrad62A62 tmp exe 1096 4k TCP Connect WIN-SINQ77JPIEAlocaldomain:48330 . SUCCESS  Length: 0, mss: 14.
017-01-12-El Test-Rig-V-CryptoMucrad62A62 tmp exe 1096 -:‘.lTCF‘ Reconnect WIN-SINQY7IPIEA localdomain 49331 ... SUCCESS  Length: 0. segnum...
1-12-ElTest-Rig-V-CryptoMicrad62M62 tmp.exe 2% TCP Reconnect WIN-SINQ77JPIEA localdomain:49331 ..SUCCESS  Length: 0, seqnum...
1-12-ElTest-Rig V-CryptoMocrad62A62 tmp.exe 1096 sk TCP Connect WIN-SINGQ77JPIEA Jocaldomain:49332 .. SUCCESS  Length: 0. mss: 14...
8- 2017-01-12-E Test-Rig-V-CryptoMicrad62462 tmp.exe 1036 &% TCF Connect WIN-SING77JPIEAlocaldomain:49333 . SUCCESS  Length: 0, mss: 14...
8- 2017-01-12-El Test-Rig-V-CryptoMucrad62A62 tmp exe 1096 4% TCP Connect WIN-SINQ77JPIEA localdomain:43334 . SUCCESS  Length: 0, mss: 14.

: 0 W 2017-0-12-E/ Test-Rig-V-CiyptoMicad62A62 imp.exe 1096 sk TCP Disconnect WIN-SINQ77JPIEAlocaldomain:49328 . SUCCESS  Length: 0. segnum...
33z 359354 PM B- 2017-071-12-El Test-Rig-V-CryptoMicrad62A62 tmp.exe 1096 -‘f‘“TCP Disconnect WIN-SINQ77JPIEAlocaldomain:49329 ... SUCCESS  Length: 0, seqnum...
3:32:33 7360433 PM - 2017-01-12-ElTest-Rig-V-CryptoMacrad62462 tmp.exe 1096 4k TCP Disconnect WIN-SINQ77JPIEA Jocaldomain:49330 ... SUCCESS  Length: 0. segnum...
3:32:33.7363150 PM - 2017-01-12-El Test-Rig-VCryptoMocrad62A62tmp.exe 1096 &% TCP Disconnect WIN-SINQ77JPIEAlocaldomain:49332 .. SUCCESS  Length: 0, segnum...
3:32:33 7363754 PM - 20170112 ElTest-Rig V- CryptoMoc rad62A62tmp.exe 1096 iy TCP Disconnect WIN-SINQ77JPIEA localdomain:49333 ._SUCCESS  Length: 0, seqnum
3:32:33.7364474 PM 8- 2017-01-12-ElTest-Rig-V-CiyploMicrad62A62imp.exe 1096 4 TCP Disconnect WIN-SINQ77JPIEAlocaldomain:49334 . SUCCESS  Length: 0. segnum...
3:32:35.3048947 PM 8- 2017-01-12-ElTest-Rig-V-CryptoMocrad62462imp.axe 1612 alTCP Connect WIN-SINQ77JPIEAlocaldomain:49335 . .SUCCESS  Length: 0, mss: 14...
3:32:35 5545835 PM 'B- 2017-01-12-ElTest-Rig-V-CryptoMoxrad62A62tmp.exe 1612 s TCP Connect WIN-SINQ77JPIEAlocaldomain:49336 . .SUCCESS  Length: 0. mss: 14...
3:32:35.9954370 PM B- 2017-01-12-El Test-Rig-V CryptoMocrad62462imp.exe 1612 4k TCP Connect WIN-SINQ77JPIEAlocaldomain:49337 . SUCCESS  Length: 0, mss: 14...
3:32:58 4376278 PM - 2017-01-12-ElTest-Rig V- CryptoMoc rad62A62tmp.exe 1612 iy TCP Disconnect WIN-SINQ77JPIEA localdomain:49335 . SUCCESS  Length: 0, seqrum
3:32:58.4378826 PM 8- 2017-01-12-ElTest-Rig-V-CiyploMixcrad62A62imp.exe 1612 4l TCP Disconnect WIN-SINQ77JPIEA Jocaldomain:49336 . .SUCCESS  Length: 0. segnum...
3:32:58.4380098 PM 8- 2017-01-12-El Test-Rig-V-CryptoMocrad62A62imp.axe 1612 44 TCP Disconnect WIN-SINQ77JPIEAlocaldomain:49337 . .SUCCESS  Length: 0, seqrum...

Figure 6.44: Procmon filter results

Process Monitor can also use a display filter to show any files that were written to the
drive by the malware. It will filter for any Operation matching “WriteFile” to display
this in Figure 6.45. Knowing what files are created on the system can help us identify
additional malware that was downloaded, as well as help build out a list of identifiers

can search for later.



SAVINdowWs Woysy SULLESS ﬁge base: iy
B Process Maonitor Filter *
Display entries matching these conditions:
Operation w s ~ || WriteFile w | then |Indude
Reszet I Add I Remaove
PN | Column Relation Value Action ~
yj Operation is Write File Include
pi g Process Name  is Procmon.exe Exclude
pi @ Process Name  is Procmon64 exe Exclude
53 Process Name  is System Exclude
Q Operation begins with IRP_MJ_ Exclude
&3 Operation begins with FASTIO_ Exclude
B @ Path ends with pagefile sys Exclude
€3 Path ends with SMft Exclude
L & Path ends with SR MiT Exclude v
i
oK Cancel Apply

Figure 6.45: Procmon filter Writefile

From these filtered results in Figure 6.46, it shows that our malware sample, 2017-01-
12-ElTest-Rig-V-sends-CryptoMix-malware-and-artifacts.exe, created several files on the

system.



=7 Process Monitor - Ransomware3. PML

File Edit Event Filter Tools Options Help
[eE | aBE | >AS | &8 | BB LW
Time of Day Process Mame PID  Operation Path Result Detail
3:31:31.3025312 PM & 2017-01-12-ElTest-Rig V-CryptoMicrad6 2462 tmp exe 1096 [Bh WiiteFile C:AWindows SUCCESS  Offeet: 12,288, Le...
3:31:31.3044288 PM & 2017-01-12-ElTest-Rig V-CryptoMicrad6 2462 tmp exe 1096 B WiiteFile WPSM 201 Tntuser dat LOG1  SUCCESS  Offset: 0, Length: ...
3:31:31.3048927 PM '8 2017-01-12-ElTest-Rig V-CryptoMicrad6 2462 tmp exe 1096 Bh WiiteFile WPSM 201 Tntuser dat LOG1  SUCCESS  Offest: 512, Lengt...
3:31:31.3053565 PM ' 2017-01-12-ElTest-Rig V-CryptoMicrad6 2462 tmp exe 1096 B WiiteFile WPSM 201 Tntuser dat LOG1  SUCCESS  Offset: 1024, Len...
3:31:31.3060231 PM & 2017-01-12-ElTest-Rig V-CryptoMicrad6 2462 tmp exe 1096 B WiiteFile WPSM 201 Tntuser dat LOG1  SUCCESS  Offset: 5,120, Len...
3:31:31.3064507 PM & 2017-01-12-ElTest-Rig V-CryptoMicrad6 2462 tmp exe 1096 B WiiteFile WPSM 201 Tntuser dat LOG1  SUCCESS  Offset: 9,216, Len...
3:31:31.3101935 PM & 2017-01-12-ElTest-Rig V-CryptoMicrad6 2462 tmp exe 1096 B WiiteFile WPSM 201 Tntuser dat LOG1  SUCCESS  Offset: 13,312, Le...
3:31:31.3106442 FM 8- 2017-01-12-El Test-Rig-V-CryptoMicrad62A62tmp.exe 1096 [Zh WriteFile \PSM 201 7ntuserdat. LOG1  SUCCESS  Offset: 17,408, Le...
3:31:31.3112088 FM - 2017-01-12-El Test-Rig-V-CryptoMicrad62A62tmp.exe 1096 [Zh WriteFile C\Users\PSM 201 7ntuser dat. LOG1  SUCCESS  Offset: 21,504, Le...
3:31:31.3115855 FM - 2017-01-12-El Test-Rig-V-CryptoMic-rad62A62 tmp.exe 1096 [Zh WriteFile C\Users\PSM 2001 ntuser dat. LOG1  SUCCESS  Offset: 25,600, Le
3:31:31.3119130 FM B 2017-01-12-El Test-Rig-V-CryptoMix-rad62A62 tmp.exe 1096 [2h WriteFile C\Users\PSM 201 'ntuser dat. LOG1  SUCCESS  Offset: 29,696, Le
3:31:31.3123613 FM - 2017-01-12-El Test-Rig-V-CryptoMix-rad62A62 tmp exe 1096 [Zh WriteFile CAUsers\PSM 2001 'ntuser dat. LOG1  SUCCESS  Offset: 33,792, Le
3:31:31.3127048 FM - 2017-01-12-El Test-Rig-V-CryptoMix-rad62A62 tmp.exe 1096 [Zh WriteFile C\Users\PSM 201 hntuser dat. LOG1  SUCCESS  Offset: 37,888, Le
3:31:31.3130404 FM 8- 2017-01-12-El Test-Rig-V-CryptoMic-rad62A62 tmp.exe 1096 [2h WiiteFile ChUsers\PSM 201 7hntuser dat.LOG1  SUCCESS  Offset: 41,984, Le
3:31:31.3145797 FM 8- 2017-01-12-El Test-Rig-V-CryptoMic-rad62A62 tmp.exe 1096 [2h WiiteFile CUsers\PSM 201 TWNTUSER DAT SUCCESS  Offset: 0, Length
3:31:31.3167190 PM 8- 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [ WriteFile C:\Users\PSM 2017\NTUSER.DAT SUCCESS  Offset: 4096, Len...
3:31:31.3168808 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [hWriteFile \Users\PSM 201 "NTUSER.DAT SUCCESS  Offset: 106.496. L...
3:31:31.3170724 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [ WriteFile sers\PSM 201 7WNTUSER.DAT SUCCESS  Offset: 339.968. L.
3:31:31.3172877 PM & 2017-01-12-ETest-Rig V-CryptoMicrad62A62tmp.exe 1096 [hWriteFile “\Wsers\PSM 201 TW\NTUSER.DAT SUCCESS  Offset: 344064, L.
3:31:31.3174956 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [hWiriteFile C:\Users\PSM 2017\NTUSER.DAT SUCCESS  Offset: 503.808. L...
3:31:31.3176974 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62 tmp.exe 1096 [ WiriteFile C:\Users\PSM 2017\NTUSER.DAT SUCCESS  Offset: 507.904. L.
3:31:31.3172406 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [hWriteFile C:\Users\PSM 2017\NTUSER.DAT SUCCESS  Offset: 540,672, L.
3:31:31.3180345 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [ WiriteFile C:\Users\PSM 2017\NTUSER.DAT SUCCESS  Offset: 548,864, L.
3:31:31.3182256 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [ WiriteFile C:\Users\PSM 2017\NTUSER.DAT SUCCESS  Offset: 557,056, L...
3:31:31.3183543 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [hWiriteFile C:\Users\PSM 2017\NTUSER.DAT SUCCESS  Offset: 565,344, L.
3:31:31.3185630 PM - 2017-01-12-ElTest-Rig V-CryptoMixrad62A62tmp.exe 1096 [hWiiteFile C:AUsers\PSM 201 ANTUSER.DAT SUCCESS  Offset: 573,440, L.
3:31:31.3424057 PM & 2017-01-12-ElTest-Rig V-CryptoMicrad62A62 tmp.exe 1096 [hWiiteFile C:AUsers\PSM 201 ANTUSER.DAT SUCCESS  Offset: 0, Length: ..
3:31:31.3443036 PM & 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [hWiiteFile ! WPSM 201 7ntuser dat LOG1  SUCCESS  Offset: 0, Length: ...
3:31:31.3448087 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62 tmp.exe 1096 [hWiiteFile WPSM 201 7ntuser dat LOG1  SUCCESS  Offset: 512, Lengt...
3:31:31.3451978 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62 tmp.exe 1096 [h WiiteFile WPSM 201 7ntuser dat LOG1  SUCCESS  Offset: 1,024, Len...
3:31:31.3457776 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62 tmp.exe 1096 [hWiiteFile “PSM 201 7ntuser dat LOG1  SUCCESS  Offset: 5,120, Len...
3:31:31.3462528 PM - 2017-01-12-ElTest-Rig V-CryptoMicrad62A62tmp.exe 1096 [oh WiriteFile WPSM 201 Pntuser dat LOG1  SUCCESS  Offset: 3,216, Len...
3:31:31.3465068 PM 'B- 2017-01-12-ElTest-Rig-V-Crypto Mix-rad 62/ 1096 [FhWiiteFile WPSM 201 Phntuserdat LOG1  SUCCESS  Offset: 13,312, Le...
3:31:31.3477487 PM 'E- 2017-01-12-ElTest-Rig-V-CryptoMicrad 1096 [ZhWiiteFile WPSM 201 Pntuserdat LOG1  SUCCESS  Offset: 17,408, Le...
3:31:31.3487416 PM- 'B- 2017-01-12-ElTest-Rig-V-CryptoMicrad 1096 [FhWiitsFils C:AUsers\PSM 2017\NTUSER.DAT SUCCESS  Offset: 0, Length: ...
3:31:31.3454989 PM - 2017-01-12-ElTest-Rig-V-CryptoMicrad 1096 [FhWiritsFils CAUsers\PSM 201 MWNTUSER.DAT  SUCCESS  Offset: 4096, Len...
3:31:31.3436451 PM B 2017-01-12-ElTest-Rig-V-Crypto Micrad 1096 [FhWiit=Fil= C:A\Users\PSM 2017ANTUSER.DAT SUCCESS  Offset: 106,496, L...
3:31:31.2458240 PM 'B- 2017-01-12-ElTest-Rig-V-CryptoMicrad 1096 [hWiit=Fils C:AUsers\PSM 201 7ANTUSER.DAT SUCCESS  Offset: 540,672, L.
3:31:31.3500161 PM 'E- 2017-01-12-ElTest-Rig-V-CryptoMic rad 62/ ! 1096 [h WiiteFile C:AUsers\PSM 201 7ANTUSER.DAT SUCCESS  Offset: 548,864, L.
3:31:31.3502512 PM W 20170112 ElTest Rig V- CryptoMic rad62462tmpae 1096 [+ WiiteFile C:AUsers\PSM 2017ANTUSER DAT SUCCESS  Offset: 581,632, L.
2.21.21 IENCOCA DA W 17 01 17 ClTact Din W Comds bl ACTALD 4 1noc 3 ikis-c, AL AOCR N1 TRMTIICCD DAT Lo Wi s o Tt U] e

Procmon can also display any changes 2017-01-12-ElTest-Rig-V-sends-CryptoMix-

malware-and-artifacts.exe made to the Windows Registry. For this, it will look for the

Showing 382 of 62,981 events (0.60%)

Figure 6.46: Procmon filter WriteFile results

value named RegSetValue in Figure 6.47 below.

Backed by C:\Users'Elena\Desktop\ALL ABOUT PSM'\Ransomware3\Ransomware3.PML
R o s I I E== == = = T 5 B EESESS———




A Al LA

Rl LW mie P ]

Ullm UL

B " Process Monitor Filter

.I
.I
hl Display entries matching these conditions:
:: Operation ~|lig ~ || RegSetValue w | then |Indude
.I
L Reset Add Remove
Column Relation Value Action el
d Operation is RegSetValue Include
@ Process Name s Procmon exe Exclude
@ Process Name s Procmon64.exe Exclude
@ Process Name s System Exclude
@ Operation begins with IRP_MJ_ Exclude
€39 Operation begins with FASTIO_ Exclude
‘3 Path ends with pagefile sys BExclude
€39 Path ends with SMft Exclude
€9 Path ends with St Mirr Exclude v
oK Cancel Apply
i ll.l i i‘ O R LT LI AT LI {"h ot e I e

Figure 6.47: Procmon filter RegSetValue

After applying our filter, it shows that 2017-01-12-ElTest-Rig-V-sends-CryptoMix-

malware-and-artifacts.exe made several changes to the registry when it executed in

Figure 6.48.

ZJ Process Monitor - Ransemware3.PML
File Edit Event Filter Tools Options Help

(EEd RBE vAS | M5 HBAIM
Time of Day Process Name PID  Operation Path Result Detail

3:31:31.2868628 PM - 20170112 ElTest-Rig V CryptoMic rad62A62tmp exe 1096 @ RegSetValue HKCUMSoftware'\Microsoft Wi _SUCCESS  Type: REG_SZ. L.
3:31:31.3439996 PM - 2017-01-12-ElTest-Rig- VCryptoMicrad62A62 tmp exe 1096 @ ReqSetValue HKCUNSoftwars\Microsoft _SUCCESS  Type: REG_SZ. L.
3:31:31.3521700 PM W 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe - 1096 @, RegSet Value HKCLMSoftware\Microsoft Windows)S.. SUCCESS  Type: REG_SZ.L...
3:31:32.042%077 PM B 2017-01-12-ElTest-Rig-V-CnyptoMic-rad62A62 tmp.exe 1096 ﬁﬂegSet'\u’alue HKCL"Seftware\Microsoft WWindows"C... SUCCESS  Type: REG_SZ, L.
3:31:32.0555254 PM 8- 2017-01-12-ElTest-Rig-V-CryptoMix-rad62A62 tmp exe 1056 ﬂRegSet"w"alue HKCU Software\Microsoft \Windows"C... SUCCESS  Type: REG_SZ.L...
3:31:32.2852286 PM E- 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp exe. 1096 @4, RegSetValue HKLM\SOFTWARE \Wow6432Node'.. SUCCESS — Type: REG_DWO

3:31:32.2854392 PM W- 2017-01-12-ElTest-Rig-V-CryptoMic-rad62A62tmp.exe 1096 @ RegSetValue HKLM\SOFTWARE\Wow6432Node\... SUUCCESS  Type: REG_DWO...
3:31:32 2856589 PM - 2017-01-12-ElTest-Rig VCrnyptoMicrad6 2462 tmp exe 1096 @% RegSetValue HKLM\SOFTWARE Wow432Node\. . SUCCESS  Type: REG_DWO...
3:31:32.2859130 PM - 2017-01-12-ElTest-Rig VCryptoMicrad6 2462 tmp exe 1096 &% RegSetValue HKLM\SOFTWARE Wow6432Node\. . SUCCESS  Type: REG_DWO...
3:31:32 2863055 PM - 20170112 ElTest-Rig V CryptoMic rad62A62tmp exe 1096 % RegSetValue HKLM\SOFTWARE Wow6432Node\. . SUCCESS  Type: REG_DWO...
3:31:32. 2865328 PM - 2017-01-12-El Test-Rig V-CryptoMicrad62462 tmp exe 1096 % RegSetValus HKLMY . SUCCESS  Type: REG_EXPA..
3:31:32.2878924 PM - 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe 1096 @4 RegSetValue HKLM\ SUCCESS  Type: REG_DWO...
3:31:32.2880881 PM - 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe 1096 @2, RegSetValue HKLM\SOFTWARE \Wow6432Nod SUCCESS  Type: REG_DWO..
3:31:32.2882816 PM - 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe 1096 @2 RegSetValue HKLM\SOFTWARE \Wow6432Nod SUCCESS  Type: REG_DWO..
3:31:32.2884829 PM E- 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp exe. 1096 @4, RegSetValue HKLM\SOFTWARE \Wow6432Node'.. SUCCESS — Type: REG_DWO

3:31:32.2888742 PM W= 2017-01-12-ElTest-Rig-V-CryptoMic-rad62A62tmp.exe 1096 @ RegSetValue HKLM\SOFTWARE\Wow6432Node\... SUUCCESS  Type: REG_DWO...
3:31:32.2850851 PM - 2017-01-12-ElTest-Rig VCryptoMicrad6 2462 tmp exe 1096 &% RegSetValue HKLM\SOFTWARE Wow6432Nod SUCCESS  Type: REG_EXPA..
3:31:32.3349103 PM T 20170112 ElTest Rig V CryptoMic rad62A62tmp exe 1096 @ ReaSetValue HKCUMSoftware'\Mi .SUCCESS  Type: REG_DWO..
3:31:32.3350640 PM - 20170112 ElTest Rig V CryptoMic rad62A62tmp exe 1096 @ RegSetValue HKCUMSoftware'\Mi .SUCCESS  Type: REG_BINA..
3:31:32.3815710 PM - 2017-01-12-El Test-Rig V-CryptoMicrad62462tmp exe 1096 @ RegSetValue HKCUNSoftwars \Mi .SUCCESS  Type: REG_DWO..
3:31:32.3815886 PM - 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe 1096 @4, RegSetValue HKCU\Software\Mi “C...SUCCESS  Type: REG_DWO...
3:31:32.3845135 PM - 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe 1096 @2, RegSetValue HKCU\Software\Mi C...SUCCESS  Type: REG_DWO...
3:31:32.3845298 PM - 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe 1096 @2 RegSetValue HKCU\Software\ “C...SUCCESS  Type: REG_DWO...
3:31:54.7078471 PM B- 2017-01-12-ElTest-Rig-V-CryptoMix-rad62A62 tmp.exe. 1096 &% RegSetValue HKCLSoftware), SUCCESS  Type: REG_BINA.

3:31:54.7188776 PM W- 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62tmp.exe 1096 @ RegSetValue HKCU\Software\Mi ...SUCCESS  Type: REG_BINA..
3:32.04.5753647 PM - 201701-12-ElTest-Rig VCryptoMicrad6 2462 tmp exe 1096 &% RegSetValue HKCUMSoftware'\Mi 45, SUCCESS  Type: REG_SZ. L.
3:32:37.1909168 PM - 20170112 ElTest Fig V CryptoMic rad62A62tmp exe 1612 % RegSetValue HKCUMSoftware'\Mi .SUCCESS  Type: REG_DWO..
3:32:37.1909245 PM - 20170112 ElTest-Rig V CryptoMic rad62A62tmp exe 1612 % RegSetValue HKCUMSoftware'\Mi .SUCCESS  Type: REG_DWO..
3:32:37.1923317 PM - 2017-01-12-El Test-Rig V-CryptoMicrad62462tmp exe 1612 @ RegSetValue HKCUNSoftwars \Mi C..SUCCESS  Type: REG_DWO...
3:32.37.1923388 PM - 2017-01-12-ElTest-Rig-V-CryptoMicrad62A62 tmp.exe. 1612 @4, RegSetValue HKCL'\Software\Microsoft \Windows'C... SUCCESS  Type: REG_DWO...

Figure 6.48: Procmon filter RegSetValue results




Sample 4: 2017-01-30-EITest-fake-Chrome-popup-sends-Spora-malware-and-artifacts

The last sample of ransomware named Spora ransomware in a controlled environment on a
virtual machine. Shortly after executing the malware | was presented with a Chrome Web

Browser screen as shown in Figure 6.49.

/ [ Spora Ransomware X \ [a]lol@] % n
C' | © file///C:/Users/PSM%202017/Desktop/US2B3-89FTK-TZTZT-OFTXA.HTML W o

All your work and personal files were encrypted

To restore data, obtaining guarantees and support,
follow the instructions in your account.

0 https:#ispora.biz »

Personal Area

US2B3-89FTK-TZTZT-OFTXA

What happened?

1.0niff we can restore Yourfles.

Youl & benn modifie sing RSA-1024 algarith Reverse recovery Process s
called deefyption. This fequires your unigue key. Iti8 impossible to find it somewhere or
"hack”

2. Do not i to intermediaries

Figure 6.49: Spora ransomware screen

NetworkMinor Analysis

Examining the last sample, it shows that our machine contacted over 40 different IP
addresses and domains as in Figure 6.50. If you are new to network forensics, it is a

good idea to use a command like ‘whois’ and see who owns each of these IP addresses.



&N NetworkMiner 2.1.1 — O x

T

File Toels Help

— Select a network adapter in the list — ~| |

Keywords  Anomalies Case Fanel

Hosts (42) Files (59) Images Messages Credertials (1) Sessions (39) DNS (74) Parameters (1286) | filename  MD5
Ransom... 50c04

Sort Hosts On: | IP Address (ascending) ~ Sort and Refresh
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Figure 6.50: NetworkMiner Hosts tab

The Figure 6.50 above show a suspicious host:
crl.comodoca.com.cdn.cloudflare.net that used as baselined for the further analysis
that is Wireshark Analysis. Typically, if an IP address or domain belong to a well-
known company such as Microsoft, Akamai, or Globalsign, it can reasonably ignore
these requests. For example, if it run the ‘whois’ command on the gstatic.com domain,

it shows that it is owned by Google Figure 6.51.



Domain Name: GSTATIC.COM

Registry Domain ID: 1400552154_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.markmonitor.com

Registrar URL: http:/fwww.markmonitor.com

Updated Date; 2017-01-10T10:25:517

Creation Date: 2008-02-11T15:31:25Z

Reqistry Expiry Date: 2018-02-11T15:31:25Z

Registrar: MarkMonitor Inc.

Registrar IANA 1D: 292

Registrar Abuse Contact Email: abusecomplzints@markmonitor.com

Registrar Abuse Contact Phone: +1.2083895740

Domain Status: clientDeleteProhibited https:/ficann.org/epp# clientDeleteProhibited
Domain Status: clientTransferProhibited https://icann.org/epp#dientTransferProhibited
Domain Status: clientUpdateProhibited https:/ficann.org/epp#clientUpdateProhibited
Domain Status: serverDeleteProhibited https:/{icann.org/epp#serverDeleteProhibited
Domain Status: serverTransferProhibited https://icann.org/epp#serverTransferProhibited
Domain Status: serverUpdateProhibited https://icann.org/epp#serverUpdateProhibited
Mame Server: N51.GOOGLE.COM

Name Server: NS2.GOOGLE.COM

Name Server: N53.G00GLE.COM

Mame Server: N54.GOOGLE.COM

DNSSEC: unsigned

URL of the ICANN Whois Inaccuracy Complaint Form: hitps:/ fwww.icann.org/wict/
=== Last update of whois database: 2017-07-26T14:45:517 <<«

Figure 6.51: gstatic.com belongs to Google

Figure 6.51 above shows the results from ‘whois’ with IP Address 104.16.93.188
where the domain name belongs to GSTATIC.COM which it owned by Google.
crl.comodoca.com.cdn.cloudflare.net in Figure 6.50 is used as baselined for the

further analysis in Wireshark Analysis.

Wireshark Analysis

Same case as sample 1. Cerber ransomware, crl.comodoca.com.cdn.cloudflare.net

domain searched in Wireshark as identified in NetworkMiner analysis.

M Ransomwared.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

Am 2@ REQe=>=78=Eqaqn

[ |http.host

Mo. Time Source Destination Protocol  Length Info
1 2817-85-17 15:46:51.181122 192.168.157.1 239_355_255_358 550P 216 M-SEARCH * HTTP/1.1
2 2817-85-17 15:46:52.179338 192.168.157.1 239_355_255_358 550P 216 M-SEARCH * HTTP/1.1
3 2817-85-17 15:46:53.179919 192.168.157.1 239_355_255_358 550P 216 M-SEARCH * HTTP/1.1

Figure 6.52: Wireshark http.host filter

After entering in the filter, only the packets matching “http.host” are displayed. Next,
right click one of the entries and select Follow - TCP Stream as in Figure 6.53. This

will show the raw packet details allowing for further analysis.



= —— o
2 Mark/Unmark Packet Ctrl+M
— Ignore/Unignore Packet Ctrl+D
Set/Unset Time Reference Ctrl+T Protocol  Length Info . 5
251/ ) ) . pse SSDP 216 M-SEARCH * HTTP/1.1
:52. Rmsshits SHRIIET | o SSDP 216 M-SEARCH * HTTP/1.1
:53, Packet Comment... Cri+Alt+C  bsp S5OP 216 M-SEARCH * HTTP/1.1
:17. ] 258 S5OP 216 M-SEARCH * HTTP/1.1
:18. Edidk=soRed/iarpe 258 S5OP 216 M-SEARCH * HTTP/1.1
219, : 058 550P 216 M-SEARCH * HTTP/1.1
Apply as Filter L4
120, 258 S5OP 216 M-SEARCH * HTTP/1.1
132, Prepare a Filter 0 HTTP 461 GET /fwlink/?LinkId=57426&Ext=KEY HTTP/1.1
233. Conversation Filter [ 1 HTTP 465 GET /fileassoc/fileassoc.asp?Ext=KEY HTTP/1.1
135, Colorize Conversation y Bse SSOP 216 M-SEARCH * HTTP/1.1
:36. cetn , pse S5OP 216 M-SEARCH * HTTP/1.1
i3 = = PR -SEARCH * HTTP/1.1
138 Follow » TCP Stream 216 §-SEARCH * HTTP/1.1
241 — ET /MFEWTZBNMEswSTAJBgUrDgMCGEUABES56bKHACUDY2E
242 Copy 0 286 GET /MFEWTZBNMEswSTAJBEUrDEMCGEUABBREIBRNBP®2F14]
:5. S5L Stream 216 M-SEARCH * HTTP/1.1
:51. ReieclBEEEncs g HTTP Stream 216 M-SEARCH * HTTP/1.1
152, Decode As... PSe SSOF 216 M-SEARCH * HTTP/1.1
=53 Show Packet in Mew Window 258 S55DP 216 M-SEARCH * HTTP/1.1
:12. TvzTIDOTIaT Iz Tes IO ITT HTTP 287 GET /COMODORSACertificationfuthority.crl HTTP/1.1
:13.184808 192.168.157.128 117.18.237.29 HTTP 481 GET /MFEwTzBNMEswSTAJBgUrDgMCGEUABBTTqhLjKLEIQZP]

Figure 6.53: Wireshark Follow TCP Stream

From the resulting screen Figure 6.54, several interesting things shows up. Starting at
the top, it shows that this was an HTTP GET request. This means that our machine
made a request (GET) to the remote site crl.comodoca.com.cdn.cloudflare.net. The
remote site responded with an HTTP/1.1 200 OK, which shows that the server

accepted our request.

This analysis is also presented with the date of the request and information about the
server. It shows the version of PHP that is running, as well as an indication of where
the site is hosted. Our example shows Cloudflare, which is a content delivery network
in the United States.



4 M Wireshark - Follow TCP Stream (tcp.stream eq 30) - Ransomwared E

GET /COMODORSACertificationAuthority.crl HTTP/1.1
FLLCache_Control: max_age - 14480

Connection: Keep-Alive

1 | Accept: */*

k| If-Modified-Since: Wed, @3 May 2017 18:08:32 GMT
| |User-Agent: Microsoft-CryptoAPI/6.1

Host: crl.comodoca.com

HTTP/1.1 288 OK

Date: Wed, 17 May 2817 ©7:46:45 GMT
Content-Type: application/x-pkes7-crl
Transfer-Encoding: chunked
Connection: keep-alive

Set-Cockie: _ cfduid=dS5c313a7b@ee4508Tel89b8cy555ed34belaa5@07205; expires=Thu, 17-May-18 @7:46:45 GMT; path=/;
domain=.comodoca.com; HttpOnly
Last-Modified: Tue, 16 May 2017 28:88:32 GMT
ETag: W/"591b5c4@-334"

X-CCACDN-Mirror-ID: fsedcacrle
Cache-Control: public, max-age=14488
CF-Cache-Status: HIT

Expires: Wed, 17 May 2017 11:46:45 GMT
Server: cloudflare-nginx

CF-RAY: 3684f6TaSl4e2d23-KUL

Figure 6.54: Wireshark TCP Stream details

Like the http.host filter, this Wireshark can also display activity from a specific IP
address with the ip.addr filter in Figure 6.55. In this case, put in the filter of ip.addr
==104.16.91.188. This IP address is the one identified in NetworkMiner that belongs
to the crl.comodoca.com.cdn.cloudflare.net.

M Ransomwared.pcapng

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

3 BE Q=T s 50T

W [ip. addr == 104.16.51. 188

Mo, Time Source Destination Protocol  Length Info

1177 2817-85-17 15:49:12.587757 192.168.157.128 184.16.91.188 LEE 66 49358 =+ 8@ [SYN] S
1178 2817-85-17 15:49:12.705687 164.16.591.188 192.168.157.128 TeR 6@ 8@ = 49358 [SYN, A
1179 2817-85-17 15:49:12.785796 192.168.157.128 184.16.91.188 JIEE 54 49358 » 8@ [ACK] S

Figure 6.55: Wireshark TCP Stream details

File System Analysis
Regshot findings

Regshot shows that over 100 changes were made to the Registry from the time the first

and second snapshots were taken as in Figure 6.56 below.



HEUYS-1-5-21-882804657-22354220844-27484
WWirtualStore\MACHINE\SOFTHWARE \WowE432N
\CurrentVersion\ProfileList
\5-1-5-21-882804697-2239422844-27484701
0x00000002
HEUYWS—-1-5-21-882804697-22394220844-27484
WirtualStore\MACHINE\SOFTWARE\WowE432N
\CurrentVersion\FProfileList
\5-1-5-21-882804697-2239422844-27484701
Qx00000003

Total changes:104

Figure 6.57: Regshot total changes

If continue to scroll down the document, it shows see that it outlines several different
aspects including the following. Remember that the numbers will vary based on the
computer as Total changes:104, Keys deleted: 3, Keys added: 5, and Values
deleted: 12. It shows which Registry keys were added or deleted in Figure 6.58 and

which values were deleted Figure 6.59.

Regshot 1.8.2

Comments:

Datetime:2017/5/17 07:44:31 ., 2017/5/17 07:52:22
Computer:WIN-SINQ7TJPIER , WIN-SINQT7YJEIER
Username:P3M 2017 , BSM 2017

HELM\ SYSTEM\ControlSet(01l\services\FPROCMONZ 0\ Enum
HELM\SYSTEM\CurrentControlSet\services\PROCMON2 0\ Enum
HEU\S-1-5-21-882804697-22354220844-2748470147-1000\Software
\Google\Chrome\BrowserExitCodes

I Eeys added:5

HELM\3YSTEM\ControlSet001\Enum\Root\LEGACY PROCMON20\0000
\Control

HELM\SYSTEM\ControlSet001l\services\V3S\Diag

\8wProvider {b55%46137-Tb5f-4925-af80-51abd&0b20d5}
HELM\SYSTEM\CurrentControlSet\Enum\Root\LEGACY PROCMCNZ0\0000
\Control

HELM\SYSTEM\CurrentControlSet\services\VSS\Diag
\8wProvider {b55%46137-Tb5f-4925-af80-51abd&0b20d5}
HEUYS-1-5-21-882804657-2235422844-2748470147-1000\8cftware
“\Microsoft\Windows\CurrentVersioni\Explorer\FileExts)\ .html
\CpenWithList

Figure 6.58: Regshot keys added



HELMY SOFTWARENClasses\1lnkfile\IsShortcut: "

HELM\SYSTEM\ ControlSet001l\services\PROCMONZO\Enumy0: "Root
WLEGACY PROCMCN20M\00O0O0"

HELM\SYSTEM\ ControlSet001l\=services \PROCMONZ 0N\ Enum’ Count :
Q000000001

HELMYSYSTEM\ ControlSet001l\services\PROCMONZ0\Enumi\NextInstance:
Q000000001

HEILMY SYSTEMY\ CurrentControlSeti\services\PROCMONZ 0\Enumi0: "Root
WLEGACY PROCMON20\0000"

HELMY SYSTEMY\ CurrentControlSet\services\PROCMONZ 0\ EnumY Count :
000000001

Figure 6.59: Regshot values deleted

It’s important to remember that Regshot not only captures the changes that the
malware made, it also captures the changes made by any other application, including
the operating system. Because of this, it can be difficult to identify changes made by
the malware when you rely on this tool alone.

Process Monitor Analysis

Process Monitor also shows changes made to the Registry but it only captures those
made by the API call, and may not show everything that occurred.

However, Process Monitor captures a whole lot more information. When viewing the

saved output from Process monitor in Figure 6.60, the results can be staggering.



2} Process Manitor - ransomware 4.PML
File Edit Event Filter Tools Options Help

2H | ABE | <A@ | &K | XS LM

Time of Day Process Name PID  Operation Path Result Detail
347020272359 PM 2 2017-01-30-Sporatansomwars-sent-by-El Test-campaign exe 588 47 Process Start SUCCESS  Parent PID: 1256
347020273107 PM 2 2017-01-30-Sporaansomware-sent-by-El Test-campaign exe 588 47 Thread Create SUCCESS  Thread ID: 1108
3:47.02.0739247 PM & 2017-01-20-Sporaansomware-sent-by-El Test-campaign exe 588 4F Load Image C:\Users\PSM 2017 AppData‘local\T... SUCCESS  Image Base: (x40,
3.47.02.0739956 PM & 2017-01-30-Spora-ransomware-sent-by-El Test-campaignexe 588 &F Load Image C:\Windows'\System32\ntdll dil SUCCESS  Image Base: (x77.
347020747323 PM A 2017-01-30-Spora-ransomware-sent-by-El Test-campaign exe 588 47 Load Image C\Windows'\SysWOW64\ritdll dil SUCCESS  Image Base: Ix77.
3:47.02.0748644 PM L 2017-01-30-Spora-ransomware-sent-by-El Test-campaign axe 588 g\&eataﬁle C:\Windows"\Prefetch’2017-01-30-5P0...MAME NOT... Desired Access: G ..
3:47.02.0749350 PM 2 2017-01-30-Sporaansomware-sent-by-El Test-campaign exe 588 ﬂRegOpenKey HELMSoftware \Microsoft\Windows N... SUCCESS  Desired Access: Q...
3.47.02.0749581 PM __2[)1’ 01-30-Sporaransomware-sent-by-El Test-campaign.exe 538 @ RegQuenyValue HKLMWSOFTWARE \Microsoft \Window ... MAME NOT... Length: 1,024
3.47.02.0749693 FM L 2017-01-30-Spora-ansomwaresent by-ElTest campaign exe 588 & ReaDpenkey HKLM"System"CurrertControlSet'Contr. REPARSE  Desired Access: R
3:47-02.0743807 PM 22 2017-01-30-Spora-+ansomwaresent-by-ElTestcampaignexe 588 @4 RegOpenkay HKLW\System\CurrertControlSet*Contr. SUCCESS  Desired Access: R
347020745304 PM o 2017-01-30-Sporatansomware-sent-by-El Test-campaign exe 588 ﬁRegQuewVa\ua HELMSystemCumrertControl Set'\Contr... MAME NOT... Length: 1.024
3:47.02.0750000 PM 2 2017-01-30-Sporatansomware-sent-by-El Test-campaign exe 588 ﬂRegOoseKey HELM"System"\CurrertConttrol Set\Contr... SUCCESS
347020751216 PM L 2017-01-20-Sporaransomware-sent-by-El Test-campaign exe 538 [BhCreateFile C:\Windows SUCCESS  Desired Access: E..
347020752622 FM & 2017-01-30-Spora-ransomware-sent by-El Testcampaign exe 588 [2hCreateFile C:\Windows'\System 32\ wow64 di SUCCESS  Desired Access: R
3:47:02.0753191 PM _f-_2D1 -01-30-Sporaansomwars-sent-by-ElTest-campaign exe 588 [Eh QueryBasicirformationFile  C\Windows'\ System32\wow64 di SUCCESS  CreationTime: 21/
3:47.02.0753280 PM 2L 2017-01-30-Spora-ransomware-sent-by-El Test-campaign axe 588 gﬁoseﬁle C\Windows\System32wowe4 dil SUCCESS
347020753873 PM 2L 2017-01-30-Sporatansomware-sent-by-El Test-campaign exe 588 gCreateFile C:\Windows"\System 32wowé4 dil SUCCESS  Desired Access: R..
3:47.02.0754416 PM L 2017-01-20-Sporaransomware-sent-by-El Test-campaign exe 538 [Bh.CreateFilsMapping C:\Windows"System 32wowE4 dil FILELOCK... SyncType: SymcTy.
347020754773 FM & 2017-01-30-Sporaransomwaresert by-El Test campaign exe 588 [2h CreateFieMapping C:\Windows'\System 32\ wow64 di SUCCESS  SyncType: SyncTy.
3:47-02.0755502 PM _}_ 2017-01-30-Spora+ansomware-sert-by-ElTestcampaignexe 538 £ Load Image C\Windows" System 3Zwow 4. di SUCCESS  Image Base: (k73
3:47.02.0755650 PM . 2017-01-30-Spora-ransomware-sent-by-El Test-campaign axe 588 gﬁoseﬁle C\Windows\System32wowe4 dil SUCCESS
347020756339 PM 2 2017-01-30-Sporaansomware-sent-by-El Test-campaign exe 588 gCreateFlle C:Windows\System32wowBdwindl  SUCCESS  Desired Access: R..
3:47.02.0757450 PM L 2017-01-20-Sporaansomware-sent-by-El Test-campaign exe 528 [BhGQueryBasicirformationFile  C:\Windows"\System32wows4windl  SUCCESS  Creation Time: 21/,
347020757577 PM & 2017-01-30-Sporaansomware-sent-by-El Test-campaign exe 588 gGDSEFﬂE C\Windows"System32'wowB4win dl  SUCCESS
3:47:02.0758169 PM _f-_ 2017-01-30-Spora-ansomware-sent-by-El Testcampaign exe 588 [ZhCreatsFile C\Windows'\System32\wowb4windll  SUCCESS  Desired Access: R
3:47.02.0758708 PM 2L 2017-01-30-Spora-ransomware-sent-by-El Test-campaign axe 588 g\&eataﬁle Mapping C:\Windows\System3Zwowkdwindl  FILE LOCK... SyncType: SyncTy.
3:47.02.0759048 PM 2 2017-01-30-Sporaansomware-sent-by-El Test-campaign exe 588 gCreateFlle Mapping CWindows\System3ZwowBdwindl  SUCCESS  SyncType: SyncTy.
3:47.02.0765726 PM L 2017-01-20-Sporaransomware-sent-by-El Test-campaign exe 538 4F Load Image CWindows"System32wowBdwin.dl  SUCCESS  Image Base: (73,
3:47:02 0765860 PM _}_ 2017-01-30-Spora-ransomware-sent-by-El Test-campaign exe 588 gGDSEFﬂE C\Windows"System32'wowB4win dl  SUCCESS
347020767227 PM 2 2017-01-30-Spora-+ansomwaresent-by-ElTestcampaign.exe 588 [ShCreatefie C\Windows'System3ZwowB4cpu dl  SUCCESS  Desired Access: R
347.02.0767785 PM 2 2017-01-30-Sporatansomware-sent-by-El Test-campaign exe 588 B\QusryBaslclrrfDrma\Dnﬁle C\Windows\System3ZvwowBdcpudl  SUCCESS  CreationTime: 21/,
347020767874 PM 2 2017-01-30-Sporaansomware-sent-by-El Test-campaign exe 588 gcloseﬁle C:Windows\System32wowkdcpu dl  SUCCESS
3:47.02.0768472 PM L 2017-01-30-Sporatansomware-sent-by-El Test-campaign exe 538 [BhCreateFile C:\Windows'\System32wowBdcpu dl  SUCCESS  Desired Access: R..
3470207695013 PM _»_ 2017-01-30-Spora-ransomware-sent-by-El Test-campaign exe 588 gCrEataFile Mapping C\Windows"System32'wowB4cpu dl  FILE LOCK .. SyncType: SyncTy.
347020769343 PM . 2017-01-30-Spora-+ansomwaresent-by-El Testcampaign.exe 588 [Bh.CreateFileMapping C\Windows'System3ZwowBdcpu dl  SUCCESS  SyncType: Sync Ty
347.020773109 FM 2L 2017-01-30-Spora-ansomware-sent-by-El Test-campaign exe 588 L% Load Image C\Windows\System3ZvwowBdcpudl  SUCCESS  Image Base: 73,
347020773248 PM o 2017-01-30-Sporatansomware-sent-by-El Test-campaign exe 588 gcloseﬁle C:Windows\System32wowkdcpu dl  SUCCESS

2 2017-01-30-Spora-ransomware-sent by-E| Test-campaign exe 528 @ RegOpenkey HELM\SOFTWARE\Microsoft \WOWE4 MAME NOT... Desired Access: Q...

L 2017-01-30-Spora-ransomware-sent-hy-El Test-campaign exe 588 E}CreataFile C:\Windows"System32\wow64log dil MNAME NOT... Desired Access: R
& 2017-01-30-Spora-ansomwareseri-by-ElTestcampaignexe 538 &7 Load Image C \Windows'System32emel32 6l SUCCESS  Image Bose: 078
47.07 V701745 N nizn10 b e 1 Tt E9Q F®la-dl ol AIONAIC A, Al cuecs L Docn: AT
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Figure 6.60: Process Monitor initial screen

Again, an easy way to cut through the noise and find interesting artifacts from the
malware is to use display filters. These filters function much like those in Wireshark,

where it can search on specific keywords and ignore the rest of the data.

To use a filter, click on the Filter at the top of the screen and then select Operation in
the drop-down box on the left. In the next box, select Contains and, in the final field,
enter “tcp” Figure 6.61. This will display any TCP connections that were attempted
by the malware. The results can differ from what Wireshark packet capture detected.
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Figure 6.61: Procmon filter TCP

The filtered results in Process Monitor now show a new TCP host that wasn’t easily

identifiable in our NetworkMiner display in Figure 6.62. Therefore, it is important to

use the output from multiple tools for our analysis. If hadn’t checked this filter in

Procmon, it’s possible that could have missed this domain.

2 Process

Monitor - ransomuware 4,PML
File Edit Event Filter Tools Options Help

ZH| aBE

TAD | AB

Bk 1

Time of Day  Process Name

PID Operation

[ The current filter excludes all 46,213 events

Backed by C:\Users\Elena\Desktop\ALL ABOUT PSM\Ransomware 4\ransol

mware 4. PVIL

Figure 6.62: Procmon filter results

Process Monitor can also use a display filter to show any files that were written to the

drive by the malware. It will filter for any Operation matching “WriteFile” to display



this in Figure 6.63. Knowing what files are created on the system can help us identify
additional malware that was downloaded, as well as help build out a list of identifiers

can search for later.

B ' Process Monitor Filter *
Display entries matching these conditions:
Operation ~ | lis ~ || WriteFile V| then |Indude
Reset Add I Remove :
Column Relation Value Action ~ P
u,;j Operation is Write File Include :
@ Process Name  is Procmon exe Exclude c
@ Process Mame  is Procmon64 exe Exclude c
@ Process Name  is System Exclude 7
@ Cperation beging with IRP_MJ_ Exclude
€39 Operation begins with FASTIO_ Exclude !
@ Path ends with pagefile gys Exclude
€ Path ends with Mt Exclude :
€3 Path ends with St Mi Exclude vk
Cancel J |_

Figure 6.63: Procmon filter Writefile

From these filtered results in Figure 6.64, it shows that our malware sample, 2017-01-
30-ElTest-fake-Chrome-popup-sends-Spora-malware-and-artifacts.exe, created several

files on the system.



ZF Process Monitor - ransomware 4,PML
File Edit Event Filter Tools Opticns Help

zEd *RBE | SAG | &5 | REB AW
Time of Day  Process Name PID  Operation Path Resutt Dietail

3:47:03.7633467 PM L 2017-01-30-Sporatansomware-sent-by-El Test-campaign.exe 2604 Qa‘.’\inteFlIe “Users"PSM 2017\ AppData\Roamin... SUCCESS  Offset: 0, Length: ...
3:47:03.764D079 PM L 2017-01-30-Spora-ansomware-sert by-El Test-campaign.exe 2604 [BhWriteFile C:\Users\PSM 2017\AppData'Roamin... SUCCESS  Offset: 4, Length:

3:47:23.0360957 PM L 2017-01-30-Spora-ansomware-sent-by-El Test-campaign.exe 2604 EAWiriteFile C:\Users\PSM 2017\AppData\Roamin... SUCCESS  Offset: 234, Lengt...
347:23.0361647 PM L 2017-01-30-Sporasansomware-sent by-El Test-campaign.exe 2604 gwmeﬁle “Users"PSM 2017\AppData\Roamin... SUCCESS  Offest: 238, Lengt...
347:23.0373286 FM 2L 2017-01-20-Spora-ransomware-sent by-El Test-campaign.exe 2604 QaWnteFlIe “Users\PSM 201 7\AppData®\Roamin... SUCCESS  Offset: 0. Length: ..
3.47:23.0375054 PM 2017-01-30-Spora+ansomware-sert-by-El Test-campaign.exe 2604 EhWriteFile C\Users\PSM 2017+ AppData'\Roamin... SUCCESS  Offset: 4, Length

3.47:23.3398798 PM L 2017-01-30-Spora+ansomware-sent by-El Test-campaign exe 2604 [hWiiteFile C:\lsers'\PSM 2017\ AppData'\Roamin... SUCCESS  Offset: 0,

3:47:23.3616635 FM 2L 2017-01-20-Sporaransomware-sent by-El Test-campaign.exe 2604 QaWnteFlIe
347233616735 PM 2017-01-30-Spora+ansomware-sert-by-El Test-campaignexe 2604 A WriteFile
3.47:23 3621686 FM L 2017-01-30-Sporaansomware-sent by-El Test-campaign exe 2604 [Zh WiiteFile
347:23.3621778 FM 2 2017-01-30-Spora-ransomware-sent by-El Test-campaign.exe 2604 Qa‘.’\inte File
3:.47:23.3626207 PM 2017-01-30-Sporaansomware-sert-by-El Test-campaign.exe 2604 [BhWitteFile
347233626297 FM L 2017-01-30-Spora+ansomware-sert by-El Test-campaignexe 2604 [Sh WiiteFile
3:47:23 5058298 FM L 2017-01-30-Sporaansomware-sent by-El Test-campaign exe 2604 [ WiitsFile
3:47:23.5058764 PM L 2017-01-30-Sporatansomware-sent by-El Test-campaign.exe 2604 QaWnte File
347237254977 FM L 2017-01-30-Spora+ansomware-sert by-El Test-campaign.exe 2604 [Sh WiiteFile
34723 7255773 FM L 2017-01-30-Sporaansomware-sent by-El Test-campaign exe 2604 [Zh WiiteFile
3:47:23.7273938 PM L 2017-01-30-Sporatansomware-sent by-El Test-campaign.exe 2604 Qa‘.’\inte File
347237279542 PM L 2017-01-30-Sporatansomware-sertty-El Test-campaign.exe 2604 &Wnte File
347237785308 FM L 2017-01-30-Spora+ansomware-sert by-El Test-campaignexe 2604 [Sh WiiteFile
3.47:23 7786515 FM L 2017-01-30-Sporaansomware-sent by-El Test-campaign exe 2604 [ WiitsFile

“Users\PSM 2017\ AppData\Roamin... SUCCESS  Offset:
“Users\PSM 2017\ AppData'\Roamin... SUCCESS  Offset: 12352, Le

“Users"PSM 2017\ AppData’\Roamin... SUCCESS  Offest: 12,766, Le ..
“Users"PSM 2017\ AppData\Roamin... SUCCESS  Offset: 12,770, Le...
“Users"PSM 2017 AppData\Roamin... SUCCESS  Offset: 0. Length: 4
“Users"PSM 2017 AppData'Roamin... SUCCESS  Offset: 4, Length: ...
“Users\PSM 2017 AppData\Local\T... SUCCESS  Offset: 7,845, Len...
“Users\PSM 201 7AppDatat\Local\T... SUCCESS  Offset: 7.973. Len...
“Users\PSM 201 7\AppDatatLocal\T... SUCCESS  Offset: 567,080, L

“Users\PSM 2017\ AppData\Local\T... SUCCESS  Offset: 567,208, L...
“Users\PSM 2017 \Desktop™SAMPL... SUCCESS  Offset: 7,845, Len...
\Users\PSM 2017\DesktopSAMPL... SUCCESS  Offset: 7.973. Len...
“Users\PSM 2017 DesktoptSAMPL... SUCCESS  Offset: 567,080, L...
\Users\PSM 2017\DesktopSAMPL... SUCCESS  Offsst: 567,208, L...

3:47:23.3399905 PM L 2017-01-30-Sporatansomware-sent-by-El Test-campaign.exe 2604 Qa‘.’\inteFlIe “Users"PSM 2017\ AppData®\Roamin... SUCCESS  Offset:
3:47:23.3560142 PM L 2017-01-30-Sporaransomware-sert-by-El Testcampaign.exe 2604 [BhWriteFile C:\Users\PSM 2017\AppData’\Local\V...SUCCESS  Offset: 0.
3.47:23.3583660 FM L 2017-01-30-Spora+ansomware-sert by-El Test-campaign exe 2604 ShWiiteFile C\lsers\PSM 2017+ AppData'\Roamin... SUCCESS  Offset: 0,
3:47:23.3602927 FM L 2017-01-30-Sporaansomware-sent by-El Test-campaign exe 2604 b WiiteFile C:\Users'\PSM 2017\Desktop\US2B3-.. SUCCESS  Offsst: 0,

L

P

L

OOODNOO00000000D00000000000D000000000n0

3:47:23.7943153 PM L 2017-01-30-Sporatansomware-sert by-El Test-campaign.exe 2604 QaWnteFlIe “Users\PSM 201 7+Videos\SAMPLE ... SUCCESS  Offset: 7.845, Len...
347237943647 PN L 2017-01-30-Spora-ansomware-sert by-El Test-campaign.exe 2604 [BhWriteFle C:\Users\PSM 2017\Videos\SAMPLE .. SUCCESS  Offset: 7.973, Len
3.47:23 8440795 FM L 2017-01-30-Sporaansomware-sent by-El Test-campaign exe 2604 [Sh WiiteFile UeersPSM 2017\Videos\SAMPLE ... SUCCESS  Offset: 567,080, L...
3:47:23.8441277 PM L 2017-01-30-Sporatansomware-sent-by-El Test-campaign.exe 2604 Qa‘.’\inteFlIe “Users"PSM 2017\Videos\SAMPLE ... SUCCESS  Offset:
34724 0634771 PM L 2017-01-30-Sporatansomware-sertty-El Test-campaign.exe 2604 &‘Nnteﬂle “Users\PSM 201 7\AppDatatLocal\T. .SUCCESS
34724 0638017 FM L 2017-01-30-Spora+ansomware-sert by-El Test-campaign.exe 2604 EhWriteFile C\Users'\PSM 2017\ AppData’Local\T... SUCCESS
3:47:24.1994776 FM L 2017-01-30-Spora+ansomware-sent by-El Test-campaign exe 2604 R WriteFle C:\Users'\PSM 2017\AppData\Local\T... SUCCESS
3:47:241999032 PM L 2017-01-30-Sporatansomware-sent by-El Test-campaign.exe 2604 QaWnte File “Users\PSM 2017 AppDatatLocal\T. .SUCCESS .
34724 2401840 PV L 2017-01-30-Spora-ansomware-sert by-El Test-campaign.exe 2604 [BhWrteFle C*\Users\PSM 2017\ AppDatat\Local\T... SUCCESS - 415,996, L
34 2402717 PM L, 2017-01-30-Spora+ansomware-sent-by-El Test-campaign exe 2604 EhWriteFile C:\Users'\PSM 2017\AppData\Local\T... SUCCESS (416,124, L.
2 PM L 2017-01-30-Spora+ansomware-sert-by-El Test-campaign.exe 2604 Ek'.’u‘nteFlle “Ugers"PSM 2017 \Desktop SAMPL... SUCCESS 241,254, .
4210632 PM. & 2017-01-30-Sporatansomware sertty-El Test-campaign e 2604 &Wnteﬂle CxUsers\PSM 201 7\DesktophSAMPL... SUCCESS 12241382, .
31914 PM & 2017-01-30-Spora-ar rit-by-ElTest-campaignexe 2604 [BAWiiteFie C\Users\PSM 2017\Desktop\SAMPL. . SUCCESS 1,000,241,
33129 PM L 2017-01-30-Spora+ansomware-sent-by-El Test-campaign.exe 2604 BhWiteFle C\Users\PSM 2017\Deskiop\SAMPL... SUCCESS : 1,000,369, ..
5250060 PM 2 2017-01-30-Spora-ransomware-sert-by-El Test-campaign.exe 2604 Qa'-".n‘nteFiIe CiUsers\PSM 2001 M\Desktop SAMPL... SUCCESS - 415996, L...
2.47.74 COED1AA DM 1 901704 90 C, L e A : arns Bl i ci Al A OCK IO Dol W CARADL  C1ICECC WET.ELY M
Showing 173 of 46,213 events (0.37%) Backed by C:\Users'Elena\DesktopALL ABOUT PSM\Ransomware 4\ransomware 4.PML

Figure 6.64: Procmon filter WriteFile results

It can also display any changes 2017-01-30-ElTest-fake-Chrome-popup-sends-Spora-
malware-and-artifacts.exe made to the Windows Registry. For this, it will look for the
value named RegSetValue in Figure 6.65 below.

& . .

L ® ' Process Monitoer Filter =
Y

1| Display entries matching these conditions:

M| | Operation ~|is ~ || RegSetValue ~ | then |Indude
&

e

. Reszet Add | Remove

e

Sl | Column Relation Value Action “

\&J Operation is RegSetValue Include
@ Process Mame  is Procmon exe Exclude
@ Process Mame  is Procmon64.exs Exclude
@ Process Mame  is System Exclude
@ Operation begins with IRP_MJ_ Exclude
€ Operation begins with FASTIO_ Exclude
@ Path ends with pagefile sys Exclude
€ Path ends with SMft Exclude
€9 Path ends with SMFMir Excluds v

Figure 6.65: Procmon filter RegSetValue



After applying our filter, it shows that 2017-01-30-ElTest-fake-Chrome-popup-sends-

Spora-malware-and-artifacts.exe made several changes to the registry when it executed

in Figure 6.66.

27 Process Monitor - ransomware 4,PML

File Edit Event Filter

=Ed aBE

Tools  Options  Help

TA® | AR

B M

3:47:48.8552698 PM L 201

3:47:50.5850158 PM L 201

3:47:50.5983042 PM & 201

3:47:54 8755055 PM 2 201

Time of Day  Process Name

3:47:48.7250703 PM L 2017-01-30-Spora-ansomware-sent-by-El Test-campaign exe
7-01-30-5pora-tansomware-sent-by-ElTest-campaign exe
3:47.49.2361514 PM & 20174
7-01-30-Spora-ransomware-sent-by-El Test-campaign exe
3:47:50.5850329 PM L 2017-01-30-Spora-ansomware-sent-by-El Test-campaign exe
3:47:50.5982874 PM L 2017-01-30-Sporaransomware-sent-by-El Test-campaign exe
7-01-30-Spora-ransomware-sent by-El Test-campaign exe
3:47:51.2557023 PM L 2017-01-30-Spora-ansomware-sent-by-El Test-campaign exe

7-01-30-5pora-tansomware-sent-by-ElTest-campaign exe

01-30-Sporatansomware-sent-by-ElTest-campaign exe

PID  Operation

2604 @RegSetValue
2604 #% RegSetValue
2604 @%RegSetValue
2720 @RegSetValue
2720 E% RegSetValue
2720 #% RegSetValue
2720 @%RegSetValue
2720 @RegSetValue
2720 #% RegSetValue

Path

HKLM\SOFTWAREWWow6432Node...
HKC UM Software\Microsoft ' Windows"C
HKLMYSOFTWARE Wow6432Node?...
HKC U Software\Microsoft \Windows"C...
HKC U Software\Microsoft' Windows"C
HKC UM Software \Microsoft \Windows"C...
HKC U Software\Microscft ' Windows"C...
HKLM\SOFTWAREWWow6432Node...
HKLM'SOFTWARE Wow6432Node,

Result

ACCESS D.

SUCCESS

ACCESS D.

SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS
SUCCESS

Detail

Type: REG_DWO. ..
Type: REG_NONE
Type: REG_DWO. ..
Type: REG_DWO. ..
Type: REG_DWO
Type: REG_DWO. ..
Type: REG_DWO. ..
Type: REG_DWO. ..
Type: REG_DWO

Figure 6.66: Procmon filter RegSetValue results

The results of analysis ransomware samples summarize in the Table 6.1 below.

Table 6.1 Comparison Results between Different Ransomware Sample

Ransomware/

Findings

Sample 1

Sample 2

Sample 3

Sample 4

PID (Procmon)

2060

3060

1612

2604

File Size

199KB

227KB

97KB

85KB

IP Address
(Wireshark)

104.16.93.188

No Specific
IP_Address

No Specific
IP Address

104.16.91.188

TCP

Connection

YES

NO

YES

NO

Total Changes
(Regshot)

192

128

173

104

Keys Added
(Regshot)

Keys Deleted
(Regshot)

18

20

14

Values Deleted
(Regshot)

22

21

21

12




This research can conclude from a few analyses which include NetworkMiner
Analysis, Wireshark Analysis, File System Analysis and Process Monitor Analysis,
each of them have both the advantages and disadvantages. The data have been
collected and looked at a great deal including Registry changes and network

connections. This is where experience and knowledge become a factor.

This project does not want to assume every Registry change or outbound
network connection is bad. It would have thousands of false alerts on our networks if
it occurs. Instead, this project wants to take the known malicious activity generated by
the ransomware and use this as a baseline to investigate other hosts. Known malicious

activity is commonly called an “indicator of compromise” (IoC).

From all the packet capture analysis, this research project performed with
Wireshark and Network Miner, the ransomware makes an outbound connection:
crl.comodoca.com.cdn.cloudflare.net. Another indicator that can be use when
analysing hosts is the Registry changes and file writes. These changes normally will

occur again the next time ransomware Is executed.
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Figure 6.67 General Attack Flow Ransomware

Targeting

Ransomware has primarily targeted endpoints running the Microsoft Windows
operating system, although attacks targeting Mac operating system and mobile
platforms are on the rise given their increasing, popularity. Users in specific
geographic regions like Russia, Brazil and of course the US have seen the bulk of
ransomware attacks. Because websites are a mechanism for the hackers to initiate the
attack through hidden redirects and drive-by-downloads, hackers will also focus their
attention on public websites running vulnerable web- or application-servers that they

can leverage. This avenue is particularly dangerous if the hacker can find

vulnerabilities in banking, online commerce or other payment websites.



Exploit

Many hackers today use malware packaged into exploit Kits that they covertly place
on legitimate websites, or host on fake websites designed to look like a legitimate site.
When a potential victim’s browser lands on a website hosting such an exploit Kit, the
kit probes the visitor’s system and extracts information like OS, browser type, version
information and applications installed to find and exploit vulnerabilities. Once the
exploit kit has found a security vulnerability that it can exploit, the attack proceeds to

the next step.

Infection

In the infection stage, the previous steps are used to download and install a “payload”
to the victim’s endpoint or mobile device. This payload could be the actual
ransomware itself, or it could also be a hidden malicious downloader which then
creates a backdoor through which multiple types of malware can be downloaded and

many different attacks can be executed.

Execution

Once the ransomware has been installed on the victim’s endpoint, the actual execution
of the malicious program starts doing what it is designed to do — which is disable the
system’s critical operation or find and encrypt the data files on the endpoint. At this
point the disruption directs the victim to the hacker’s monetization mechanisms with
instructions on where to send the ransom, in what form to make the payment (usually

BitCoin) and other details to ensure the victim complies with the hacker’s instructions.



6.3 Conclusion

In this testing and analysis chapter, the actual result of this project will be documented.
This chapter also will briefly describe about the activity involved in the

implementation phase of this project



CHAPTER VII

PROJECT CONCLUSION

7.1 Introduction

The result and analysis had been done in previous chapter. In this chapter, the project
conclusion will be contributed. The research summarization, research contribution,

constraint, limitation and further research will be included in this chapter.



7.2 Project Summarization

To summarize this report, I would like to recall the objective of this project. The first
objective is to analyses the behavior of a malware known as Ransomware to specific
parameter or application and what the effect after the infection occurs. By using
dynamic analysis approach to see the behavior of ransomware through virtual machine
software (VMware) and through monitoring software as example by using Wireshark
and Process Monitor. The ransomaware installed into the virtual OS or application and
then the behavior will be observed and recorded. The behavior of the application

before and after the ransomware infection also will be compared and analyzed.

7.3 Project Contribution
There are several expected contributions of this project to the community.

1. Highlight the parameters that the Ransomware affected and compromise
(stated in chapter 2)
2. Verify what the Ransomware do with the information that it bad gathers.

3. Highlight the attack traces of the Ransomware (stated in chapter 4)

7.4 Project Limitation

There are several constraints and limitation on this research project. This research did
not use any script that can help the computer user to detect the ransomware. If this can
be done, the user can prevent their computer from being attacked by this type of
malware. Besides, this project only uses the tools for dynamics analysis and not
included with tools for static analysis. If other future researcher investigate

ransomware using static analysis, the new findings might be come out.



7.5 Future Works

The future work that can be done with the information from this project and overcome

the limitations of this project are: -

1. To build a script that can automatically convert and scan the code, so that
it can overcome the limitation of this project.

2. Todo aresearch on how to detect this malware better and build a stronger
antivirus system that can detect and block this malware.

3. To do research on how to avoid the malware infections from being
embedded to an application easily.

4. To build a stronger application source code with high security features.

7.6 Conclusion

In summary, this research had reached all the objectives and scopes that defined in
Chapter 1. The behavior of ransomware is identified including its parameters and
general attack flow. Based on the results, the general attack flow is successfully
generated. The contribution of this research is significant but more research needed to
overcome the constraints and the limitation thus more future works is needed to
improve current weakness of project. This chapter has concluded the research

undertaken in this project and recommendation for the further research.
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APPENDIX A
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2. Process of Collect Program Process
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