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ABSTRACT 

 

 

 

IPv6 transition mechanism was introduced in order to permit hosts on an IPv4 

network to communicate with hosts on an IPv6 network, and vice versa. There are 

vulnerabilities identified in this protocol suite and transition mechanism has been 

manipulated as a platform to perform threats that exploit those vulnerabilities. 

Present of attack that are hidden in the transition mechanism tunnel payload are 

unable to be detected. Hence, it is important to develop tool that can do attack 

detection through the transition mechanism. This project is about to detecting DoS 

attack by using Raspberry Pi with signature based approach on IPv6 Tunneling 

environment. IPv6 Transition Mechanism vulnerabilities currently exist, and as the 

popularity of the IPv6 protocol increases, so the number of threats does. IPv6 

Transition Mechanism exploited as attack medium. This makes tunneling mechanism 

susceptible to be used in attacks such as DOS attack. The purpose of this project is to 

identify the possible threats in the transition mechanism. By using signature based 

approach, this project can show how the transition mechanism is exploited by 

attacker clearly. This project also produces a prototype that will scan all the network 

activity inside the transition mechanism to detect any presence of transition 

mechanism attack. Raspberry Pi is used in this project to send live alerts and notify 

upon occurrence of attacks. Build a testing method by simulating the attack to test 

the effectiveness of the proposed prototype in detecting the presence of threats. This 

project contains planning and analysis, design and implementation phases of the 

project, and testing. Planning and analysis phase includes the literature review to 

identify the current problem and make the best solution to overcome the problems. 

Next, a design and implementation phase of this project is developing a prototype 

Intrusion Detection System which can detect the attack by the rules that have been 

set. Lastly, perform the testing by simulate threat detection either successful or not. 
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ABSTRAK 

 

 

 

 Mekanisme peralihan IPv6 diperkenalkan untuk membolehkan tuan rumah 

pada rangkaian IPv4 untuk berkomunikasi dengan tuan rumah pada rangkaian IPv6, 

dan sebaliknya. Terdapat kelemahan yang dikenal pasti dalam suite protokol ini dan 

mekanisme peralihan telah dimanipulasi sebagai platform untuk melaksanakan 

ancaman yang mengeksploitasi kerentanan tersebut. Hadir serangan yang 

tersembunyi dalam muatan terowong mekanikal peralihan tidak dapat dikesan. Oleh 

itu, adalah penting untuk membangunkan alat yang boleh melakukan pengesanan 

serangan melalui mekanisme peralihan. Projek ini akan mengesan serangan DoS 

dengan menggunakan Raspberry Pi dengan pendekatan berasaskan tandatangan pada 

persekitaran Tunneling IPv6. Kerentanan Mekanisme Peralihan IPv6 kini wujud, dan 

sebagai populariti protokol IPv6 meningkat, maka bilangan ancaman dilakukan. 

Mekanisme Peralihan IPv6 dieksploitasi sebagai medium serangan. Ini menjadikan 

mekanisme terowong mudah untuk digunakan dalam serangan seperti serangan DOS. 

Tujuan projek ini adalah untuk mengenal pasti kemungkinan ancaman dalam 

mekanisme peralihan. Dengan menggunakan pendekatan berasaskan tandatangan, 

projek ini dapat menunjukkan bagaimana mekanisme peralihan dimanfaatkan oleh 

penyerang dengan jelas. Projek ini juga menghasilkan prototaip yang akan 

mengimbas semua aktiviti rangkaian di dalam mekanisme peralihan untuk mengesan 

sebarang serangan mekanisme peralihan. Raspberry Pi digunakan dalam projek ini 

untuk menghantar makluman secara langsung dan memberitahu apabila berlakunya 

serangan. Bina kaedah ujian dengan mensimulasikan serangan untuk menguji 

keberkesanan prototaip yang dicadangkan dalam mengesan kehadiran ancaman. 

Projek ini mengandungi perancangan dan analisis, reka bentuk dan pelaksanaan fasa 

projek, dan ujian. Fasa perancangan dan analisis termasuk tinjauan literatur untuk 

mengenal pasti masalah semasa dan membuat penyelesaian terbaik untuk mengatasi 

masalah. Seterusnya, fasa reka bentuk dan pelaksanaan projek ini adalah membangun 

satu prototaip Sistem Pengesan Pencerobohan yang dapat mengesan serangan oleh 

peraturan yang telah ditetapkan. Akhir sekali, lakukan ujian dengan mensimulasikan 

pengesanan ancaman sama ada berjaya atau tidak. 
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CHAPTER I 

 

 

 

 

INTRODUCTION 

 

 

1.1 Introduction 

 

IPv6 is a short for “Internet Protocol Version 6”, that is the latest version of 

the Internet Protocol (IP), designed to replace the current IPv4 or known as “Internet 

Protocol Version 4” due to overcome the shortfall of IPv4 protocol in meeting the 

demand of growing number of user in the global internet. More users and devices are 

allowed to communicate on the Internet through this IPv6 by using bigger numbers to 

create IP addresses. Unfortunately, IPv6 and IPv4 are two completely separate 

protocols and it is not backward compatible with the existing IPv4 protocol. IPv6 

transition mechanism was introduced in order to permit hosts on an IPv4 network to 

communicate with hosts on an IPv6 network, and vice versa. There are vulnerabilities 

identified in this protocol suite and transition mechanism has been manipulated as a 

platform to perform threats that exploit those vulnerabilities. Present of attack that are 

hidden in the transition mechanism tunnel payload are unable to be detected. Hence, 

it is important to develop tool that can do attack detection through the transition 

mechanism. 

 

One of the possible countermeasures for this issue is by using improved 

intrusion detection system that is capable of encapsulating the tunnel header and 

checks the packet in the payload. Python is the programming language that can be 

used to develop the intrusion detection system. Scapy, a packet manipulation utility 
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for Python helps to process the packets. The deployment of this improved intrusion 

detection system enable attacks in the tunnel can be detected and necessary actions 

can be taken. 

  

 

1.2 Problem Statement 

 

The problem that has been identified is summarized in Table 1.1 below 

 

Table 1.1: Problem Statement 

PS Problem Statement 

PS 1 IPv6 Transition Mechanism has been manipulated as a platform 

to perform threats that exploit these vulnerabilities 

 

 

 IPv6 Transition Mechanism has been manipulated as a platform to perform 

threats that exploit these vulnerabilities due to the present of attack that are hidden in 

the transition mechanism tunnel payload that unable to be detected. 
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1.3 Project Question 

 

 The three Project Question (PQ) is constructed based on the problem 

statement that needs to be answered in this project. The summary of project question 

is shown in Table 1.2. 

 

Table 1.2: Summary of Project Questions 

PS PQ Project Question 

PS1 PQ1 What are the possible threats in the transition mechanism? 

PQ2 How attack detection alert can be notified directly, quickly and urgently? 

PQ3 How to detect the threat effectively? 

 

 

PQ1: What are the possible threats in the transition mechanism? 

Identify the characteristics and the signature of the threats that could possibly occur 

through the implementation of IPv6 transition mechanism. 

 

 

PQ2: How attack detection alert can be notified directly, quickly and urgently? 

The method or type of tools to be used to detect the presence of threats or attack. 

 

 

PQ3: How to detect the threat effectively? 

The effectiveness of the solution whether it will able to detect the threats during 

attack with minimal false positive and false negative.
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1.4 Project Objective 

 

Based on the project questions formulated in previous section, appropriate 

project objectives (PO) are developed as follows: The Project Objective (PO) is 

summarized into Table 1.3. 

 

Table 1.3: Summary of research objectives 

PS PQ PO Project Objective 

PS1 

PQ1 PO1 To identify the possible threats in the transition mechanism. 

PQ2 PO2 
To develop a prototype of NIDS that can live alerts and notify upon 

occurrence of attacks. 

PQ3 PO3 To test and verify the effectiveness of the prototype 

 

 

PO1: To identify the possible threats in the transition mechanism. 

Study on how to identify the signature of the attack and how the transition 

mechanism is exploited by attacker. 

 

 

PO2: To develop a prototype of NIDS that can live alerts and notify upon 

occurrence of attacks. 

Produce a prototype that will scan all the network activity inside the transition 

mechanism to detect any presence of transition mechanism attack. 

 

 

PO3: To test and verify the effectiveness of the prototype. 

Build a testing method by simulating the attack to test the effectiveness of the 

prototype in detecting the presence of threats.
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1.5 Project Scope 

 

The Scope of this research paper will be focusing on the aspects stated below: 

 

1. Threats that exploits in transition mechanism. 

 

2. Intrusion Detection System that detect the presence of threat in IPv6 transition 

mechanism. 

 

3. Test bed to test the effectiveness of the Intrusion Detection System. 

 

 

1.6 Project Contribution 

 

Table 1.4: Project Contribution 

PS PQ PO PC Project Objective 

PS1 PQ1 PO1 PC1 Identification of threats and attack in IPv6transition 

mechanism. 

PQ2 PO2 PC2 Propose a prototype that will act as a test bed and it is 

capable to detect attacks. 

PQ3 PO3 PC3 Propose feature selection match that is capable to detect 

DOS attacks. 
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1.7 Thesis Organization 

 

This report consists of six chapter namely Chapter 1: Background, Chapter 2: 

Literature Review, Chapter 3: Methodology, Chapter 4: Design and Implementation, 

Chapter 5: Testing and Result Analysis and Chapter 6: Conclusion. 

 

 

Chapter 1: Introduction 

 

This chapter will discuss about introduction, project background, research problem, 

research question, research objective, scope, project significant and report 

organization. 

 

 

Chapter 2: Literature Review 

 

This chapter will explain related work of this recommendation system, such as 

standards, type of attacks and transition mechanisms. 

 

 

Chapter 3: Methodology 

 

This chapter will explain the methodology used to carry out the project and 

description of activities carried out during each phase of the methodology. 

 

 

Chapter 4: Analysis and Design 

 

This chapter discusses on the analysis on the problem and requirement. Besides this 

chapter covers the high-level design, user interface design and the system 

architecture. 
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Chapter 5: Implementation 

 

This chapter covers the activity involved in the implementation phase, the software 

development environment setup, software configuration management and the 

implementation status. 

 

 

Chapter 6: Testing 

 

This chapter discusses on the activity involved in the testing phase, the test plan 

includes test environment, test schedule and test strategy and also the test result 

analysis. 

 

 

Chapter 7: Conclusion 

 

This chapter summarizes the project and discusses on how the objective has been 

achieved, the strength and weakness of the project and what the contributions of this 

project are. 

 

 

 

 

1.8 Conclusion 

 

In this chapter, problem statement, objective, scope, project significant and 

expected output of the projects are clearly identified. The next chapter, Chapter 2 will 

discuss the related work of this project. 
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CHAPTER II 

 

 

 

 

LITERATURE REVIEW 

 

 

2.1 Introduction 

 

A literature review is an evaluative report of information found in the 

previous literature related to the project. The review should describe summaries, 

evaluate and clarify this literature. All works included in the review must be 

evaluated and analyzed. The literature review also focuses on knowledge and ideas 

established in the topic as well as their strengths and weaknesses. 

 

 

Back to the topic, the exponential growth of number of computer and other 

smart devices causes depletion of IPv4 address. IPv6, that is the improved version of 

network layer protocol has been introduced to overcome the shortfall of IPv4 

protocol in meeting the demand of growing number of user in the global internet. 

IPv6 was developed with the intention of replacing IPv4 protocol. However, IPv6 is 

not interoperable directly with IPv4. Thus, transition mechanism is used to smooth 

out the transition to the latest internet protocol. The implementation of transition 

mechanism raised security concerns as it allows cybercriminal to launch attacks 

namely denial-of-service attack. Many researches have been done to discover the 

defense against attacks on transition mechanism. Intrusion detection system is a form 

of countermeasure identified as a defense layer against the attacks. 
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In this chapter, published information regarding topics related in this project 

is reviewed and discussed. Besides, the problems related to this research is studied 

and analyzed. Previous research in the area of this topic is studied and the possible 

solution to the problem is proposed. 

 

 

2.2 Related Work 

 

This section explains in detail the subjects or knowledge area related to this 

project which includes the network layer protocols, transition mechanism and 

intrusion detection system. 

 

2.2.1 Internet Protocol Version 6 (IPV6) 

 

Internet Protocol (IP) is the protocol where the data is sent from one host to 

another on the Internet where each host has at least one IP address that which allow it 

to uniquely identifies it from all other computers on the Internet. Internet Protocol 

Version 6 or known as IPV6 is the most recent version of the Internet Protocol (IP) 

that can support a very large number of nodes compare to Internet Protocol Version 4 

(IPV4). This latest version is developed to address the shortfall of IPV4 that have a 

very limited address space and it is facing exhaustion. In IPV6, the addressing space 

has been increase from 32 bits in IPV4 to 128 bits which supports up to 340 

undecillions addresses or 3.4 * 1038 addresses. IPv6 also increase the addressing 

capabilities by supporting increased levels of addressing hierarchy, stateless address 

auto-configuration and introduction of a new type of address known as any cast 

address that is used to send a packet to group of nodes (RFC2460, 1998). Besides, 

IPV6 simplifies the header of the packet by eliminates fields that useless and adds 

field that provide better support for real-time traffic. The improvement of the security 

by authentication and privacy capably also has been improved. 


