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ABSTRACT

This project proposes solutions by developing an automated email spam trap to substitute the
traditional way of managing email spam trap. The motivation is the spam email problem that
keeps emerging from time to time thus prevention of this spam email is necessary. Therefore, the
results from the analysis conducted will help to produce a system that helps to monitor spam
email messages by giving a score towards the email messages received by user. The scope of this
project involves identifying spam email messages that could harm and lower productivity level
of an organization, examining email trap that help collect samples of unsolicited messages
through ISPs and collect data about spam activities from resourceful Websites. The approach
used in this project is by using simulation and prototype construction with Python programming
language. The samples of email dataset are analyzed to study behavior of spam email messages
from an email program. The important variables that are being controlled are the content type of
spam email messages, scoring that are being measured and source that are ignored. The results
are distinctive compared to other systems as it provides scoring for email messages using content
based approach until an automated system are being developed. The results show that it is
specific to a particular case not generalized as it concludes only content type view. In conclusion,
this project helps to justify content type approach as one of the ways to build an automated email

spam trap.
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ABSTRAK

Projek ini mencadangkan penyelesaian dengan membangunkan perangkap e-mel spam automatik
untuk menggantikan cara tradisional menguruskan perangkap e-mel spam. Masalah e-mel spam
yang berlaku dari semasa ke semasa memberi motivasi bahawa pencegahan adalah perlu Oleh
itu, keputusan daripada analisis yang dijalankan akan membantu untuk menghasilkan satu sistem
yang membantu untuk memantau mesej e-mel spam dengan memberi skor terhadap mesej e-mel
yang diterima oleh pengguna. Skop projek ini melibatkan mengenal pasti mesej spam e-mel yang
boleh memudaratkan dan merendahkan tahap produktiviti sesebuah organisasi, memeriksa
perangkap e-mel yang membantu sampel mengumpul mesej yang tidak diminta melalui ISP dan
mengumpul data mengenai aktiviti spam dari laman web yang pintar. Pendekatan yang
digunakan dalam projek ini adalah dengan menggunakan simulasi dan pembinaan prototaip
dengan bahasa pengaturcaraan Python. Sampel set data e-mel dianalisis untuk mengkaji tingkah
laku mesej e-mel spam daripada program e-mel. Pembolehubah penting yang dikawal adalah
jenis kandungan mesej e-mel spam, pemarkahan yang sedang diukur dan sumber yang diabaikan.
Sistem automatik yang dibangunkan ini- menggunakan pendekatan bahawa keputusan
menggunakan pendekatan jenis kandungan menghasilkan impak yang berbeza berbanding
jaringan yang lain Keputusan menunjukkan bahawa ia adalah khusus untuk kes tertentu tidak
umum kerana ia menyimpulkan hanya kandungan jenis paparan. Kesimpulannya, projek ini
membantu mewajarkan pendekatan jenis kandungan sebagai salah satu cara untuk membina

perangkap e-mel spam automatik.
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CHAPTER |

1. INTRODUCTION

1.1 Introduction

This project aims to identify any spam e-mail messages that could harm and lower the
productivity level of an organization. This project focuses on examining an e-mail trap
that could help collect samples of unsolicited messages from ISPs. The main type of
account that being analyzed are dormant e-mail accounts, specifically an email account
that has not been logged in to for a certain period of time (more info on specific
timeframes below), then that account will be deemed dormant and will be a candidate
for automatic deactivation. This project consists of programming language Python that is
used to create an automated email spam trap system. This project focuses on Yahoo

accounts as there are number of users using this account since ages.

Spam or known as unsolicited messages according to IBM, is an output message not
associated with an input message. An unsolicited message results from a host application
sending an unsolicited message. However, an unsolicited email which is known as spam
is an unwanted email messages that force recipients to incur the cost of receiving,
storing and removing it from one’s email box. There are two terms related to bulk email

which is legitimate bulk email and unsolicited (bulk) email. There is a main difference



between legitimate bulk email and unsolicited email that is very clear whereby
legitimate bulk email requires sender to have verifiable permission from recipients

before sending any messages to their email boxes.

The only way to fight unsolicited email (spam) is by spam trap. Email trap or spam trap
is an email address traditionally used to expose illegitimate senders who add email
addresses to their lists without permission which is not created for means of
communication. It is also known that spam trap is email addresses that are activated by
mailbox providers and others to find senders with poor data hygiene and collection
practices. There are two types of spam traps which is recycled and pristine. The ones
mentioned in this project is the recycled spam traps which is an abandoned email

addresses mailbox providers recycled into spam traps that is dormant e-mail accounts.

Dormant e-mail accounts are due to an email account that has not been logged into for a
certain period of time. Webmail accounts are free to register but they come with storage
and other costs for their providers. Thus, when the email account is deemed dormant
then it will become the candidate for automatic deactivation of the account. That is why
most providers periodically deactivate accounts that are no longer used to maximize
their resources. Yahoo mail for instance only allowed until minimum 6 months of

inactivity before an email account are considered dormant.

Furthermore, the suggested programming language for this project is Python
programming language because it is understandable and required simple coding. Python
is widely used as high-level, general purpose, interpreted, dynamic programming
language. Its design philosophy emphasizes code readability whereas its syntax allowed
programmers to express concepts in fewer lines of code than would be possible in

languages such as C++ or Java.

Moreover, this project creates an automated system which is a system that eliminates the
need for human interference in order to complete a task. Several industries have used
automated system to increase their production and reduce costs. Automated system helps
speed up a process and handles a wide range of tasks. That is why this project could be

an advantage towards industries and companies especially those involved in business.



1.2 Problem Statement (PS)

Problem statement states the issue occurred and problems that need to be solved from
commencing on this project. It shows what current scenario that is happening until this

project needs to be conducted.

Table 1.1: Overview of Problem Statement for this project that consists of two problems

PS Problem Statement

PS1 Spam emails consume high usage of network bandwidth, slowing the data

usage of user’s email accounts and plummet user deliverability rate.

pPS2 Current system has limitation on saving the spam email data for user thus it is

not comprehensive enough.

1.3 Project Question (PQ)

Project questions are arises from questions that are being asked during project
development. Each question should clarify the problem statement stated from the above.

Project question helps to centralized main key point to be researched.

Table 1.2: Overview of Project Question that arises for this project

PS PQ Project Question

PS1 PQ1 How can spam emails consume network bandwidth?

What does spam emails did to slow the data usage of user?

Why does user deliverability rate plummet by spam emails?

pPS2 PQ2 When should a spam email data be saved by user?




1.4 Project Objective (PO)

Project objectives are the main goals that are going to be focused upon developing this
project. A project objective gives a clearer view about what is this whole project about.

The process of completing this project depends on the project objective outlined.

Table 1.3: Overview of Project Objective that are focused on this project

PS PQ PO Project Objective

PS1 | PQl | PO1 To investigate samples of unsolicited messages to lure spam
away using mechanism of detecting and capturing spam e-
mails.

To measure and analyze the spam e-mails that threatens user

usage or requirements and network effectiveness.

PS2 | PQ2 | PO2 | To develop automated system that provides scoring for an email

messages to considered it as spam.

1.5 Project Scope

i) This project aims to identify any spam e-mail messages that could harm and
lower the productivity level of an organization.

i) This project focuses on examining an e-mail trap that could help collect samples
of unsolicited messages from ISPs.

iii) This project collect data about spam activities from resourceful Websites such as
isecLAB, MyCERT and many more.

iv) This project uses Python programming language to produce an automated email

spam trap.




v) This project comprises of UTeM facilities and equipments as well as Yahoo

accounts user.

1.6 Project Contribution

This project will investigate samples of unsolicited messages to lure spam away from

trusted websites such as MyCERT, ZDNet, TechRepublic, CNet and many more to get

the exact data of spam email. Other than that, this project will measure and analyse the

spam e-mails to categorize whether it is harmful or not.

Furthermore, an automated trap e-mail spamming is developed using Python after

making analysis on its characteristics and ability to expand more. Thus, this project will

contribute to a better automated e-mail spamming that helps user to use e-mail safely

and effectively especially towards business organization, institutes or even agencies.

Table 1.4: Overview of Project Contribution after considering its implementation

PS PQ PO | PC Project Contribution
PS1 |[PQ1 | POl |PC1 Proposed an analysis to categorize spam email
RO & 1R G2 Proposed Python as new programming language in

automated email spam trap




1.7 Thesis Organization

{CHAPTER 1: INTRODUCTION

¢ This chapter focuses on a general description about this project. This
chapter also focuses on the problem statement, project question, project
objectives, project scope, project contribution and thesis organization.

{CHAPTER 2: LITERATURE REVIEW (LR)

¢ This chapter highlight the previous work contributes towards the research
of this project which is the Literature Review (LR). This project also
discusses several methodologies and proposed solution based on discovery
from this project.

{ CHAPTER 3: PROJECT METHODOLOGIES

o This-chapter discusses the methodologies used in development of this
project. This chapter also provides the project milestones and additional
appendices about this project flow chart.

{ CHAPTER 4: ANALYSIS AND DESIGN

e This chapter goes deeper into analysis and design which state all related
analysis of this project such as problem analysis and requirement analysis,
high-level design and detailed design.

{ CHAPTER 5: IMPLEMENTATION

e This chapter comprises of implementation part whereby software
development environment setup, software configuration management and
implementation status is elaborated.

{ CHAPTER 6: TEST PLAN

e This chapter outlines the testing for this project. This project also includes
test plan, test strategy, test design, and test results and analysis.

{ CHAPTER 7: PROJECT CONCLUSION

e This chapter summarizes about this project. This chapter also describes
more on project contribution, project limitation and future works for this
project.

Figure 1.1: Thesis Organization for Project



1.8 Conclusion

In this chapter, the overview about this project is specified which is an automated email
spam trap. There are a few specifications and criteria that need to be considered which is
the problem arouse with spam emails, data about spam email from trusted website, the
programming language that are going to be used, the expected output, project
contributions and also the scope. Basically, spam email occurs in an organization that is
gigantic and deal with business matters. This is because spammers would like to attack
the organization operations to lower their productivity and overwork the network traffic
so that it causes monetary loss value towards the specified organization (Dhinakaran,
Lee, and Nagamalai 2007). That is why this project is proposed to create a better email
spam trap to avoid spam emails. In the next chapter which is Chapter 2, the system,
techniques, requirements, methodology and milestones for this project are discussed

deeply.



