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ABSTRACT

File sharing application is the software application that providing access or
distributing of digital media from devices to another such as electronic document,
multimedia items and computer program. Nowadays, people are currently use mobile
phone as their sharing medium as it more convenience and faster. This situation has
led to data breach incident which mean the data are easily being stolen, accessed and
manipulated by unauthorized party. Therefore, the aim of this project to hide the
sensitive information from being known its existence by cyber-attacker. To achieve
the aim, Steganography technology will be integrated within file sharing application
as solution to the problem faced as this technology allow the file being transferred
hidden inside other data. This project will used LSB (Least Significant Bit) algorithm
technique as the steganography technology in which image is used as transfer medium
to carry the sensitive data. This technique have two basic processes which are
Embedding Process and Extracting Process. Embedding process is to hide the data
while Extracting process is to recover back the data. The result of this project will be
determined by the percentage of difference between the original image and the stego
image in term of image pixel and size. In conclusion, the integration of steganography
technology with the file sharing application will increase the security level of the

sensitive data that being transferred.



ABSTRAK

Aplikasi perkongsian fail merupakan aplikasi perisian yang menyediakan akses atau
mengedar media digital dari peranti ke peranti yang lain seperti dokumen elektronik,
barangan multimedia dan program komputer. Masa kini, orang ramai menggunakan
telefon bimbit sebagai medium perkongsian mereka kerana ia lebih mudah dan pantas.
Keadaan ini telah membawa kepada kejadian Data Breaches yang bererti data mudah
dicuri, diambil dan dimanipulasikan oleh pihak yang tidak dibenarkan. Oleh itu, tujuan
projek ini untuk menyembunyikan kewujudan maklumat sensitif daripada diketahui
oleh penjenayah siber. Untuk mencapai matlamat ini, teknologi Steganography akan
digunapakai dalam fail perkongsian sebagai jalan penyelesaian kepada masalah yang
dihadapi. Penggunaan teknologi ini membolehkan fail dipindahkan tersembunyi di
dalam data yang lain. Projek ini menggunakan teknik algoritma LSB (Least Significant
Bit) sebagai teknologi steganography di mana imej digunakan sebagai medium
pemindahan untuk membawa data yang sensitif. Teknik ini mempunyai dua proses
asas iaitu proses Embedding dan proses Extracting. Proses Embedding adalah untuk
menyembunyikan data manakala proses Extracting adalah untuk mendapatkan
kembali data. Hasil akhir projek ini akan dapat ditentukan dengan kadar peratusan
perbezaan dari segi piksel imej dan saiz di antara gambar asli dan gambar stego.
Kesimpulannya, integrasi teknologi steganography dengan aplikasi perkongsian fail
akan meningkatkan tahap keselamatan bagi data yang sensitif semasa data

dipindahkan.
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INTRODUCTION

1.1 Introduction

In this chapter, the background study is explained that led to discovery of
problem statements. Based on identified problem statements, project question and
project objective being develop. The study go on to indicate the project scope which
identified the covered scope of the project and the limitation of the project. Next,
expected output is being explained. Lastly, this chapter briefly explain the report

organization.

1.2 Background Study

William Gibson was the first person who using the cyberspace term in his book
which is Neuromancer. According to this book that was written in 1984, Gibson
defines cyberspace as “a consensual hallucination experienced daily by billions of
legitimate operators, in every nation, by children being taught mathematical concept.
A graphical representation of data abstracted from the banks of every computer in the
human system. Unthinkable complexity, Lines of light ranged in the non-space of the
mind, cluster and constellation of data” (Christensson, 2006). However, cyberspace

have no static definition as many people keep giving different definition for this term.
1



Instead of described as virtual world of computers, cyberspace also define as block of
data that moving around network or computer system. The rapidly advancing of the
internet has led cyberspace now extends to the network of computer globally.

Nowadays, as the technology emerged, most people no longer used manual
method of send data to other persons. Instead, they will use cyberspace to share any
information to the others without any hesitation. This behavior has led to the rising of
data breaches activity. Data breach is an incident in which sensitive, protected or
confidential data has potentially been view, stolen or used by an unauthorized individu.
Even though 2016 not have as many headline-grabbing data breaches, it certainly has
witness a continuation of assault in large-scale that have trigger senior business
executives and boards of directors at many company to make cyber security as a top

priority.

In the first half of 2016, approximately 553 million data record has been
successfully breaches. There are 5 most popular source of data breaches incident
namely Malicious Outsider, Malicious Insider, Accidental Loss, Hacktivists and State
Sponsored. Data breaches caused by Malicious Outsider has result in theft or loss of
261 million data records or 47% of the total breached data record. That shown the
increasing of 23% from the previous six months which only had 96.5 million breached
data records. In addition, Accidental Loss involved the loss of 257 million data records
or 46% of the total and increasing from 231 million in the previous six months.
Moreover, Malicious Insider has accounted for 13.5 million data records that loss or
theft. Apart from the rising of data record breached from other source of data breaches
incident, this record shown the decreasing of 79% from the previous six months which
accounted for 62.8 million breached data record. Furthermore, Hacktivists activity has
involved 11.4 million records that also shown a significant drop from the previous six
months which involved of 30 million. Meanwhile, State-sponsored attack led to 10
million of loss data record which indicate the increasing of 4 million in the prior six
months (Gemalto NV, 2016) as shown in Figure 1.1.

Figure 1.1 shows the analytical report of data breaches incident that acquired
for the first half of the 2016 compared to the previous six years. It shows that malicious
outsiders were the biggest source of data breaches in the first half of 2016 which is

668 breaches, or 69% of the total. Compared to 474 attacks during the previous six

2



months, a rise of 41%. Next on the list of most common sources was accidental loss
which encountered for 178 data breaches or 18% of the total. This was a 14% decline
from the 208 breaches during the previous six months. Besides that, Malicious Insider
were the next most common source of breaches, accounting for 83 or 8.5% of the total.
That’s down decrease from 126 during the previous six months. Furthermore,
Hacktivists were responsible for 29 data breaches or 3% of the total from 18 during
the previous six months which indicate the increase of 61%. Finally, state-sponsored
attacks accounted for 14 of the data breaches or 1.4% of the total, down from 16 over

the previous six months.
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Figure 1.1 Statistic Report for Number of Breach Incidents by Source over
Time to First Half of 2016 (Gemalto NV, 2016)

From these statistic, it state that only two source of the breaches incident that
increasing over the past six months which is Malicious Outsider and Hacktivists. There
are a lot of vulnerability of the network configuration in any organization that can lead
to this cyber-attack. However one most common method of the data breaches is
intercept the data when it was sent across the open network. Hence, the most common
way to prevent this attack is by develop a secure platform for user to transmit any

information to other people.



By developing a secure platform for information transmitting, data breaches
from Malicious Outsider, Malicious Insider and Hacktivists can be reduced. Secure
platform can be explained by implementing a few security techniques such as
Cryptography and Steganography. Cryptography is defines as a technique to disguise
information in such way that its meaning is unintelligible to an unauthorized person.
However, it is very difficult to really secure the information from being breach by
cyber criminals as the unintelligible information still can be withholding by attacker
and might be successfully decrypted as the information is well known as encrypted
data. Hence, the steganography technique should be used simultaneously with
Cryptography as the unintelligible information will be embedded into other insensitive
information that is allow to be breaches by unauthorized person.

1.3 Problem Statement

Nowadays, data breaches attack has increasing rapidly over the year. Even
though many file sharing application provide Cryptography technology, this does not
stop cyber-attacker from disclosure the sensitive data which violated the data’s

confidentiality and integrity value indirectly resulting to millions dollar of losses.

Table 1.1 Project Problem

No Project Problem

PP1 | The sensitive information can be seen its existence even may not be

understand.

PP2 | The confidentiality and integrity of information transmitted across network

is not protected.

PP3 | No secure Platform in sharing file across network.




1.4 Project Questions

Based on the problem statements, three project questions (PQ) are constructed

as shown in Table 1.2.

Table 1.2 Project Question

PP PQ Project Question (PQ)
PP1 | PQ1 | How can we hide the existence of the information that being

transmitted across the network?

PP2 | PQ2 | How can we secure the information’s confidentiality and integrity

is maintain after it received by others?

PP3 | PQ3 | How can we provide a secure platform for information being

transmitted across the network?

1.5 Project Objective

In order to solve the problem identified as in Section 1.2, three project

objectives (PO) are derived as shown in Table 1.3;

Table 1.3 Project Objective

PP | PQ | PO Project Objective (PO)

PP1 | PQ1 | POl | To conceal the presence of sensitive information from being

disclosure by cyber-attacker.

PP2 | PQ2 | PO2 | To secure the confidentiality and integrity of the information

while being transfer across network.

PP3 | PQ3 | PO3 | Todevelop a platform for users to share/transfer information

amongst each other in secured environment




1.6 Project Scope

The scope for this project are:

I.  Secure the information that being transferred across the network by hiding and
change the information structure using Steganography and Encryption
approaches.

Il.  The functionality of the project is based on mobile phone environment.

1.7 Expected Output

The expectation by the end of this project is to contribute and provide a better
platform for user to transmitting information to other person by using the Secure File

Sharing application.

1.8 Report Organization

The report is consists of seven chapters namely Chapter 1: Introduction,
Chapter 2: Literature Review, Chapter 3: Methodology, Chapter 4: Analysis and
Design, Chapter 5: Implementation, Chapter 6: Testing and Chapter 7: Conclusion.

The brief elaboration of each chapter is as follow;

Chapter 1: Introduction

This chapter explained about the definition, background study, problem
statement, objective, scope and expected output related to the Secure File Sharing

application.



Chapter 2: Literature Review

This chapter discussed and analyzed the topics that related to this project such
as mobile application, file sharing application, authentication mechanism, encryption
technique and steganography. The outcome of this chapter will guide the development

of this project’s structure.

Chapter 3: Methodology

This chapter provide a decision of the method of development that will be carry
out to develop this project. With certain method of development will help to develop

the system in less time required and easy for system testing and correction.

Chapter 4: Analysis and Design

This chapter will explained the design phase of this project such as specifies
the preliminary design and the detailed design of the system modules stated in Chapter

2 and specifies the Graphical User Interface design.

Chapter 5: Implementation

This chapter will explained in detail the implementation phase of this project

such as the software code and logic process based on module designed in Chapter 4.

Chapter 6: Testing

This chapter will discussed the testing plan for each of the system modules as
elaborated and analyzed in Chapter 4 and Chapter 5. Next, the result of each of the
testing plan will be analyzed to ensure each of the system module is implemented

correctly in this project.

Chapter 7: Conclusion

This chapter compile the entire chapter in a final documentation by elaborated
the observation on the weaknesses and strengths of this project, proposition for

improvement, project contribution, project summarization and conclusion.



1.9 Summary

This chapter is elaborated in details about the introduction of this project that
includes background study, problem statement, project questions, project objective,
project scope, expected output and report organization. The background study explain
data breaches incident across the world in 2016 that lead to developing of this project
as one way to reduce the threat. Problem statement explained the problems faced by
individu or organization in securing their information from attacker while transferring
the information across the open network. The project question and project objective is
corresponding to each other which the project question state the arise question about
the project and the project goal is the answer of each question. Project scope explain
in details about the elements covered in this project and the limitation of this project.
Expected output state the last outcome of the project which is the developing of the
Secure File Sharing application and lastly report organization briefly explain all
chapter covered in this report. Chapter 2 will elaborate in details about the literature
review done to develop the project which covers topic on mobile application, file
sharing application, authentication ~mechanism, encryption technique and

steganography.





