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ABSTRACT

In today’s technology driven world, the increasing of malware in the
cybercriminals that exploiting the internet and always create and distribute harmful
malware has become a serious threat. Malware significantly impact computer’s
performance and often go unnoticed in our systems and causes several problems to
the user. Hence, It’s imperative to take the precautions necessary to detect and
prevent malware infections. One of the way to detect malware detection is by using
machine learning techniques. Malware detection is detected by looking at its
behavioural. Behavioural malware detection is a field where malware is detected by
its behaviour and the machine learning will look at the pattern of the behavioural.
Then it will be analyzed and a report will be generate from the data. Thus, in this
project, the behavioral of malware is analyzed and ensemble method is applied in
detecting malware. Firstly, the data is collected by a multiple categories of system
log and parser chooses from application. Then from the dataset it will classify it to 5
type of n-gram. Secondly, the best features from each of the n-gram are extracted
using three feature selection techniques, namely Information Gain, Symmetrical
Uncertainty and Chi-Square. SVM classifier is used to train the feature vectors and
create a model for each n-gram. Finally, every model from 1-gram to 5-gram is
combined using ensemble method. The significant contribution of this project is the
effectiveness and efficiently of malware prediction using the state-of-the art

techniques named ensemble method.
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ABSTRAK

Dalam dunia teknologi terkini, peningkatan malware dalam penjenayah siber yang
mengeksploitasi internet dan sentiasa mencipta dan mengedarkan malware berbahaya
telah menjadi ancaman yang serius kepada dunia. Malware secara ketara telah
memberi kesan kepada prestasi komputer dan sering kali tidak disedari oleh sistem
sedia ada yang menyebabkan beberapa masalah kepada pengguna. Oleh itu, sangat
penting untuk mengambil langkah berjaga-jaga yang diperlukan untuk mengesan dan
mencegah jangkitan malware. Salah satu cara untuk mengesan pengesanan malware
adalah dengan menggunakan teknik pembelajaran mesin. Pengesanan perisian hasad
dikesan ‘dengan melihat perilakunya.  Pengesanan malware tingkah laku adalah
bidang di mana malware dikesan oleh tingkah laku dan pembelajaran mesin akan
melihat corak tingkah laku. Kemudian ia akan dianalisis dan laporan akan menjana
dari data. Oleh itu, dalam projek ini, perilaku malware dianalisis dan kaedah
ensemble digunakan untuk mengesan malware. Pertama, data dikumpulkan oleh
pelbagai kategori log sistem dan parser yang dipilih dari aplikasi. Kemudian dari
dataset ia akan mengklasifikasikannya kepada 5 jenis n-gram. Kedua, ciri-ciri terbaik
dari setiap n-gram diekstrak dengan menggunakan tiga teknik pemilihan ciri, iaitu
Information Gain, Ketidaktentuan Simetris dan Chi-Square. Pengelas SVM
digunakan untuk melatih vektor ciri dan membuat model untuk setiap n-gram. Akhir
sekali, setiap model dari 1 gram hingga 5 gram digabungkan menggunakan kaedah
ensemble. Sumbangan besar projek ini adalah keberkesanan dan kecekapan ramalan
malware menggunakan teknik ensiklopedia state-of-the-art yang dinamakan

ensemble method.
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CHAPTER |

INTRODUCTION

1.1 Introduction

Malware, short for malicious software, is is any PC program software
used to mess up PC or portable operations, collect sensitive data, have access to
privatepc framework , show undesirable promoting. Malware may be stealthy,
expected to take data or keep an eye on PC clients for a period time of without their
insight and designed to infiltrate and damage computers and often go unnoticed in
our systems and causes several problem . Thus, malware is a software programmed
to do bad thing for user or user computer, and user don't want it. One of the way to
detect malware detection is by using machine learning techniques. Malware detection
is detected by looking at its behavioural. Behavioural malware detection is a field
where malware is detected by its behaviour and the machine learning will look at the
pattern of the behavioural Then it will be analyzed and a report will be generate from
the data. Thus, in this project, the behavioral of malware is analyzed and ensemble
method is applied in detecting malware. Other than that, The increasing of latest

malware and various of malware that exploiting the internet and always create and



distribute harmful malware has become a serious issue. Thus, in this project we

will purposed a new malware classification technique by analyzing and look at the

pattern of the behavioral of malware and how to detect the the malware detection

using an ensemble method . Using this technique we can analyze the malware

behavioral and from the results showed that this technique approach can effectively

classify and differentiate the malware.

1.2 Problem Statement

The problem that has been identified is summarized in Table 1.1 below

Table 1.1 Problem Statements

PS

Problem Statement

PS1

Malware detection has increasing day by day thus it is needed to
detect malware s by using machine learning techniques. Malware
detection is detected by looking at its behavioural .

a) PS1: Malware should be detected by looking at its behavioral

Malware be identified and detected so that the proposed to take data or spy

on users pc without their knowledge for a period of time will not happen.

One of the method to detect the malware is by using Machine Learning

techniques. This technique will be used in this project to detect the behavioral

attack of malware



1.3 Project Question

In this project, there is three Project Question (PQ) needs to be
answered in this project. The summary of project question is shown in
Table 1.2.

Table 1.2 Summaries of Project Questions

PQ Project Questions

PQ1 What are the purposes on this project?

PQ2 What are the approach techniques that will use to detect the
malware ?

PQ3 What is the contribution when applying the process and
techniques?

PQ1: What are the purposes on this project?

Identify the purposes and goals of this project.

PQ2: What are approach or techniques that will use to malware ?

Distinguish the approach and procedures that will use to recognize malware to have a

greater accuracy.

PQ3: What is the contribution when applying the process and techniques?

The enhance on applying the process and techniques on detecting malware to be

more accurate .



1.4 Project Objective

Based on this project, the Project Objectives (PO) are developed as follows.

Table 1.3 Summaries of Project Objectives

PQ Project Objectives

PO1 To study the performance of ensemble method that combine
1-gram to 5-gram feature vector

PO2 To measure the effectiveness of three different combination
methods namely majority voting, product rules and mean
rules.

PO3 To study the performance of ensemble method that combine
specific n-gram feature vectors using different classifier
model

1.5 Project Scope

The scope of these projects is to detect the behavioural of malware

ensemble method so that can easily classify it to malware or non-malware and
Identify the technique and algorithm that is used to detect the malware. This project

IS to test the accuracy of the detection of malware using the machine learning

technique and to find result of which technique is the most accurate.



1.6 Project Contribution

The contribution of this technique are by doing this project , it will
evaluate from five n-gram of feature selection. Each of the n-gram will be evaluate
and test based on the support vector machine classifier. Then, from the result each of
the model will be combine to predict the accurancy and find out which is the best
andmore accurate. The contribuition of this finding is it will contribute an idea in
finding the vest method to detect the malware and which n-gram has the high

accurancy.

1.7 Thesis Organization

Chapter 1: Introduction

In this chapter 1 section it will review the history of project .
Other than that, In this chapter 1 also contain the problem statement,
project question, project scope statement , project contribution, thesis

organization and conclusion.

Chapter 2: Literature Review

In this chapter 2 it will review about about past work that are
knit together to the project and review of previous researcher by
study at the literature review. Each of the literature review result will
be consider to help in generate this project. In addition . in this
chapter also include the conclusion that are clear up to run this

project .



Chapter 3: Project Methodology

In this chapter 3 section it will review about the methodology that are used in
these projects. This chapter explain step by step of the methodology in and the

project milestone.

Chapter 4: Analysis and Design

In this chapter 4 it will review the discussion about the analysis of the project
and the design of the project that had been used in the experiment that consists of
the software and hardware requirement to run this project

1.8 Conclusion

This project (Malware detection using ensemble method ) is a research
project = that detect the malware by looking at its behavioural . Malware will
significantly impact on your computer performance and often go unnoticed in your
system. Thus its imperative to take the precautions necessary to detect and prevent
malware infections . In this reasearch it used the machine learning technique to
detect the malware using an algorithm. From the algorithm the data will be
identified whether it is malware or non-malware. The objective of the project is to
help users to prevent from being attack by the user by analysis the behavioural of
malware. Thus in next chapter will explains the previous research about malware

detection and how the data is conducted.



CHAPTER I

LITERATURE REVIEW

2.1 Introduction

The goals of this Chapter 2 is to summarize, explained and
increase knowledge and provide better understanding about malware
detection and ensemble method. In this chapter 2 we will explain the
definition , approach and elaborate from a technique that were used from
previous research from a literature review. From the literature review
we can compare the findings and evaluate based on the information.
The explanation of literature review are categorize to several topics
which consist of malware , detection technique and ensemble method.
In malware will focus more on the definition of malware , effect of

malware ,type of malware and the use of malware. Next for the



detection technique will be focus more on machine learning technique
where will explain the definition and benefits of machine learning
technique . Lastly in this topic also will explain the detection that are
use in this research which is ensemble method. In the ensemble method
will focus more on definition of ensemble method and why ensemble
method is use in conducting this research. The hierarchy of this topics is
based on the figure 2.1 and consists of three phase . Phase one is about
malware , phase 2 is detection technique and lastly phase 3 is detection

technique.

Malware detection

using ensemble
method

detection
malware technique
(machine learning )
B, iware defination machine learning ensemble method
defination defination
. benefits of maching] technique of
P learning ensemble method

= Effect of malware

ensemble method

L malware detection
technique

Figure 2.1 Hierarchy

2.2 Related Work / Previous Work

Based on figure 2.1 , this section 2.2.1 is an explanation about malware ,
section 2.2.2 explaination about detection technique name machine learning and
2.2.3 definition about ensemble method and responsibility of ensemble method.In
addition in this chapter also discuss the related work of previous researcher . All of

the section will explain based on understanding and previous research..



