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ABSTRACT

In biometrics security, steganography is highly used for securing biometric data
template from unauthorized user at the access control level system. The word
steganography in Greek means covered writing and hiding the existence of the message
from unauthorized person that indicated the science of secret communication. However,
hacking activities still occurred at the biometric point system such as overriding biometric
template in database. Therefore, several countermeasures have been review to overcome
the hacking activities from happening. Studies on steganography techniques have been
identified by viewing on a modification of Least Significant Bits (LSB). The LSB is
proposed to iris image which converts hidden images or messages to binary stream and
hides into a proper lower bit plane. For hiding secret information, the basic idea is to
replace the LSB of the cover image with the bits of the messages to be hidden without
destroying the property of the cover image. The LSB-based technique is the most
challenging as it is difficult to differentiate between the cover-object and stego-object
even though few LSB bits of the cover object are replaced. In addition, LSB used a stego-
key while embedding messages inside the cover image. When the cover images are
transmitted through transmission channel, white noise is applied to stego images, that
reduces the number of bits and also hidden secret data bits which are affected by that auto
created noise. By using the key and white noise application, the chance of getting attacked
by the attacker is reduced and the embedded information to be transmitted to destination
without being detected by the attacker. The experiment shows that the LSB produces a
low error rate as few bits are changed, that is 0.0059dB. On the other hand, LSB can be
easily combined with other method due to its flexibility feature. The parameters used in
the experiments are peak of signal to noise ratio (PSNR) and mean squared error (MSE).
Finding has shown a better results of high noise rate compared to before the embedding
process. As a conclusion, the study of the project brings a successful outcome and
significantly brings impact of higher security towards steganography field and biometrics

applications.
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CHAPTER 1

INTRODUCTION

1.0 Introduction

Iris authentication depends on the individuality of the iris. The iris is a unique trait, which is
poised of pigmented vessels and ligaments forming unique linear marks and more similar features
and marks. Evaluating more features of the iris increases the chance of uniqueness. Since more
features are being measured, it is less possible for two irises to match. The advantages of using the
iris is it stability. The iris remains constant for a lifetime as it is not subjected to the environment,
as it is protected by the cornea and aqueous humor. Iris recognition is widely used for security
purposes. It provides perfect security because of its ability to eagerly recognize error irises. Iris
recognition will be a possible option for any security system in the future. The iris is a circular
diaphragm, lies in between the cornea and the lens of our eye. The iris is perforated close to its
center by a circular hole known as the pupil. The function of the iris is to manage the quantity of
light entering in the pupil, and this is done by the sphincter and the dilators muscle, which adjust
the volume of the pupil. The average diameter of the iris is 12.1 mm, and the pupil size can vary
from 11% to 81% of the iris diameter. The retina is a thin film of cells at back of the eyeball. The
blood vessels of a person’s retina also provide a unique pattern. Iris recognition provides the
highest precision in recognizing human, because no two irises are same- even not between twins,

or even among the left and right eye of the person. The pattern of one’s iris is fully formed by
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eleven months of age and remains the similar till death. Iris technology is correct because it uses

more than 241 points of reference, in iris pattern, as a basis for match.

Meanwhile, an image is a picture that has been created or copied and stored in electronic form.
An image can be described in terms of vector graphics or raster graphics. An image stored in raster
form is sometimes called a bitmap. An image map is a file containing information that associates
different locations on a specified image with hypertext links. An image is a collection of numbers
that constitute different light intensities in different areas of the image. This numeric representation
forms a grid and the individual points are referred to as pixels (picture element). Greyscale images
use 8 bits for each pixel and are able to display 256 different colors or shades of grey. Digital color
images are typically stored in 24-bit les and use the RGB color model, also known as true color.
All color variations for the pixels of a 24-bit image are derived from three primary colors: red,
green and blue, and each primary color is represented by 8 bits. Thus, in one given pixel, there can

be 256 different quantities of red, green and blue.

1.2 Problem Statement

Biometrics work well only if the verifier can verify two things, the biometric came from
the genuine person at the time of verification and the biometric matches the master biometric on

file. However, a variety of problems hinder the ability to verify the above things such as:

i Noise in acquired data — Noisy biometric data caused by defective sensors, defective
physical characteristics and unfavorable ambient conditions. This causes the data to be
incorrectly matched or incorrectly rejected.

ii. Intra-class variations — The data acquired during authentication may be different from
the data used to generate the template during enrollment, affecting the matching
process.

iii. Distinctiveness — Every biometric trait has an upper bound in terms of its discrimination
capabilities.

iv. Non-universality — A subset of the users not possessing a particular biometric.

The above-mentioned problems form the basis for many types of attacks against biometric

systems. One of many problem mentioned above, the most common problem is overriding
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biometric template in database. Besides that, the copyright crime is a serious issue been mentioned
nowadays and hacking activities that interrupted main point of system security. Thus, may be lead

to causes biometric system become insecure and vulnerability to those who use it.

PS Problem Statement

PS1 | Copyright stealing is a common issue nowadays

PS2 | Overriding biometric template in database

PS3 | Hacking activities that interrupted main point of system security

Table 1.1: Summary of Problem Statement

1.3 Project Question

In modern era data is heavily gaining importance as information is dependent on the raw
facts for example data. The exchange of information is required to share resources among the
distributed users which may be separated by locations. While transferring the data among the users
the confidentiality and privacy should be maintained. To meet these requirements the technique
Steganography can be used. In this technique we use different mediums to hide the data that are
text, images, audio, video and etc.

From the perspective of this project, how can we secure data information to be delivered
to a safe destination without being attacked by others? Therefore, the digitally shared data between
the users should be converted to some unreadable format which will not be tampered by the
intruders. Steganography approach used in this project secure the biometric system and prevent

hacker from gaining a data information in the iris database.



PS PQ | Project Question

PS1 | PQ1 | How can we secure data information to be delivered to a safe destination without

being attacked by others?

PS2 | PQ2 | How can steganography technique avoid the overriding template in database?

PS3 | PQ3 | How can proposed project being used to prevent hacking activities?

Table 1.2: Summary of Project Question

1.4 Project Objective

The objective of this project is to compare and enhanced common security features offers
by devices. Also to improve the security technology include in access account by user and to find
the efficiency in using iris recognition as security feature. However, this project is believed to
achieve the following objective:

PS |PQ | PO | Problem Objective
PO1 | To propose a modification of the existing LSB approach.

PS |PQ | PO2 | To securing the secret information within the image file using LSB

approach.

PO3 | To evaluate the proposed approach with the LSB approach.

Table 1 3: Summary of Project Objective

1.5 Project Scope

This project focus mainly on securing iris authentication using steganography. The scope
involve the technique, method and system used to perform the development of this project such

as.:

I. Existing Iris template: To hide secret data.
ii. Cover image: To hide iris template.

iii. Stego-image: Produced after perform the hiding data in MATLAB.



iv. MATLAB: To perform simulation of encoding, decoding and Least Significant Bit
(LSB) technique.

1.6 Project Contribution

There is no security system that is completely foolproof. Every system is breakable with an
appropriate amount of time and money. Therefore, an innovation on securing the iris authentication
needs to produce. The approach of securing iris is designed with the integration of steganography
into the biometric system. The importance of steganography has been apprehended against
cryptography and information hiding due to capabilities, security services and performance.
Steganography is emphasis on avoiding detection and possibilities of largest hidden massage
meanwhile watermarking is robust, emphasis on avoiding distortion of cover file and a small
amount of hidden message. The comparison of previous implementations and future model
promise a successful achievement. The contribution of this study is to modify an existing
steganography method and evaluate iris model for protecting the biometric system against
imposter attack, making the iris biometric system more secure with the implementation of

steganography.

PS PQ | PO |PC | Project Contribution

PO1 | PC3 | Proposed a modification of the existing LSB approach

PS PQ | PO2 | PC2 | Proposed a securing the secret information within the image file
using LSB approach.

PO3 | PC1 | Proposed an evaluating steganography approach with the LSB

method.

Table 1 4: Summary of Project Contribution



1.7 Thesis Organization
Chapter 1: Introduction

This chapter give an introduction of iris recognition and steganography technique that will

be use in this project.
Chapter 2: Literature Review

Explain more on project title, related work, proposed solution and previous work for

securing iris authentication using steganography.
Chapter 3: Project Methodology

Discuss on methodology that will be use in this project which are Least Significant Bit

(LSB) use to hiding data in iris template.

Chapter 4: Analysis and Design

Discuss on analysis project technique and design use in this project.
Chapter 5: Implementation

Explain details on implementation of the project and system development.
Chapter 6: Testing

Discuss on system testing trial or error that had been performed when running the system

development program.
Chapter 7: Conclusion

Summarization of project and what objective had been achieved on this project. Also, the

contribution and future work for this project.

1.7 Conclusion

This chapter briefly explain on project title, objective, problem statement, project
questions, contribution and chapter summarization. The next chapter will review more about

technique and method used to perform this project.



CHAPTER 2

LITERATURE REVIEW

2.1. Introduction
2.1.1 Steganography

Image steganography plays crucial role in digital processing. Image processing mainly
focus to conceal a file, message, image or video. According to (Roy, 2016)The advantage of
steganography over cryptography alone is that the intended secret message does not attract
attention to itself as an object of scrutiny. Thus, cryptography is the practice of protecting the
contents of a message alone, whereas steganography is concerned with concealing the fact that a
secret message is being sent, as well as concealing the contents of the message. Any digital image
is comprised of pixels of different size of matrices, various Image steganography algorithms have

been developed.

Ever since the technology have taken over the world, the internet become one of the most
crucial factors of information technology and communication has been the security of information.
Cryptography was known as a technique to secure the secrecy of communication and many
different methods have been developed to encrypt and decrypt data in order to keep the message
secret. However, it is not enough to keep the contents of a message secret, the necessary to keep
the existence of the message secret may become handy. The technique used to implement this is

called, steganography. Steganography is the art and science of invisible communication. This is



accomplished through hiding information in other information, thus hiding the existence of the

communicated information (Roy, 2016).

The word steganography is derived from the Greek words “stegos” meaning “cover” and
“grafia” meaning “writing” defining it as “covered writing”. For image steganography, the
information is hidden exclusively in images. While, for image processing is one of the significant
area of multimedia applications and it is known. Thus, these applications can be found almost
everywhere in the modern world. Because of that, there are rapid increasing in number of people

working with images which means, that demand for image processing tools also grows.

2.1.2 Iris Recognition

Biometric utilize physical traits (gait and voice recognition) or behavioral characteristics
(iris, retina, thumbprint and face) for a reliable identity of authentication. The usage of iris
biometric technology and application has increased tremendously for its user friendliness,
performance, permanence, accuracy and unigueness. There are many systems and machines use
biometric in daily activities for instance, attendance system, withdrawing money from ATM and
thumbprint to switch on laptop. In fact, in biometric, human is the key to access systems.
Biometrics data is powerful and useful to the system; however, they have no keys. The biometric
data is easy to steal or leading to identity theft and not secured. The more a biometric data is used,
the less secret it would be (Zainal Abidin, Manaf, & Shibghatullah, 2011).

2.1.2.1 Characteristics of biometric Technologies
1) Universality - something that each person has.

2) Uniqueness - something that separates this very person from others. This means

that not all characters can be suitable for biometrics.

3) Permanence - biometric measurement should be constant over time for each

person.



4) Measurability (collectability) - it should be easy to measure, should not demand

too much time and cost.

5) Performance - speed, accuracy and robustness

6) Acceptability - how well people accept biometrics
7) Circumvention - how easy it is to fool the system.

According to (Ayoub & Nori, 2013) The Human iris is a thin circular anatomical structure
in the eye. The iris’s function is to control the diameter and size of the pupils and hence it controls
the amount of light that progresses to the retina. To control the amount of light entering the eye,
the muscles associated with the iris (sphincter and dilator) either expand or contract the center

aperture of the iris known as the pupil.

The iris consists of two layers: the pigmented front fibro vascular called as stroma and
beneath it is the pigmented epithelial cells. The stroma is connected to the sphincter muscle which
is responsible for the contraction of the pupil and to the set of dilator muscles, responsible for the
enlargement of the pupil which it does by pulling the iris radially. The iris is divided into two basic
regions: the pupillary zone, whose edges form the boundary of the pupil and the ciliary zone which

constitutes the rest of the iris.
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Figure 2.1: Front view of the human iris

2.2. Related Work/Previous Work

Sending encrypted message frequently will draw the attention of third parties, i.e. crackers
and hackers, perhaps causing attempts and revealing the original message. Information hiding is a
general term encompassing many sub disciplines. Steganography known as an ancient art of hiding
information in ways a message is hidden in an innocent — looking cover media, so that will no

arouse an eavesdropper’s suspicion (Talee & Mohammed, 2014). The objective is to propose a

9



modification of the existing least significant bit (LSB) approach. Therefore in this chapter,
according to (Talee & Mohammed, 2014) steganography replaces bits in image, sound and text
file with secret data instead of protecting data the way cryptography does. Steganography conceals

the existence of the data.

Capacity, security and robustness are the three main aspects affecting steganography and
its usefulness. Capacity refers to the amount of data bits that can be hidden in the cover medium.
Security relates to the ability of an eavesdropper to point the hidden information easily. Robustness
is concerned with the resist ant probability of modifying or destroying the unseen data. The main
function is to transmit a message through some innocuous carrier, for example, text, image, audio

and video over a communication channel.

There are many technique about data hiding, but for this project we use a simple
steganography approach which is LSB approach to securing the information encrypted within the
image file. Therefore, a simple and well known method to further the approach is directly hiding
secret data into the LSB of each pixel in an image. Then, based on the LSB technique, an algorithm
for 24-bit color image is developed improves the stego-image quality of color image. In LSB
steganography, the least significant bits of the cover media’s digital data are used to conceal the
secret message. LSB Steganography can be classified by two methods LSB replacement and LSB
matching. The terminology LSB replacement or LSB matching was firstly discussed by T. Sharp.
First is LSB replacement which is simplest of the LSB steganography techniques. LSB
replacement steganography replace the last bits of cover image with each bits of the message that
needs to be hidden. Algorithm for LSB Based embedding and extracting process is given as-:

A LSB-based Embedding Algorithm

Input -: cover C

for i = 1 to Length(c), do

Sj —Cj

fori =1 to Length (m), do

Compute index ji where to store the i'" message bit of m
Sji < LSB (Cji) = m;

10



