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ABSTRACT

PCAP file is a file that is commonly used by network forensic analyst to preserve network
connection and to do inclvestigation on network. PCAP file used to capture and store network
traffic that contains network packets and its' information about it. In PCAP file, there is so
many information can be extracted such as source and destination IP address, packet's payload
and other types of metadata. Many tools can be used to perform analysis on PCAP file such as
Tshark, wireshark or Network Miner. In previous research, a PCAPFunnel tool is developed to
provide a visualization to PCAP file. This tool uses Tshark as its backend processing to extract
data from PCAP file and use the front end framework to visualize extracted data. This tool
mainly focus on visualization of data. In this project, it extend the capability of a single network
forensic tool from providing just a visualization of data to another multiple feature such as deep

packet inspection, file extraction, and strings extraction.



ABSTRAK

Fail PCAP ialah fail yang biasa digunakan oleh penganalisis forensik rangkaian untuk
mengekalkan sambungan rangkaian dan untuk melakukan penyiasatan pada rangkaian. Fail
PCAP digunakan untuk menangkap dan menyimpan trafik rangkaian yang mengandungi paket
rangkaian dan maklumat mengenainya. Dalam fail PCAP, terdapat begitu banyak maklumat
yang boleh diekstrak seperti alamat IP sumber dan destinasi, muatan paket dan jenis metadata
lain. Banyak alatan boleh digunakan untuk melakukan analisis pada fail PCAP seperti Tshark,
wireshark atau Network Miner. Dalam penyelidikan terdahulu, alat PCAPFunnel dibangunkan
untuk menyediakan visualisasi kepada fail PCAP. Alat ini menggunakan Tshark sebagai
pemprosesannya untuk mengekstrak data daripada fail PCAP dan menggunakan 'front end
framework' untuk menggambarkan data yang diekstrak. Alat ini dibangunkan dengan tujuan
terutamanya pada visualisasi data. Dalam projek ini, alatan yang akan di bangunkan,
memanjangkan keupayaan alat forensik rangkaian daripada menyediakan hanya visualisasi
data kepada ciri-ciri lain seperti pemeriksaan paket dalam, pengekstrakan fail dan

pengekstrakan rentetan.



TABLE OF CONTENTS

DECLARATION. ...ttt h bbbt bbbt nn et i
DEDICATION . ...ttt bbb bbbt b bbbt b et b et eb e ans ii
ACKNOWLEDGEMENT ..ottt bbbt b et et b iii
ABSTRACT .ttt bbbt bbb e b b E R bR R bR b e bt E et b e e bt e iv
CHAPTER 1: INTRODUCTION ...ttt ettt 1
1.1 INEFOQUCTION ...cuticti ettt b et b bbbt 1
1.2 Problem STAEMENT ........coiiiiiiriiiite et 2
1.3 PrOJECE QUESTION . ..uiiie ettt ettt te et st e s te et e s beeseesbesbeeeesbaeseesbesteesrenreas 2
14 ProOjECE OBDJECHIVE. .iiiiiiieiti ittt et et s e e e s be e et e ba et e sbeateesbenae s 3
L5 PrOJECE SCOPE .ueeuviiteetie it ettt ettt ettt e st et e et e s te et e beeseesteebeesbesbeeseeabeaseestesbeeseesbeateenrenreas 3
1.6 Project CONIIIBULION ........oiiiiiiiii ittt nben e st renn e 3
1.7  Thesis QIERIIENNEE c— 0 . B B o W W . 4
1.7.1 Chapters SESHESHON - B8 . N .. S B . wee—=N R B B........... 4
1.7.2 Chapter 2: LItEratUIE FEVIEW couuc..ivieieieiciiiiteiteeitestestesaesteetesaeesssbesnesssesnasstesnesraesesteessesressens 4
1.7.3 Chapter 3: MethOdOIOgY .......cveiuiiiciiiie ettt beera e resae s 4
1.7.4 Chaptedt DesigRasmictdicd. .. hemerrrritotoremrrrrrtotd. .. vwborivlf... o B B L., 4
1.7.5 Chapter 5: IMPIEMENTALION. ......iiiiiterieieieiiesisisressesbe s s s ssesssse s ssesne s snssnssnassesesseebeseesrenneneas 4
1.7.6 Chaptad 0¥ Testing 2L L L LE DN b IS Ll IR AN 4
1.7.7 Chapter 7: CONCIUSTON ...ttt 4

1.8 CONCIUSION ...ttt b e bbbttt b et e 5
CHAPTER 2: LITERATURE REVIEW ..ot 6
2.1 INEFOTUCTION ...t b bbbt b bbbt b e 6
2.2 NEEWOTIK FOMBNSIC ...ttt ettt n s 6
2.3 PCAP FIIB bbbttt b et 7
2.4 Methodology in network fOrensic @analySiS ..........oovieiiiieeie e 8
2.4.1 Protocol Parsing and ANAIYSIS........cccoeiiiiiiiiirise e 8
2.4.2 Deep PaCKEt INSPECLION ..ottt 8

2.5 Other tools in network forensic (Related WOrK).........ccoooeiiiiiiiiiiieeee e 10
2.5. L WITESNAIK ...t 10
2.5.2 TSNATK ..o 12

2. 5.3 PCAPFUNNEL ...t e ettt e e e e e e et e ee e e e e e st e e e e e e neaneees 13



2.5.4 NEEWOTK IMIINET ...ttt bbb bbbttt ettt n s 14
2.6 Features and CRAraCEIISTIC ........iiiiierieieiee sttt 16
2.6.1 Visualization OF DAla ......ccevveieriiiie ettt sttt seeereenrenne s 16
2.6.2 Detail PACKEt INSPECTION.........ciuiiiiiiieieieiees s 17
2.6.3 File EXITACTION. .....eiuii ittt sttt ettt et ste s e nbesseeneesteeneeseeeneennenneas 17
2.6.4 STIINQGS EXIrACTION. .....ciuiiiiiiiiiiite ittt nn e 18
2.7 CIIICAI REVIBW ...ttt bbb bbbttt bbbt e 19
2.8 PropoSed SOIULION .....coiiiiicie et a e be et et e st e e e s beeneesbesneenbenre e 19
2.9 CONCIUSTON ...ttt bbbt b bbb bbbt e st ettt et b e 19
CHAPTER 3: PROJECT METHODOLOGY ....oooiiiiiiiieiirieiesiee et 20
T80 111 0o o4 AT ) o OSSPSR 20
3.2 MELNOUOIOQY ...ttt bbbttt b et nen e 20
3.3 PrOJECE IMHIESTONE ...ttt ettt bbb 21
KRR T g A 1= OSSPSR 27
35 CONCIUSTON ...ttt b ettt e ettt sbe st nne e e 28
CHAPTER 42 DESEGN ...tttk bbb b ettt ene e 29
4.1 Introductions= /A —————————— ... .. . S 29
4.2 Requirement IAENTITICALION .....cuiiiurtiriieeeiieiese e bste st ke ikt s bbb snesresnenne e 29
4.3 ReqUITEMENT ANAIYSIS ....cuviuieuieuimininsinriint e iteieseetsbesse b e ee et et sbe e b e ine e e nb e saesbeneennenne e 31
4.3.1 Data REQUITEITIENT ....euvivermiuremeneerrertasesststtssessessessessassessassshssseasesesabensessessasssbesnssseseessensensensens 31
4.3.2 FUNCEIONAl REQUITEIMENT.......o.viiiiiiiiciiiit sttt nr e 31
4.3.3 Non-fupslional ReGEHFSIFIEAL .. kevrrerrrwivrrmmrrrrrrriel.. . vl o Bl B0 32
4.3.4 Other REGUITEMENTS ..ecueiviiuieeieitiisieiresteesiesteessetesseessessessesssessssssessssssessesssessesesssessessesssessenses 32
4.3.4.1 Software' Requirernents = I DN TN LT 208, IS L AIWEN 32

A4 HIGN-1EVEI DESION ...ttt bbbttt sttt 34
441 SOTEWAIE DESION....ctiiiitiieite ettt bbbttt b bttt nn e 34
A4 2 APLDESIGN ...ttt bbb bbbttt 35
O R o 0] (0 [ot ] I o -] OSSR 36
4.4.2.2 SErINGS EXIFACTION......cuiiiiiiiiccc bbbt 39
4.4.2.3 JSON OULPUL ..ottt bbbttt 40
4.4.3 USer INLErface DESIGN ...c..oivieiiieiiie ettt ettt ettt en e e ste e e seesae e e seeenes 42
O B RV 1] T [ =T 7 o OSSR 43
A.A.3. 2 UPIOAA ...ttt ettt 46
4.4.3.3 SYSTEM FIOW. ...ttt ettt 47

S O3 Tod [ 1] T o ST 47
CHAPTER 5: IMPLEMENTATION. ..ottt ettt sbe e nnne e 48

L0 A [ 1 (oo [ o3 A o] o F PR 48



5.2 Software development enViroNMENt SEIUP ........ccveiiiriiiieieie e sre s 48
R o B 1=V =] (] o] 1] o OSSR 49
5.3.1 CONFIQUIALION SETUD ...evetiiiteie ettt 50
5.3 2 UPIOAA. ...ttt 51
LTRGBS o0 =1 £ o ST 52
5,314 PrOJECES. ...ttt b e 53
LT R O =101 1o T OSSR 53
5,38 PIOTOCOIS ... bbb bbbt 53
D37 HOSES ... b bbb bbb bbbt b b naeeees 54
TR RC T o= (o] (=] 3RS 55
5.4 PrOTOCOI PAISEIS ....oviiieiie sttt st ettt ste st e et et e e s te et e beesaesteate e s e sbeese e besseestesbeeneeseeeneensenneas 57
DU L HTTP PAISEE ..ttt skt bbbt b bt e st e et e e sbe e sbe e sneeanbeents 57

R Ny e N e o 1 67 ] (TSP POP PSPPI 61
LR = [T LT ST 64
5.5 Other Feature IMplemMENtatioNS. .........cecviiiiieiie ettt esre et e sresre s 65
5.5.1 SHNQS EXITACTION. ....eetiiieiiiti ittt ettt et saeenesbeesaesbeebeesbesseeseesteeneeseennes 65
5.5.2 File ExirqBiiGiImus. ... ... . 0 .. WSS . 68
5.6 User interface and frONT-BNA .....oivveiuriveiiieie oot ste st et eesbeabeeneesaeesaenrenneas 69
5.6.1 Upload By .- N .. . S . B w—H A 8. H............. 69
5.6.2 DASNDOAIT PAGE ......oeuimuirvemuummerunresraneeseatastaneasessessessesessastassaneasesheanesbeseasssbbesesseasessessessensenes 71
5.6.3 CONNECTIONS PAGE ......uvivitititeieet ettt bbbttt bbbt e nes 73
5.6.4 ProtocQls/Bage’. . itvswivilied . . hrmrerrerrwivemreremrrrwin .., Swieiedl o Bl AL 75
5.6.5 STFINQS PAQGE ettt ettt et esaeesse st e sas e s e ebeensesbeebsebesssesbesteeneenreanee 79
5.6.6 Files Pagell ¥ Ml L1 | ER NI ISV Tl IS LAY 80
5.7 Version Control ManagemENT ..ottt e 81
LIRS o o Tod 111 [ o OSSPSR 81
CHAPTER 6: TESTING ...ttt ettt et s e et e st e e st e e saae e s sae e e staeesareeenseeens 82
G T0 A ] T [T o) o TSP 82
TN =T B - TSP 82
B.2.1 TESE SCNEAUIE ...ttt seeereeneenneas 82
B.2.2 TESE SEIALEGY ..veiteiieeieiit ettt ettt ettt ettt bttt e sb e e s bt e s aeesa b e sab e e beesbeesbeesbeennneas 82
CTR T 1= I TS [ o PSSP 82
B.3.1 TEST CASES ..vveuveiiiestiieiie et e st e ste e st e st e sttt e et e e s bt e e ba e e seeaste e sbe e sbe e sbeenseeanbe e beenbeenbeenreenrre s 82
6.4 TSt RESUIT & ANAIYSIS......iiiiiiiitiiieie bbb 85
6.4.1 UpPload FEATUIE TESTING ......eieiteriiieieieieiesiesie sttt sttt st sn e 85
6.4.2 CONNECLIONS FEALUIE TESTING......viteeeieiieiieiese sttt 86

6.4.3 Protocols FEAtUIE TESTING......cciiveiieiie it ee e e e ee e ste e ste e s e e se e s e s ae e teesreesreesreenneeas 87



6.4.4 Find Strings FEAtUre TESHING .....ccviiveiiieeie sttt sreeraesrenre s 89
6.4.5 File EXtraction FEature TESLING......cccciviveiieie et sttt st s te e sresraenresre s 91

TSI @0 o] 1] o] o ISR 93
CHAPTER 7: CONCLUSION. ..ottt sttt sesnessesneseeeenes 94
8 ¢ o [ oo PSR 94
7.2 Project SUMMANTZAION .......couviuiiteiiiiteieeeei ettt 94
7.3 Project CONtIIDULION ..ot s be e re e et re e 95
A3 141 LA o] TSROSO TP 95
7.5 FULUIE WOTKS.....ceeieee bttt bbbttt bbb e 96
LG T 0] o] 3 o o TSR 96

L EY (=] =] 10O TPOTRRORRRR 102



LIST OF FIGURES
Figure 2.1 Different between stateful and deep packet INSPECLioN...........ccccovvviiiiiiieie i, 9
FIGUIE 2.2 WIFESNAIK.......eiiiiiie ettt e s be s reebesreenaesrenree 10
FIgure 2.3 WIreShark fIIEE ..........cviiiiii it 11
Figure 2.4 TShark CLITOOL.........coiie e sttt re e e ere 12
Figure 2.5 TShark filter FEatUNE..........coi i e ne 13
FIQUIE 2.6 PCAPFUNNEL ..ottt sttt st e et e be s ne e besreenaesrearee 14
FIQUIE 2.7 NEIWOFK IVIINEE ...ttt sttt e ba et sbeete e besne et e steeneenreares 15
Figure 2.7 File extraction feature on NEtWOrk IMINET ..........ccooiiiiieiiiiiiiise e 16
Figure 4.1 Software aCtivity QIAgIaM..........cooerieiieieiiiiisie et nn e 35
Figure 4.2 Tool’s APTTIOWCRAIT............coiiiiiiec s 36
Figure 4.3 Flowchart of protoCOl ParSer.........coeiiiicii it ee 37
Figure 4.4 Flowchart of parsing request and reSPONSE..........cvcviireiierieieeire e se e sre e sre e eesreens 38
Figure 4.5 Flowchart of StrNG XIraCtioN...........oiviiiiiiiiii e 40
Figure 4.6 JSON structure for every Network protoCol............ccccevieiiiiiiiic i 41
Figure 4.7 JSON structure for MatChed StrINGS ......ccceiiiieiiie et e e sttt sreees 42
FIQUIE 4.8 MAIN INTEITACE ... eeeueereetietisit ittt ab bbb ek e s ese e be bt b et b et e s e e et e bbb e b nnenn e 43
Figure 4.9 Connection tab INTEITACE .......cciuiiiiii e ittt es 44
Figure 4.10 Protocols tab INTEIFACE .......c.oiuiiiiie et et e st ste e sreees 44
Figure 4.11 View more detail packet information...........cceieiiiiiiieiin e 45
Figure 4.12 Extract Strings tab INTEITACE .........ooeiiiiii e 45
Figure 4.13 Files tah INTEITACE........ccviie ettt et r e be e e ens 46
Figure 4.14 Upload INTEITACE ..........c.eveiiiiiiieriiiii st sveesiesie st et sb e ba e e rteebeete e ebesraensesreans 46
Figure 4.15 System FIOWCNAIT .......cc..ooi it et bt e s be e sreans 47
FIQUrE 5.1 UPIOAA PAGE .. .cviiiiiii it e e e e e s e et e e te b e nreeres 70
Figure 5.2 Go to dashboard bUttOn QPPEAT ..ottt et eee 70
Figure 5.3 DashDOAIT PAJE ......c.veveuiriiiiiiiiiinieieee ettt bbbttt eb e 72
FIQUIe 5.4 CONNECTIONS PAJE. ... .cueiuiitiitiitertitest ettt sttt sttt b bbb e b et ettt b b nn e 73
o[V RS RSR (o] (o olo] I o o[- TSSO 75
Figure 5.6 Connections ShOw in CONNECLIONS COIUMN.........coueiiiriiiiiiieiie e 76
Figure 5.7 All packets Shown in packets COIUMMN .........ooiiiiiiiiee e 77
Figure 5.8 Detail packet INSPECLION..........ooiiiiieiiee ettt ens 78
Lo TU LRI I (T 1o 3o o -SSR 79
FIQUIE 110 FIlES PAGE ... ettt bbb b e bbbttt st nb e 80
Figure 6.1 Uploading file t0 appliCation ............oooiiiii i e 85
Figure 6.2 DashDOArd QPPEAIS........c..i ittt st st eesee e neeenes 85
Figure 6.3 Output files created in 10Cal TOIAET ............ccoiiiiiiii 86
Figure 6.4 Upload SIMPIE FIlE ... 86
Figure 6.5 Visiting the CONNECLIONS PAGE ... .vveveieeiie ettt et nee e seeenes 87
Figure 6.6 rearrange the order by dragging the 1CON ..o 87
Figure 6.7 Upload SamPpPIe file ..o 88
Figure 6.8 ViSit ProtOCOIS PAGE .....eoeiieeieie ettt sttt see e sreenente e e neeenes 88
Figure 6.9 Protocol button CHCKEd ...........ooi i 89
Figure 6.10 ChOOSE any CONMNECTION .......ccuiiveteieieiieiiete sttt bbbttt nn e 89

Figure 6.11 Display detail PACKEL...........ooiiiiee ettt e 89



Figure 6.13 Alert box appear after submit the regular eXpression .........ccccccvvveeevevieeiese s 91
FIgure 6.14 Te OULPUL GPPEAIS. .......ceueirirteriereteeeie ettt sttt ss b b n et b bbb nnen e 91
Figure 6.15 A lot of connection from PCAP file..........cooiiiiiii e 92
Figure 6.16 List Of eXtracted flleS.......ccviiiiiee e e 92

Figure 4.8 The image can be view by ClicKing ON it.........c.cccoiiiiiiiei e 93



LIST OF TABLES
Table 1.1 List Of problem StateMENTS .........cc.eiiiiiiiiee e pe e e ens 2
Table 1.2 List O ProjECt QUESTIONS ......cviivieii ettt sttt s re et te e e sreens 2
Table 1.3 List Of Project ODJECHIVES........cii e pe e sreens 3
Table 1.4 List of Project CONIIBULIONS ..........coiiiiiiiiece e ene 3
Table 2.1 SUMMAIZE OF TRATUIES. .......eciiie it be et be s be e re e eeesre e 19
Table 3.1 MiIleStoNe FOr PSIML ........oiiiiiii ettt sttt steera et e eneenee e 22
Table 3.2 MIleStONE TOr PSIM2 ........oiiiiie ettt saeera et e eneenee e 24
Table 3.3 Gantt Chart TOr PSIM L ..ottt st et nee e 27
Table 3.4 Gantt Chart TOr PSIMI 2 ...ttt st et eee e 27
Table 6.1 Test case 01 — UPload TRATUIE .........cviiiiiiieie e 82
Table 6.2 Test case 02 — CONNECLION TEALUME..........c.ciiiieie e 83
Table 6.3 Test case 03 — ProtOCOI FRALUIE .........covviiiiicieee e ee e 83
Table 6.4 Test case 04 — Strings EXtraCtion TRATUIE........ieiverrerreriersisre st 84

Table 6.5 TSt CASE 05 — FIl8 FEALUIE ... ...ooiveeeeeit ettt e st e e e et e e e s et e e e et aeee et e e s aerreeesaanes 84



CHAPTER 1: INTRODUCTION

1.1 Introduction

In this current era, everything has turned digital. From businesses to normal people,
everyone starts to use the internet to communicate, shop, entertainment, and learning. People
also start to subscribe to internet connection. According to the Department of Statistics in the
Ministry of Economy Malaysia, More and more households are now using technology. This
includes computers (88.3%), the Internet (95.5%), mobile phones (99.6%), radios (98.9%), TV
(99.0%), pay TV (83.2%), and fixed-line phones (31.3%). Now the internet has become
essential in daily life. As the usage of technology and internet increases, cybercrime also
increases. Cybercrime like phishing, personal data breach, extortion or ransomware are a few

of the most popular attacks based on the statistic from Statista.

While cybercrimes are rapidly growing, the efforts to take down the operation also
increase. The blue team and digital forensics are two fields that help in protecting assets from
being attacked. Digital forensics helps track down the threat author and make sure they got
caught and brought to justice. In the digital world, every action is recorded and can be tracked
especially anything that happens in a network because connection in network can be recorded,
so any malicious event can be thoroughly analyzed by the expert like digital forensic analyst.
Digital forensic analyst is the person who responsible searching for evidence of the crime. They
will use tools to analyze artifacts that they got from crime scenes and extract any useful
information. Having an efficient and simple tool is a big help to the analyst since it will help
them extract information or evidence effectively in a big network. Today, these tools are
available in the market. But these tools are different from each other. Different tools offer
different functionalities. To use these functionalities, the user might want to open multiple tools

at same time. So, a tool that combined all features together can make network analysis easier.



1.2 Problem Statement

In network forensics, the recorded network connection is the most important artifact
because it contains so much information and evidence. Network forensic analyst will analyze
a file that is called a packet capture or PCAP file. This file can be analyzed manually using a
tool such as Wireshark. Doing a manual network analysis on a PCAP file using tools like
Wireshark can consume a lot of time searching and finding evidence because analyst needs to
figure out the scenario of the attack first before they can know what other things to look for.

There are also several weaknesses using existing tools to do network forensic such as:

Table 1.1 List of problem statements

PS Problem Statement

PS1 | Existing tools have separate feature for different tools

PS2 | User needs to open multiple tools to use different feature

PS3 | Existing tool is quite complicated to use

1.3 Project Question
Project questions are usually derived from problem statements. It is important to

know the questions to solve the problem statement that we had listed.

Table 1.2 List of project questions

PQ Project Question
PQ1 | What is the feature offers by different PCAP analyzer tools?

PQ2 | How to create tools where user does not have to open multiple tools at a time?

PQ3 | How to make tool simple to use?




1.4 Project Objective

To provide the solutions for the problems and answer the questions that are raised, we

come up with objectives to achieve.

Table 1.3 List of project objectives

PO Project Objective

PO1 | To identify features for PCAP file analyzer

PO2 | Todevelop a PCAP analyzer tool that have multiple feature
PO3 | To test PCAP analyzer tool to make sure it is easy to use

1.5 Project Scope

The project scope will be conducted based on the project objectives to ensure the correct

and organized flow of the project. The scope of the project include:

1.

4.

This application is meant to be used in a network forensic investigation to analyze
packet capture files. It cannot analyze live traffic.

This application can only analyze PCAP files. The project does not cover Netflows file.
The application will be a web based where the user will run the tools in a form of web
locally using docker.

The application can perform accordingly if the PCAP file is small.

1.6 Project Contribution

After the project is finished, we expect the project will contribute something to the

network forensic. The contribution of our project is as follow:

Table 1.4 List of Project contributions

PC Project Contribution

PC1 | Provide an application that has the capability to make network forensic analyst
look for evidence efficiently

PC2 | Provide a Network Forensic Analysis Tool (NFAT) to network forensic analyst to
analyze PCAP file

PC3 | To provide a way of organizing information




1.7 Thesis Organization

1.7.1 Chapter 1: Introduction
This chapter introduces and explains the background of the project. It explains the
problem statement, objective, project scope and contribution of the project. It also explains the

issues that arise that lead to the development of the project.

1.7.2 Chapter 2: Literature review
This chapter describes more about projects which are supported by details from past
projects and research papers.

1.7.3 Chapter 3: Methodology
This chapter outlines the methods and procedures used to conduct the study. It provides
a detailed description of how the research was designed, the data collection process, and the

analysis techniques employed.

1.7.4 Chapter 4: Design

The design chapter focuses on the overall design or framework of the study. It outlines
the structure, organization, and plan for conducting the project. The design chapter provides a
blueprint for the research process and helps readers understand how the study was organized

and executed.

1.7.5 Chapter 5: Implementation

The implementation chapter focuses on the practical execution of the project and details
the steps taken to develop and deploy the intended solution or product. This chapter provides
an account of how the project was carried out, including the activities, resources, and processes

involved in the implementation phase.

1.7.6 Chapter 6: Testing

The testing chapter focuses on the activities and processes related to testing the software
or product being developed. It outlines the strategies, methodologies, and techniques employed
to ensure the quality, reliability, and functionality of the solution. The testing chapter provides
a comprehensive account of the testing efforts carried out during the development lifecycle.

1.7.7 Chapter 7: Conclusion
The conclusion chapter serves as the final section of the project report or thesis. It

summarizes the key findings, achievements, and implications of the project. The conclusion



chapter provides closure to the project by summarizing the overall outcomes and offering

insights and recommendations for future work.

1.8 Conclusion

As a conclusion, this project is design to introduce new network forensic tools that can
help network forensic analyst to understand the incident and to obtain the evidence from a
PCAP file. These tools also will be an improvement from previous tools that will be covered
in the next chapter.



CHAPTER 2: LITERATURE REVIEW

2.1 Introduction

In this chapter, we are going through several research papers that are related to network
forensics, discussing, and understanding the process involved in network forensic and the tools
that are used in gathering evidence. This literature review is the part where the ideas that are

useful to the project are considered.

2.2 Network Forensic

Network forensics is a subfield of digital forensics that involves the collection, analysis,
and interpretation of network traffic data to investigate and determine the cause of security
incidents or network performance issues. Network forensics includes a process of capturing,
recording and analysis of network traffic to discover malicious activity in a network (Liu, C.,
2015). Network forensics is a process of detecting the intrusion pattern and focusing on attacker
activity. It is a vital tool for identifying and responding to security incidents, as it provides
valuable information about how an attacker gained access to a network, what data they

accessed, and how they exfiltrated that data.

The process of network forensics typically involves the practice of gathering data that
travels over a network and attempting to interpret it in some way. Reconstructive traffic
analysis is the foundation of this approach. It could be utilized for forensic investigation to read
and examine the contents of raw PCAP Internet data for a specific network session (Manesh,
T. etal, 2011).

The analysis of network traffic data can provide valuable information about the
behavior of individual users and groups of users on the network. This information can be used
to identify policy violations, such as unauthorized use of company resources, or to detect

insider threats, such as employees who are stealing company data.

Network forensics is a critical component of modern cybersecurity and is used by

organizations of all sizes and types to protect their networks and data. By leveraging network



forensics techniques, organizations can detect and respond to security incidents quickly,
minimize the impact of security breaches, and improve overall network performance and

security.

2.3 PCAP file

A PCARP file is a container for packets captured on a computer network, such as a WiFi
or Ethernet network. A timestamp identifying the moment the packet was collected is attached
to each packet in a PCAP file. The abbreviation PCAP stands for Packet CAPture. The terms
capture file, trace file, packet trace, packet dump, dumpfile, and pcap savefile are also
frequently used. Around 1987, Van Jacobson, Craig Leres, and Steven McCanne were working
at the Lawrence Berkeley Laboratory on tcpdump and libpcap when they developed the PCAP
file format. (Netresec, 2022)

All the ethernet packets that were recorded from the ethernet card are included in this
file. This can be done utilizing our software's capture feature or other programs like
"Wireshark™ that support the PCAP format. This file is subjected to the analysis procedure
(Manesh, T. et al, 2011).

There are various versions of PCAP files, each with its own capabilities and
applications. For instance, WinPcap is a format tailored for Windows devices, functioning as a
portable packet capture library. Libpcap, an open-source C++ library, is utilized by Mac OS
and Linux devices for packet capture and filtering, often employed by packet sniffing tools.
Npcap, on the other hand, is a packet sniffing library known for its fast and secure
functionalities, specifically designed for Windows devices. Additionally, PCAPnNg allows users

to perform loopback packet capture injection and sniff loopback packets (Solarwinds).

The PCAP file can be used by a network forensic analyst to determine and investigate
crimes that happen in a network because it can provide valuable information that gives the
analyst insight into any threats, crimes, and attacks happening in the network. The analyst can
find and collect evidence found in the PCAP file, such as the IP address of the threat actor, the
data exfiltrated from the network, or even an exploit used on the network. It can also be used
to analyze the behavior of malware inside the network when security analysts find new
malware not previously analyzed. Other than that, as a network administrator, PCAP files can

be used to monitor performance and analyze any traffic issues.



In summary, PCAP files are binary data files containing a log of network traffic
captured by network monitoring and analysis tools. They provide valuable insights into

network behavior and can be used for network troubleshooting, analysis, and security purposes.

2.4 Methodology in network forensic analysis
This part discusses a few techniques that are used in network forensic analysis. This
helps create an overview of what are the things that are often looked at during network forensic

analysis and how the data are found.

2.4.1 Protocol Parsing and Analysis

Researchers often conduct protocol analysis manually using a combination of tools.
They start by running tcpdump to capture network traffic and then use strings to extract text
from the captured data. By applying grep, which is a tool that is installed in Unix machine, they
can search for specific words or phrases within the extracted strings. This approach can yield
valuable information about the network's web traffic. For example, identifying the string “get”
can provide insights into web requests. Differentiating between protocols requires further
analysis. For instance, a session containing the string “quit” could indicate an FTP control
session, POP3 session, or NN TP session. On the other hand, the presence of “privimsg” suggests
an Internet Relay Chat (IRC) session. Examining a TCP connection on port 23 with Telnet
interpret-as-command sequences (IACs) likely indicates Telnet usage. However, a session on
the same port featuring the string “YMSG” and "cO 80" record separators is more likely

associated with Yahoo Messenger (Shearin, S. et al, 2002).

In summary, analysts employ manual protocol analysis using tcpdump, strings, and grep
to investigate network traffic. By searching for specific strings and understanding protocol-

specific patterns, they can identify relevant sessions and extract them for further examination.

2.4.2 Deep Packet Inspection

In network forensics, having a good understanding of packet is a plus point for network
analysts. Looking at the packet in details such as the payload of the packet, the IP address, the
timestamp, and the protocol can give a lot of useful information for the analyst to make a
correlation of the incident and find more evidence. This technique is called deep packet
inspection, a technique that involves inspection of data beyond the header of the packet such
as the payload (Sikos, L.F., 2020). An analysis method called ‘string analysis’ that examines
the packet for unique numeric and alphabetic characteristics (Parsons, C., 2012). In the same



paper also stated that deep packet inspection is deployed in an equipment. This equipment will

capture the packet and do the deep packet inspection process.

Stateful Packet Inspection

IS
~Q,

Stateful packet inspection looks Deep packet inspection examines
at the and | of a packet. the of a packet.

Figure 2.1 Different between stateful and deep packet inspection

(Source: pages.moxa.com)

Deep Packet Inspection (DPI) involves examining all layers of network traffic,
including headers and payload, for various purposes. By utilizing DPI, it becomes feasible to
detect recognized malware signatures and identify network anomalies that may indicate
potential attacks. This comprehensive inspection enables the determination of the source IP of
an attack, identification of payload irregularities, and understanding the intentions and
objectives behind network traffic. When combined with network flow analysis, DPI becomes
a powerful tool for comprehending the sequence of an attack, uncovering the steps taken by an
attacker, and identifying the utilization of different techniques. Additionally, DPI facilitates the
evaluation of new exploitation methods within networks, enabling researchers to develop novel

defense mechanisms and signatures (Pimenta Rodrigues, G. et al, 2017).

Other than that, the inspection of application level is also a good technique for network
forensics. For HTTP protocol, identifying paths and parameters within URLS is a crucial
requirement that enables the application of attribute-specific web attack detection models to
modern web applications. Additionally, it serves as the initial stage in web application profiling,
facilitating the detection of malicious activity that happens against websites (Minh, D.P. et al,
2017).

Overall, DPI is an efficient method for analyzing network traffic, identifying
application-level attacks, giving information about potential threats, and helping to develop

preventative protection measures.



