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ABSTRACT

The Fingerprint Authentication System for Server Room is developed to protect a
server room which considered as a critical infrastructure managed by an institution or
an organization. This system mainly provides high security in accessing the server
room. This system only allow an authorized user to access the server room. Hence, to
access the server room employees need to record their fingerprint to the system in
order to authenticate whether they are authorized user or not an authorized user. The
administrators are able to monitor the system logs and when an unauthorized user
tries to scan their fingerprint, a notification alert will be sent to the admin. Existing
systems such as CA card scanner and password have several weaknesses. The key
card may be easy to fit into the wallet but it is also easy to be stole or missing.
Furthermore, passwords may be easily forgotten by the authorized user. This system
offers many benefits to the user as it is convenient where the employees does not
need to remember the password or bring the key card. Besides, the employee holds
their own identity information themselves and the biometric links a person to an
action. This Fingerprint Authentication System for Server Room has its own
advantage compared to conventional fingerprint authentication system. This system
is embedded with notification alert system that is implemented using Telegram. The
administrator is allowed to identify an unauthorized user who has tries to access the
room and allow the administrator to take a necessary action to protect the server

room.



Vi

ABSTRAK

Sistem Pengesahan Jari untuk Ruang Pelayan (Server Room) dikembangkan untuk
melindungi ruang pelayan yang dianggap sebagai infrastruktur kritikal yang
dikendalikan oleh institusi atau organisasi. Sistem ini memberikan keselamatan yang
tinggi dalam mengakses bilik pelayan. Sistem ini hanya membenarkan pengguna
yang sah untuk mengakses bilik pelayan. Oleh itu, untuk mengakses ruangan pelayan,
pekerja perlu merakam cap jari mereka ke sistem untuk mengesahkan sama ada
pengguna sah atau bukan pengguna sah. Pentadbir dapat memantau log sistem dan
apabila pengguna yang tidak sah berusaha merakam cap jari mereka, pemberitahuan
peringatan akan dikirimkan kepada admin. Sistem yang ada seperti pengimbas kad
CA dan kata laluan mempunyai beberapa kelemahan. Kad kunci mudah dimasukkan
ke dalam dompet tetapi juga mudah dicuri atau hilang. Seterusnya, kata laluan
mungkin mudah dilupakan oleh pengguna yang sah. Sistem ini menawarkan banyak
faedah kepada pengguna kerana senang dan mudah di mana pekerja tidak perlu
mengingat kata laluan atau membawa kad kunci. Selain itu, pekerja menyimpan
maklumat identiti mereka sendiri dan biometrik menghubungkan seseorang dengan
tindakan. Sistem Pengesahan Cap Jari ini untuk Bilik Pelayan mempunyai kelebihan
tersendiri berbanding dengan sistem pengesahan cap jari konvensional. Sistem ini
juga disertakan dengan sistem peringatan pemberitahuan yang dilaksanakan
menggunakan Telegram. Pentadbir dibenarkan untuk mengenal pasti pengguna yang
tidak dibenarkan yang telah cuba memasuki ruangan dan membenarkan pentadbir

mengambil tindakan yang diperlukan untuk melindungi bilik pelayan.
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1.1

CHAPTER 1: INTRODUCTION

Project Background

Presently, the world has progressed in terms of information technologies
and development of intelligent system that make life easier and safer. As a
result, biometric technologies have given a considerable attention. Biometric
procedures have evolved into a sophisticated and reliable means of
identification that may aid in the development of something tremendously
powerful for computing. Biometric is a subject in the field of science that
automatically identify individuals based on their unique behavioral or
physiological characteristics. One of it is fingerprints because of its ease of
use, non-intrusiveness and reliability. The fingerprints are also unique for

each of person even an identical twins.

The Fingerprint Authentication System is the most suitable to be used at
server room because it can provide high security. The server room contains of
the infrastructure that are important and necessary to support computing
network systems, including design features like environmental control, fire
suppression systems, power system redundancies, cable management and also
airflow planning. It is also a collection of computer servers which usually
maintained by an enterprise to accomplish any needs that the server should
have. These facilities are equipped with high cost equipment. It can be only

allow for the authorized users to enter and exit from this server room.

Besides, biometric system provides a securer solution comparing with key
card identification or password verification because some of the server room
may not have efficient security features to secure the room and the equipment
in it. Currently, only a few of institutions that implement this type of security
system while the others may using the key card and password verification.
These type of security can be manipulated and stolen by unauthorized users.

Hence, the Fingerprint Authentication System for Server Room is proposed



by using the Arduino to control the whole system that will be developed and
a scanner for the fingerprint device.

Arduino is a free and open source microcontroller that can be readily
programmed, erased, and reprogrammed. The Arduino platform was created
to give students and professionals an affordable and simple approach to
construct devices that can interact with the environment utilizing sensors and
actuators. Next, like microcontrollers, it can operate as a small computer that
accepts inputs and controlling output for a variety of electronic devices. Thus,
it will let the administrator to be able to generate a database or report on the
users that have entered the server room. This system may helps in eliminate

the current problems and make the system more secure.

1.2 Problem Statements

The problems that occurs for this system to develop are :

The lack of security in the server room. There are some of the server room
that still not have efficient security features to secure the room and the
equipment in it. The factor that contribute to the lack of the security of the

SErver room are

a) Key Card Deficiency. Key card is easy to fit snuggly into wallet and
portable to bring anywhere which it can be easily stolen by
unauthorized user anytime. Many key cards can be easily hacked
using inexpensive devices.

b) Password. Authorized users need to enter user ID and password to
enter the server room but they might also forget the password or the
password can be stolen by any unauthorized user just by seeing it.
Password also need to change frequently to avoid any attacks from the

hackers.



1.3 Project Questions

1. How to develop a fingerprint authentication system for securing a server
room?

2. How to notify the unauthorized access to the server room?

3. How to evaluate the functionality of the fingerprint authentication system?

1.4 Objectives

This project embarks on the following objectives:

1. To develop fingerprint authentication system by using Arduino Uno
and fingerprint scanner.

2. To develop a notification alert system that integrate with the
fingerprint authentication system by using ESP8266 and Telegram.

3. To evaluate the functionality of the fingerprint authentication system

by using Arduino IDE.

1.5 Scope of the Project

The scope will be divided into two which are

1. Administrator - The system will required the admin to register information.

The admin can also view the employee’s admission.

2. Employee - The system required the employees to register the fingerprint
information. Employees need to scan their fingerprint to enter the server

room.

1.6 Project Significance

This Fingerprint Authentication System for Server Room will offer the

following benefits to the community



1. Convenience - The user or employee no longer need to remember the
password or bring the key card every time they wanted to enter the server

room

2. Local Verification - The user hold their identity information themselves,

hence there is unnecessary for them to verify identity

3. Great Security - The biometric link a person to an action . User identity is

stored securely and tamper free

1.7 Expected Outcome

The Fingerprint Authentication System for Server Room will be built
with Arduino and a scanner to ensure that it can scan and authenticate
fingerprints for authorized users. Following that, the administrator will
receive notifications about their employees' logs via their smartphone

application after using the fingerprint scanner.

1.8 Conclusion

In summary, to remove the problems that have been occur in the
existing system, the Fingerprint Authentication System for Server Room is
proposed. This system will be improved from the current systems to make it

more secure for the server room.



CHAPTER 2: LITERATURE REVIEW

2.1 Biometric

Biometrics are the measurements and calculations of a person's unique
physical and behavioral features taken from their body. For thousands of years,
humans have used bodily traits such as face, voice, and others to recognize one
another. In the mid-nineteenth century, Alphose Bertillon, the chief of the criminal
identification team in Paris, devised and practised the idea of using body
measurements to identify criminals. In computer science, this technology is used as a
form of identification, access control and identifying individuals who are under

surveillance.

Generally, biometrics identifiers are distinctive, which only measurable
characteristics are used to label and describe any individual. Biometric identifiers
often categorized as a physiological characteristics, which are related to the shape of
the body. Fingerprints, eye retinas and irises, face patterns, and hand measurements
are examples of physical traits. It is related to a person's pattern of behaviour, such as
typing rhythm, keystroke, signature, and voice, for behavioral features. Every person
can be accurately identified by their physical and behavioral attributes, according to
the core assumption of biometric authentication. The term biometrics is derived from

a Greek words bio, meaning life and metric, meaning to measure.

Biometrics is a term that refers to a measurable physical or behavioral trait of
a person. Universality, uniqueness, permanence, collectable, and acceptability should
all be met by the physical and behavioral qualities chosen to establish identity. It is

divided into two categories: application type and technology type.



Figure 2. 1 : Taxonomy by Application type

Figure 2. 2 : Taxonomy by Technology Type



2.2  How Does Biometric System Works?

Biometric system consists of two different parts which are enrollment part
and identification part. Firstly, enrollment part needs to have user’s characteristic
registered to make sure it can be used as a basis when identification is performed.
While identification part allows the user interface to have the end user’s
characteristics to be captured and verified. All the system follow the exact same
function procedure even it may be based on different trait or characteristic. The
enrollment part contains of sample capturing, feature extraction and storage while the
identification part contains of four stages which are capture, feature extraction,

comparison and decision.

Enrollment
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Figure 2. 3 : General procedure of biometric systems
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