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ABSTRACT

Analysis of the Security Methods in Automated Gate System is an analysis to figure out
which security method is the most secured to be implemented in the automated gate
system. There will be three (3) platforms with different security methods that will be
tested using specific tools and technique. The problem statements state that the current
automated gate system offers many different security methods without knowing how
secure it is. Besides that, some of the existing security methods have not identified specific
tools that can be used to analyse them. Plus, clients do not know the best security method
to be implemented in the Automated Gate System. To solve the current problem
statement, security methods that need to be analysed need to be identified. Furthermore,
tools to analyse the security methods need to be analysed and the platforms with different
security methods need to be developed and analyse by using selected tools. The security
methods that will be analysed are QR Code System, RFID System and Voice Recognition
System. The security methods will be tested by using four parameters which are accuracy
analysis, scan time, scan range and static analysis. The static analysis will be using
Sonarqube and VisualCodeGrepper. Each platform will be developed in two phases which
are hardware and software development. For QR Code, it will be using Arduino Uno
Microcontroller and Visual Basic. For RFID, it will also be using Arduino Uno
Microcontroller, RFID scanner and Arduino IDE. Lastly, for Voice Recognition, it will
be using Arduino Uno Microcontroller, Python IDE and Arduino IDE. After the platform
is developed, a security testing will be done to start doing analysis to identify which

security method is the most secured.



ABSTRAK

Analisis Kaedah Keselamatan dalam Sistem Gerbang Automatik adalah analisis untuk
mengetahui kaedah keselamatan mana yang paling selamat untuk dilaksanakan dalam
sistem gerbang automatik. Akan ada tiga (3) platform dengan kaedah keselamatan yang
berbeza yang akan diuji menggunakan alat dan teknik tertentu. Penyataan masalah
menyatakan bahawa sistem gerbang automatik semasa menawarkan banyak kaedah
keselamatan yang berbeza tanpa mengetahui seberapa selamatnya ia. Selain itu, beberapa
kaedah keselamatan yang belum mengenal pasti alat khusus yang dapat digunakan untuk
menganalisisnya. Tambahan pula, pelanggan tidak mengetahui kaedah keselamatan
terbaik untuk dilaksanakan dalam Sistem Pintu Automatik. Untuk menyelesaikan
penyataan masalah semasa, kaedah keselamatan yang perlu dianalisis perlu dikenal pasti.
Selanjutnya, alat untuk menganalisis kaedah keselamatan perlu dianalisis dan platform
dengan kaedah keselamatan yang berbeza perlu dikembangkan dan dianalisis dengan
menggunakan alat yang dipilih. Kaedah keselamatan yang akan dianalisis adalah Sistem
Kod QR, Sistem RFID dan Sistem Pengecaman Suara. Kaedah keselamatan yang akan
dianalisis adalah Sistem Kod QR, Sistem RFID dan Sistem Pengecaman Suara. Kaedah
keselamatan akan diuji dengan menggunakan empat parameter iaitu analisis ketepatan,
masa imbasan, julat imbasan dan analisis statik. Analisis statik akan menggunakan
Sonarqube dan VisualCodeGrepper. Setiap platform akan dikembangkan dalam dua fasa
iaitu pengembangan perkakasan dan perisian. Untuk QR Code, ia akan menggunakan
Arduino Uno Microcontroller dan Visual Basic. Untuk RFID, ia juga akan menggunakan
Arduino Uno Microcontroller, RFID scanner dan Arduino IDE. Terakhir, untuk
Pengecaman Suara, ia akan menggunakan Arduino Uno Microcontroller, Python IDE dan
Arduino IDE. Setelah platform dikembangkan, ujian keselamatan akan dilakukan untuk
mula melakukan analisis untuk mengenal pasti kaedah keselamatan mana yang paling

selamat.
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CHAPTER 1: INTRODUCTION

1.1 Introduction

As the crime rates are now raising, households and companies should take extra
caution to prevent any unauthorized entries. Having an appropriate and secured gating
system can prevent it from happening. However, there are a lot of approaches of security
methods in automated gate. In this project, the security methods will be analyzed to come

out which is the most secured to be implemented in the automated gate system.

There are many methods that can be implemented in automated gate system which are
using QR (Quick Response) Code, Vehicle License Plate Recognition System, Radio
Frequency Identification card reader, Voice Recognition System and Biometric System.
Most of the companies will always pay more attention to the cost rather than the security
aspect. It is crucial for companies to take security aspect more seriously to protect

employees, sensitive data and the property from any unauthorized entries.

The current automated gate system in the market is offering a lot of different security
methods to be implemented without knowing how secure it is. This analysis is being made
to compare which security methods can offer better security and is actually worth every

penny to splurge for it.

11|Page
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1.2 Project Problem Statement

For small companies and households, automated gate needs high installation and
maintenance fees. Company will go for price, without taking care of the security aspect
whereas security is an important element in gate technology. To make sure it is worth the
price and also the security aspects, analysis should be done to compare the methods and knows
which methods can provide a secure gating system. It is crucial for companies to use the most
secured methods to be implemented in the Automated Gate System to protect employees and
important documents from the unauthorized users. Nowadays, there are a lot of security
methods that are being used in Automated Gate System. However, before deciding what
security method to be used in the Automated Gate System, we need to know how secure it is,
in order to protect the properties from unwanted entries. Thus, tools to analyze the security
methods have not been identified yet. Automated Gate System is a part of a defense system
that need a reliable security method to ensure only the authorized users can enter the property.
To achieve that, tools to analyze the security methods need to be identified. Clients deserve
to know the best security method before implementing them in the Automated Gate System.

Table 1.1 Summary of Problem Statement

PS Problem Statement

PS1 The current automated gate system offers many different security methods

without knowing how secure it is.

PS2 Some of the existing security methods have not identified specific tools that

can be used to analyze them.

PS3 Clients do not know the best security method to be implemented in the

Automated Gate System.

12|Page
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1.3 Project Research Question

Project Research Question is used to identify the question of the existing gate system. Based
on the research, we can conclude that there are few weaknesses of the current gate system.

Table 1.2 shows the summary of the project research question.

Table 1.2 Summary of the Project Research Question

PRQ Project Research Question

PRQI1 | What is the security method that implemented in the Automated
Gate System?

PRQ2 | What tools can be used to analyse the security methods of the

platform developed in Automated Gate System?

PRQ3 | What is the best security method for Automated Gate System?

1.4 Project Objectives

Project objective defines the improvement that are achievable at the end of the project. The
improvement must be considered based on the problem statement and the project research

question of this project. The objectives of this project are shown at table 1.3 below.

Table 1.3 Project Objectives

PO Project Objectives

PO1 To identify security method, evaluation tools and parameter that

implemented in Automated Gate System (AGS).

PO2 To develop the platforms of AGS with three (3) different security

methods.

PO3 To analyse the platforms developed using the selected evaluation

tools and parameter.

13|Page
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1.5 Project Research Hypothesis

A research hypothesis is the statement created by researchers to improve the outcome of a
research. Based on the research, the current gate system has insufficient features and are
installed blindly without having a reliable security implementation due to the lack of
analysis have been made to compare the security methods, no tools to analyse the security
method to be implemented and some of the existing automated gates do not provide any
tools to monitor the system. Some of the hypotheses have been suggested to improve the
current gate system. Figure 1.1 shows the problem of the current gate system and the

hypothesis to make an improvement to the system.

Problem

h 4

1. The current automated gate system offers many different security
methods without knowing how secure it is.

2. Some of the existing security methods have not identified tools that can
be used to analyse them.

3. Clients do not know the best security method to be implemented in the
Automated Gate System.

Hypothesis

h 4
To develop and analyse the platforms of automated gate
system with different security methods using selected
evaluation tools and parameter.

Figure 1.1 Project Research Hypothesis

14|Page
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1.6 Project Scope

The main purpose of this research is to develop a platform of Automated Gate System with
different security methods that is worth the money. The security methods will be analysed
one by one, using selected tools to find out which security methods can offer the best
security to be implemented in the Automated Gate System. After going through many
aspects, such as the cost, installation fees, the most common security methods used in the
current gate system, three security methods will be analysed using specified tools and
techniques.

Techniques will be identified based on the types of security testing and after techniques

have been identified, tools can be figured out.

Moreover, the system users will be the valid users and security department in the company.
Any activities at the gate will be recorded for security purposes and if any unauthorized
users are detected entering the properties, security department will be notified immediately

to take any rapid response action.

The platform develop will then be analysed using the tools that will be promoted during
project design phase. A literature review will be done to choose the tools that could be used

to analyse the security methods listed.

1.7 Project Contribution

Project contribution defines the expected output from this project. This part can be referred
to the objectives of this project. The project contribution can be referring to the Table 1.3

below.

Table 1.4 Project Contribution

PC | Project Contribution

PC1 | Security methods that are going to be analysed are identified.

PC2 | Proposed tools to analyse the security methods.

PC3 | Proposed a platform that will be developed and analysed.

15|Page
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1.8 Conclusion

In conclusion, the Analysis of Security Method in Automated Gate System will be able to
solve the problem that are facing by companies that know the importance of having a
reliable security aspect. This analysis can help companies to choose the security method
that will be implemented in the Automated Gate wisely. Companies can also have extra

choices to choose and to decide which security methods are suitable to be implemented.

16| Page
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CHAPTER 2: LITERATURE REVIEW

2.1 Introduction

This chapter will be discussing about the background of the security methods, the
domain and the keywords, problem and solution of the security methods that will be used
for the gate system and to have a better understanding about the concept, technique and tools
needed to be implemented in this project. This chapter will also contain the related publish
information and material or article, previous project findings and research that are related to
the objective of this project. The project title is Analysis of Security Method in Automated
Gate System.

The domain of this project is to focus on the finding of the most secure security method to be
implemented and tools to analyze the methods. The platform and software development will

be using Arduino Uno.

2.2 Related Work

An automated gate system without a secure security method applied is a big loss as it
is a part of defense system to protect the property from unauthorized access. Based on
Shoewu and Baruwa’s work (2006), they used a microprocessor to monitor two gates that
has sensors to sense any approaches from a vehicle. The gates will automatically open after
sensing a vehicle, wait for a specified time and then close. It can be seen that these gates do

not provide any appropriate security methods since any vehicle can enter the property.

According to Asha, Syed, Jayashree and Vijayashree (2018), security is the most

fundamental issue wherever on the planet these days. Gate system is a part of
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security system that is widely used in companies, personal properties and housing area to
protect them against any unwanted intrusion from the outsiders. Knowing what security
methods to be implemented will strengthen the security, increase the efficiency and secure

the property from burglary.

The idea of implementing automated gate system is not new as there are a lot of types
already in the market. However, most of them are quite expensive and have a high
installation fee. According to Erman, Lim, Nazrulazhar, Syarulnaziah and Zakiah (2018),
installation and maintenance fees for automated gate systems in the market are expensive,
which most of the small companies cannot afford to own. Erman et al. (2018) further
described that small companies preferably taking risks not installing the gate system as they
cannot afford the fee. Most companies will always go for the price first rather than paying
attention on the security aspect. Itis disappointing but companies are not at fault when they
themselves do not know what the most reliable security method is to choose and the

importance of implementing a secure security method.

Some of the existing and the most current security methods that are being
implemented in the automated gate system are Radio Frequency Identification (RFID)
technology (HR Choi, NK Park, DH Yoo, HK Kwon, JJ Shin, 2006), Biometric
Identification system (Sanchez del Rio, Moctezuma, Conde, Martin de Diego, & Cabello,
2016), License Plate Recognition system (Al-Mahbashi, L. T. A., Yusof, N. A. T.,
Shaharum, S., Karim, M. S. A., & Faudzi, A. A. M., 2019) and QR Code (Hamid, Erman,
Lim Chong Gee, Nazrulazhar Bahaman, Syarulnaziah Anawar, Zakiah Ayob, and Akhdiat
Abdul Malek, 2018).

First, based on the work of HR Choi, NK Park, DH Yoo, HK Kwon, JJ Shin (2006),
they were using RFID technology as a security method for the gatesystem. During the time
they were working on the project in 2006, they have mentioned that the current security
methods for automated gate system at that time were bar code and video identification
technology. But bar code cards easily damaged that causes difficulty for the reading
information process. For video identification, it offers better security than the bar code but

it needs higher costs for installation and the possibilities to be affected by external
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environments are high. Hence, they opted for RFID technology as it has a higher operational
efficiency and can offer a tight global security. In this project, they had tested various
positions of the tags and antenna to check identification rate along with two aspects which
are truck access pattern and truck speed. After testing the tags with different position, access

patterns and speed of the truck, the most optimal position were selected.

Another example for automated gate system using RFID is from Asha, Syed Navaz,
Jayashree, & Vijayashree (2018) work. According to Asha, Syed Navaz, Jayashree, &
Vijayashree (2018), the product that they worked on is made for administration, controlling,
exchange activity and keeping up record of the different clients. Firstly, a new user will
register with the system and the information of the new user will burn in RFID tag that will
be accessible through the system. Then, whoever owns the RFID tag can enter to the property
after the tag is put into the reader and the system admit the user as registered one and the
information that in the RFID tag match with the information that is stored in the system. If the
system recognised it as an imposter, the warning alarm will be triggered. Figure 2.1 will
show the flowchart of system based on Asha, Syed Navaz, Jayashree, & Vijayashree (2018)

work.

Establish
Connection

l

Scan the RFID
Key

'Waming message
generated

Check the Key
Credibility

Warming message
generated

Alarm triggered Door unlock and open

Door closes after 10

Door remains closed secs

Figure 2.1 Flowchart of the system
(Asha. N, A. S. Syed Navaz, J. Jayashree, & J. Vijayashree, 2018)
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Next, another security method that is implemented in automated gate system is
License Plate Recognition System. Ismail Saad Eltoum and Zhaojun Xue (2014) proposed
an automatic gate control system based on vehicle license plate recognition. According to
Ismail Saad Eltoum and Zhaojun Xue (2014), the system is based on PIC microcontroller
and regular PC with video camera to catch video frames that also include a vehicle license
plate and processes them. To implement the algorithm, they have used MATLAB software,
Proteus and Micro C. For the flow of the system, the car will stand in front of the barrier
first and then the IR sensor will send signal to the microcontroller to send message to
MATLAB. A welcome message will then be displayed on the LCD. The image of the license
plate from the camera will be analysed in MATLAB, where most of the data analysis part
were done. Then, the analysed image of the license plate will be compared with the
information stored in the database. If it matched, MATLAB would send a message to the
microcontroller to open the gate and will be close again after some time. But, if the
information did not match, the alarm will be triggered and a “you are not allowed to enter,
please go back.” message will be displayed on the LCD. Figure 2.2 will show you the

flowchart of the system.

LCD displayed (please
wail a moment)

y
Sent message to Matlab
software and wait till got

feedback Open exit barrier wait 10
seconds and close it again

LCD displayed (you are YES
not allow to enter) NO|

W
LED indicator light on
and off 5 times

LCD displayed
{welcome!!)

YES,

NOJ

| Clear LCD display ‘

|
Figure 2.2 Flowchart of the process
(Ismail Saad Eltoum & Zhaojun Xue , 2014)
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Next, QR Code is also one of the most recent security methods to be implemented in
the automated gate system. Based on Erman, Lim, Nazrulazhar, Syarulnaziah and Zakiah
(2018) paper, they have developed a QR code-based automated gate system. The main
objective of the research is to develop a medium level security gate system mainly for small
companies that cannot afford to install expensive auto gate system. Erman et al. (2018) further
described that they implemented salted algorithm and hashing algorithm to increase the
security level of the QR code and make it hard to crack. Figure 2.3 will show the example of

the salted hashing algorithm.

Posswordﬂ—;saltecl pa55Word)

Hashed

Database Storage

24fbcé4ae?lb...

Figure 2.3 Example of the salted hashing algorithm
(Erman Hamid, Lim Chong Gee, Nazrulazhar, Syarulnaziah Anawar, & Zakiah Ayob,
2018)
To produce a high-quality output, they also implemented RAD technology, where
according to M. A. Hirschberg (1998), RAD is a four-phase software development cycle
that combines the element of Standard System Development Life Cycle. The flowchart of

the workflow of the system will be shown in Figure 2.4.
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