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ABSTRACT

This report is about developing some additional smart door lock system by
using fingerprint that is built-in Raspberry Pi 4 Model B and the Node-RED
application. This project aims to use biometric identification, the fingerprint sensor, to
authenticate the smart door lock system. The biometric identification project focuses
on using fingerprint recognition and how the system will be implemented. If
implemented in this project, this system would give the authorised user access to the
smart door. The scanner that will be used in this project is the R307 fingerprint scanner.
This project also uses the Telegram application to send a smart notification and act as
a backup if any miscommunication occurs from fingerprint to smart door. The user
enables to send a Telegram command to control the smart door, such as unlock and
lock. Furthermore, the smart door lock system enables users to gain the log and
tracking module where there are databases about the user and the door activity will be

display by using Node-RED dashboard application.



ABSTRAK

Laporan ini adalah mengenai penambahbaikkan sistem kunci pintu pintar dengan
menggunakan cap jari yang terdapat dalam Raspberry Pi 4 Model B dan aplikasi Node-
RED. Projek ini bertujuan menggunakan pengenalan biometrik, sensor cap jari, untuk
mengesahkan sistem kunci pintu pintar. Projek pengenalan biometrik memberi
tumpuan kepada penggunaan pengecaman cap jari dan bagaimana sistem akan
dilaksanakan. Sekiranya dilaksanakan dalam projek ini, sistem ini akan memberi akses
kepada pengguna yang dibenarkan ke pintu pintar. Pengimbas yang akan digunakan
dalam projek ini adalah pengimbas cap jari model R307. Projek ini juga menggunakan
aplikasi Telegram untuk mengirim pemberitahuan pintar dan bertindak sebagai
sandaran sekiranya terdapat salah komunikasi dari cap jari ke pintu pintar. Pengguna
membolehkan untuk menghantar arahan Telegram untuk mengawal pintu pintar,
seperti buka kunci dan kunci pintu. Selanjutnya, sistem kunci pintu pintar
membolehkan pengguna memperoleh modul log dan penjejakan di mana terdapat
pangkalan data mengenai pengguna dan aktiviti pintu akan dipaparkan melalui aplikasi
Node-RED.

Vi



TABLE OF CONTENTS

COVER PAGE ... i
DECLARATION L.t I
DEDICATION ...t ii
ACKNOWLEDGEMENTS ...ttt \Y%
ABSTRACT ... %
ABSTRAK ..o Vi
TABLE OF CONTENTS ...t vii
LIST OF TABLES ... s Xi
LIST OF FIGURES ... s xii

CHAPTER I: INTRODUCTION

0 10T [T 4 o o PSSRSO 1
1.2 ProbleviS eSS ... . . prre e e ... 2
1.3 ProjSuiSiE SIS N— ... . B.. N .. S .. .. .. W 2
1.4 ProjE iR ... ... N .. O .. = W LW LW 2
RNy To—— Wuwl O W B T U SR 3
1.6 Project CONIIDULION ..ottt re e snaeere s 3
1.7 Conglesion .1..........h oo b e e g Y i ereeegens g b 3

CHAPTER II: LITERATURE REVIEW

220 A 1 0o L1 o4 1 o o PSSR 4
2.2 SUPPOItING TECNNOIOGIES ....cvviivieeiie ettt 4
2.2.1 Internet of ThiNGS (10T) .oeooveiiiicie e 4
2.2.2 SMAM HOME ..ttt ne e eanbeesnne s 5
2.2.3 BIometric identifiCation ...........ccooiiiiiiie e 6
2.2.4 Minutiae AlgOrithM.........c.cooiiiiiiice e 7
2.3 Related WOrK/PreVioUS WOTK .........cocueieiieiieiieie e ee et ans 8
2.3.1 Door-Automation System Using Bluetooth-Based Android for Mobile Phone8
2.3.2 Smart Door Using Bluetooth Technology and Camera Verification.................. 8
2.3.3 The Automatic Door Lock to Enhance Security in RFID System............c........ 9
2.3.4 Smart Digital Door Lock for Home Automation ..........ccccoeeveeieninniencsinnens 10
2.3.5 Facial Recognition Enabled Smart Door Using Microsoft Face API ............... 11

Vi



2.3.6 Door Automation System Based on Speech Command and Pin using Android

SMAITPRONE ... s 11
2.3.7 Development of Electronic Locks Using Gesture Password Base On RSA
AlGOTTERM L.t 11
2.3.8 Design of Smart Lock System for Doors with Special Features using Bluetooth
TECNNOIOGY ... e 12
2.3.9 Smart Security: Remotely Controllable Door 10CK ...........cccvvveveiiieiiciiiiennn, 12
2.3.10 Smart Door Using Biometric NFC Band and OTP Based Methods............... 12
2.4 Critical review of current problem and justification..............cccocevviieiieiiiiennnn, 13
2.5 Proposed Solution/FUrther Project .........covoeiieir e 20

CHAPTER I11: PROJECT METHODOLOGY

T8 A 10T [0 Tod o] ST USPPP 23
3.2 Project MethodolOgy .......c.ooveiiiiieiie ettt 23
3.2.1 RequUIremMeNnt GANErING .......ccoiiiiiiiieieie e 24
3.2.2 QUIEHKESEEE NN, ... . . K- B N B oeeeeeeees 25
3.2.3 Bl [N ... BN N B BT W B W 26
3.2.4 Use NEuEINANS Awwewe—-... ... N0 .. . N.. N &8 V. 4 W ... 26
3.2.5 Refinijdiilotyme=—=__ . . N a8 B 8 N ... ... 26
3.2.6 Implement and MaiNtaiN..........c.ccooeiiiiiie e 26
3.3 Project MHeStQRES Al .. bl el o Mottt . o o B L 27
3.4 CONCIUSION etttk bttt sttt ekt sb ekt e b e e sb s nbsebens e sbeenbesneenreas 30

CHAPTER IV: ANALYSIS AND DESIGN

e L1 oo [ od o] o SO SRPRPR 31
4.2 ProbIem ANAIYSIS .....ooiiiiiieie s 31
4.3 ReqUITEMENT ANAIYSIS ...cuviieieiti ittt 31
4.3.1 Data REQUITEMENT........eiiiiiiiie ettt re e 31
4.3.2 Functional ReqQUITEMENT ...........eiiiiiiieie st 32
4.3.3 Non-functional REQUIrEMENT..........ccouiiiiiiii e 33
4.3.4 Other REQUITEMENT .......oiiiiiie ettt sra e ae et e ene e 33
4.3.4.1 Hardware REQUITEMENT .......cc.eiveiieeieieecie e see e se e aeeneenneas 33
4.3.4.2 SOftware REQUITEIMENT. ........ccve et ae e nreas 35
4.4 High-LeVel DESION .....cvieii ettt a e aneenres 37
4.4.1 SYSteM ATCHITECIUIE ......eevieiece e nre s 38
4.4.2 USer INterface DESION......cuoiiiiiiieiieeie sttt nneas 39



4.4.3 Database DESIGN ......ccuueuiiierieiieieerie e see ettt st sre et re e nres 43
4.4.3.1 Conceptual and Logical Database DeSign..........cccevveeerenenenineneseseeeenens 43
4.5 CONCIUSION ..ttt ettt bbb 44

CHAPTER V: IMPLEMENTATION

5.1 INTrOAUCTION ...ttt bbbt r e 45
5.2 Hardware and Software Development Environment SEtup .........cc.ccoevvvvvnnenene 45
5.2.1 HardWare SEIUP.......covieiitiiiiriesii ettt 45
5.2.2 SOTIWAIE SELUPD ....evveeteeeeee sttt bbbt 47
5.3 Software Configuration Management..............coovviriiiiierenese e 53
5.3.1 Telegram configuration...........cccccveiieieieeie e 53
5.3.2 Solenoid Door Lock Configuration on Node-RED............ccccoceviivieiieieciennn, 54
5.3.3 Log and Tracking Module Configuration in Node-RED .............ccccccovevvinenen. 55
5.3.4 Fingerprint sensor detection configuration for user 0gin..............ccccovevvvinenen. 57
5.3.5 Fingerprint sensor detection for user registration .........c.ccoeeivvereiienieenesiennnnns 57
5.3.6 Solenoid door 10Ck CONFIQUIALION........ccoiviiiiinisisie e 58
5.3.7 Python TKkinter configuration for user interface.........c.ccccccoveviveiiencenieenivsinnnnnn 59
5.3.8 Smart notification features Telegram in Python coding ........cc.cceevvnviiniennnn. 59
5.3.9 Database configuration for log and tracking module................cc.cooiiinen 60
5.4 ConGlUSTION .L...oocvvednere e e g s snnag e ibeersneesrenerengresnessgobeeesrnnsensensnnns 61

CHAPTER VI: TESTING

CT N g (oo [0 od o] o TR SRP 62
8.2 TESEPIAN ...t 62
6.2.1 TeSt OrganiZation .........ccceovirueiiiiieieiee ettt 62
6.2.2 TeSt ENVIFONMENT.......ciiiiiiii et e e nrees 62
6.2.3 TSt SCHEAUIE ... 63
TG TS AR (L= 0 PRSPPI 63
6.4 TESE DESIGN ©.vieeiie ettt e e et e e e b e be et e re e 63
6.4.1 TeSt DESCIIPLION ....veeiieiiie ettt e e et ee e 63
B.4.2 TESEDALA ......eeeiiiiiieiee e ne e 64
6.5 Test ResUlt and ANAIYSIS........cciveiiiieiiee e 69
6.5.1 FUNCLIONAILY TESE ....vveiieie ettt e e nne s 69
6.5.1.1 HardWare TeSHING ......ccccvviieieeieeie et se et srn e sre e sneenneas 69
6.5.1.2 SOTtWAIE TESTING ...vveveeeieiiesieeie ettt aesneenres 70



6.5.1.3 System Usability Scale (SUS) TeStING.......ccooovrrrriiriieiesie e 72

B.5.2 FAISE TOST ..ottt et nreas 77
6.5.2.1 Unregistered Fingerprint for LOGiN ........cccccovviiiiieie e 77
6.5.2.2 Same Fingerprint for REGISIEr .......ccveiiiiie e 77
6.5.2.3 NO Internet CONNECTION ........uiiiieiiieiiee e 77
6.6 CONCIUSION ...t bbb 77

CHAPTER VII: PROJECT CONCLUSION

% R 1 0o [ od £ o o PSR SU PSSR 78
7.2 Project SUMMANZATION .......cooiiiiiieieiee e 78
7. 2.1 PrOJECE ODJECHIVE.....icuieiiictieieie ettt ettt ettt sttt st et sbe e e et e e s e sbesbeenresteennens 78
7.2.2. Project Weakness and Strength..........cocooeverireneneneeecccseseeeeeeeee e 78
7.2.2.1 PrOJECT WEAKNESS ......eevititiieieieteteie sttt sttt ettt et sttt ebe e e 78
7.2.2.2 ProjeCt SITENGIN.....c.eeiecteeecie ettt ettt e s ba e sreeraens 79
7.3 Project CONtrIDULION ..............cceieeiesiesreeseseeseesressesreesressesnessrsssnesseesreeneesneeseens 79
7.4 ProjEii s ... B B B . ot . W 79
7.5 FutUr G e——— N BN .. . .. 0. W W 80
7.6 ConcCl S —— . . ... N 8. AN 80
REFEREMNQES.L.......... Lo bt g e b 81
APPENDIX......¢#....t . M e e 82



Table 1.1:
Table 1.2:

LIST OF TABLES

PrODIEM STAtEIMENT ...t 2
PrOJECt QUESTION .....cuiciieieieeee e 2

Table 1.3:ProjeCt ODJECHIVE.......ccuiiiiiieiceee s 2

Table 1.4:

Project CONtriBULION..........ccoiiiiii e 3

Table 1.4: Project CONIIDULION .......cviiieiieie e 79
Table 2.1: Problem and solution propose based on previous Work ............c.cccceveuee. 13
Table 2.2: Comparison of Functionality of Previous Project...........c.ccccoecevvveivinenen. 18
Table 3.1: Project MIlESIONES ......ccviie et 27
Table 3.2: Gantt Chart for PSM1 and PSM2 .........cccccoiiiiiiniieeen e, 29
Table 4.1: Comparison R305 and R307 fingerprint SENSOr ..........ccceevivieneneenennen, 33
Table 4.2: The Component CONNECIEA PiN ..oivveveiieieerirmirieesiesessassseseesnesesneesees 38
Table 6.1: Fingerprint sensor test to access the door ... iiiiieeec e, 64
Table 6.2: Fingerprint sensor test for registration.............cccoeceve i ccieec s, 64
Table 6.3: Telegram commMand tESE........ccveueieeieiieiieieeee e e sriese e e see e enee e 65
Table 6.4: Telegram smart NOtification TSt ..........ccovveii i 66
Table 6.5: Log and tracking Module teSt........cciiuriiiiiiniiincc e, 66
Table 6.6: SUS Testing:..... ...ttt e 67
Table 6.7: Testing result of fingerprint registration ............cccccoovviiii v, 69
Table 6.8: Testing results of fingerprint SENSOr @CCUrACY ..........ccovieiiniieseeieeeeneen, 70
Table 6.9: Command list in Telegram..........cccooeiiiiiiii e, 71
Table 6.10: SUS TeSting RESUILS .......coviiiiiiiieeere e 75

Xi


file:///C:/Users/User/Documents/SEM%206/FYP%201/PSM%20%20NurSalwanaBintiSalim_B031810175.docx%23_Toc81482849

LIST OF FIGURES

Figure 2.1: Minutiae algorithm ..........c.ccoiiiiii i 7
Figure 2.2: Block diagram of smart door (Kamelia L, et.al 2014)............ccccovevuvinenen. 8
Figure 2.3: Tag RFID testing result (Hasan, et.al 2020).........cccccoeveviveveeieiieireeenn, 9
Figure 2.4: Timing access result (Hasan et.al, 2020).........cccccocevieeiiieievieeieeie e, 10
Figure 2.5: System architecture (Park et.al, 2009).........ccccooveveiiiericieceece e, 10
Figure 2.6: Time detection results (R. Dinar Hayu Arifin, et.al 2018)...................... 11
Figure 2.7: Design of door lock fingerprint SENSOr ..........ccccvevevieeiecie e, 21
Figure 3.1: Prototyping MOdel ..o 23
Figure 3.2: Design of door lock fingerprint SENSOr............cvuvveieieneiencneseseeeeeens 25
Figure 4.1: Block Diagram of Smart Door LOCK ...........ccccevvevieiieii i, 32
Figure 4.2: Context Diagram of Smart Door LOCK ..........cccccvevveiieiiiieiecce e, 32
Figure 4.3: Raspberry Pi 4 Model B ..........ccccooiiiieieic e 33
Figure 4.4: R307 FINQEIrPrint SENSOT........cccveiuiiieieeieiie st sie e se e sae e sree e 34
Figure 4.5: S0lenoid DO LOCK .....coiueiieiieieiiiesieesie s s sae s 34
Figure 4.6: Node-RED software appliCation..............ccccevveevereiviiieenreciiie e, 35
Figure 4.7: Telegram and Telegram BotFather................cccooooiiieni i, 35
Figure 4.8: The Python language ........cccceciveiiiii ettt 36
Figure 4.9: The Tkinter GUI for PYthon .......cccoooiieeiii i, 36
Figure 4.10: The MySQL  database .......c.ccvverueiiiiieeiiiiie e st seeseesaesie e seesne s 37
Figure 4.11: Physical Design of Smart Door LOCK ............ccccoeeieiiiiiciic e, 38
Figure 4512;/Schematic Diagnaloeessy. .. 5. ersttye o e &heereesessersesByereongderesnssnnseeseenes 38
Figure 4.13: Flowchart of Smart Door LOCK........c..ccoiiiiiiiiiiit e 39
Figure 4.14: Input design from Telegram application ... 40
Figure 4.15: User Main Page shown by Tkinter GUI ... 40
Figure 4.16: User login input shown by TKinter GUI...........ccoceieiiieniiiiiice 40
Figure 4.17: User registration input shown by Tkinter GUI..........c.ccociiiiiiiinnnnn 41
Figure 4.18: The output from Telegram.........cccoeeiiieieiiseeeee e 41
Figure 4.19: The output in Telegram control from node red ............ccccoocvvviiinennn 42
Figure 4.20: Smart notification output from Telegram.........cccccooeveneniiiininiisieinen 42
Figure 4.21: User Login success on TKInter GUI ..........coovvvivinneieneeseeens 42
Figure 4.22: User Login output result in terminal at Raspbian OS.............cccccooenene. 42
Figure 4.23: User Registration success on TKinter GUI .........c.ccccevvviiieiiciiec e, 43
Figure 4.24: User Register result in terminal at Raspbian OS..............cccooi i, 43
Figure 4.25: ERD of Smart Door LOCK..........cccoeiiiiiiiiicceec e 43

Xii



Figure 5.1: Hardware INStallation .............cooiiiiiiiiiiieeseeee e 46
Figure 5.2: Raspberry Pi download page ..o 46
Figure 5.3: Raspberry Pi operating SYStEM .......ccooiiiiiiininisieiee s 46
Figure 5.4: Raspberry Pi OS desKIOP........ccoovriiiiiiiiieiiri e 47
Figure 5.5: Update COMMANG...........cooiiiiiiiiieieee s 47
Figure 5.6: Upgrade COMMANG..........c.cooiiiiiniiiiieic e 48
Figure 5.7: Installing NOUE-RED .........c.coooiiiiiiiiiic e 48
Figure 5.8: Installing Telegram in Raspberry Pi..........ccovviiciinineeee 48
Figure 5.9: Installing telegram in NOde-RED ..........ccccccoiveviiiciiccece e, 49
Figure 5.10: Installing fingerprint in Raspberry pi......ccccccvveveveciicie s, 49
Figure 5.11: Installing smart notification in Raspberry pi........cccccooveveviiviivicieennnn, 49
Figure 5.12: Install apache2 in Raspherry Pi ......ccccccveveieeiiciciicse e 50
Figure 5.13: Install PHP at Raspherry Pi.........ccccoveiiiieiieie e, 50
Figure 5.14: Install MySQL in Raspherry Pi.......cccccoviiiiiicieieece e 50
Figure 5.15: Install phpMyAdmin on Raspberry Pi........cccoceveieiiiieiicceec e, 51
Figure 5.16: Installing mysqlclient on terminal .............ccccoooveveiiieii i, 51
Figure 5.17: Installing tkinter on terminal ..............cccooi e, 51
Figure 5.18: Install the MySQL in Node-RED ...........cccooviiiiiciicicc e, 52
Figure 5.19: Install the node-ui table in Node-RED Palette Manager ............c.coc...... 52
Figure 5.20: Node-RED installation palette..............cociiiiiiniencie e 52
Figure 5.21: Telegram tOKEN .............oooii it 53
Figure 5.22 Configuration of Telegram token and ID inside Telegram node............ 53
Figure 5.23: Node-RED flow for Telegram ...............cevenenieiinninnieiciec e 54
Figure 5.24: Raspberry Pi node that have installed ... 54
Figure 5.25: : Edit properties Raspberry node ... 55
Figure 5.26: Edit MySQL database NOde..........cccooviviiiiiiiiiiiceie e 55
Figure 5=2/7¥ Edlitthedabled N0l vl .. Swierrtl om0l B L. 56
Figure 5.28: Flow of log and tracking module in Node-RED ..............cccccoceivniennne. 56
Figure 5.29: Shows the fingerprint python coding for user 10gin.........c..ccoccoeveeennene. 57
Figure 5.30: Fingerprint registration COdING ........ccevvevieiierieeie e 58
Figure 5.31: The GPIO are import ........cocveiieiieeiie e 58
Figure 5.32: The GPIO output are configured ..........cccccovvvieeviiiiic i 59
Figure 5.33: Tkinter module is import in python coding..........cccccvvvviieiieciie e, 59
Figure 5.34: The main screen of python coding by implement the tkinter................ 59
Figure 5.35: Import telegram module in the python coding ..........cccceevevieiiiciienne. 59
Figure 5.36: Send message to Telegram application from python............c.ccccecevenee. 60
Figure 5.37: MySQL module has been import in python coding ...........ccccceevevnenee. 60
Figure 5.38: The connection of MySQL database in python...........c..cccoeveiiiciinnne. 60
Figure 5.39: Insert data for registration new user in python coding.............ccccuvenee. 61
Figure 5.40: User 10gin database............cooviiiiiiiiiiee e 61
Figure 6.1: SUS QUESLION .....eeviiiieieeie ettt 67
Figure 6.2: SUS QUESLION .....eeviieieiieeie ettt ee e 68
Figure 6.3: SUS QUESLION .....ceviiiieiieeie ettt 68
Figure 6.4: Equation of Mean ACCUIaCy SCOIE.......cccuevuereerieeriesieseeieseesieeeesreeneens 70
Figure 6.5: Telegram command ............cccocveviiiiiiiieii e 71



Figure 6.6: Smart notification that received by the USer.........ccccccevvviiviiiiiiiciieninn, 71

Figure 6.7: The log and tracking module overall page ..........cccoveveiiiiiincniesieeen, 72
Figure 6.8: The door activities details from USEr ..........ccccevirieiiieniiie e 72
Figure 6.9: The list Of regiStered USET ..........cooveieiiiiiiiesieeeee e 72
Figure 6.10: The bar chart of respondent’s age...........ccoovvevviiieiiniinienicecees 73
Figure 6.11: The pie chart of respondent ‘s gender ...........cccooevviiiiiiniiiiiicieeen 74
Figure 6.12: The result in python terminal............cccccooiiiieiinienee e 77
Figure 6.13: The result in python terminal...........cccccooiiiieiiniene e 77
Figure 6.14: Telegram not respond to the command .............cccevveveiiiiieeieeieseennen, 77

Xiv



CHAPTER 1

INTRODUCTION

1.1 Introduction

The Smart Door Lock system with fingerprint uses a biometric identification
that is an automated identification that will support human biological
characteristics for the authentication function. Nowadays, using a physical key or
card reader locks is the way everyone is familiar with it. Furthermore, although the
way is a common way that people currently applied, it has many flaws. For
example, careless users need to carry many keys, lose their key, and forget to bring
the key, misplaced or lost. The project aims to secure access control that can
replace the physical key or the card reader lock. We proposed a solution by using

a fingerprint sensor to unlock the door.

Therefore, few features will be added to the project to overcome the problem:
log and tracking module and smart notification. Furthermore, this project will be
using the Node-RED application to provide details about the door activity, such as
the time and date the user enters and left the door, the number of user access, and
who accesses the door. The smart notification features are a technique designed to
make real-time for the user. These features will send notifications through the
Telegram application if any unauthorized users try to access the smart door.
Therefore, the user can take immediate action and is more secure. It will heighten
security and will eliminate the need to carry physical keys and card readers every

time.



1.2 Problem statement
Table 1.1: Problem Statement

PS Problem Statement

PS: The duration to open the door take longer time by using physical keys
and user’s careless action such as lost the keys and forgot to bring keys

1.3 Project Question
Table 1.2: Project Question

PS PQ Project Question
PS: PQ1 What are the current technology of smart door?
PQ2 How to develop the fingerprint sensor for smart door that

enable the user to control the door?

PQs How to validate the functionality of prototype?

1.4 Project Objective
Table 1.3:Project Objective

PS PQ PO Project Objective

PS: PQ1 PO To identify the current technology in smart door which

are using biometric sensor

PQ:2 PO> To develop the fingerprint sensor for smart door that

enable the user to control the door

PQs POs To validate the functionality testing of the prototype




1.5 Project Scope

The smart door lock system using fingerprints can be applied anywhere and
anytime. It can be applied in many doors that need to be remotely controlled, such
as home, door office, and industrial door. The smart door lock system will provide
faster accessing the door for the user within a few seconds. Furthermore, it will
provide a complete and user-friendly application to understand and access all the
data easily. The system includes the fingerprint sensor, smart notification via
Telegram application, remotely access the door via Telegram command and data

storage with details via Node-RED.

1.6 Project Contribution
Table 1.4: Project Contribution

PS PQ PO PC | Project Contribution
PS: PQ1 | PO:1 PC: | Help the user to increase the security by using smart
door and propose a faster processing time to open the
PQ2 | PO2 'Y " J P
door with accurate details of the door activity
PQ3 PO3

1.7 Conclusion

This chapter explains the purposes of the project for the user by outline the main
point such as problem statement, objective, scope, and project question. The project's
aim is to higher the security of the door to the user. It also will be applied a smart
notification and logs and tracking module. This project is really convenient as it can

make life easier and faster, including for older adults.



CHAPTER 2

LITERATURE REVIEW

2.1 Introduction

Internet of things, known as 10T, is an emerging technology that can change
world technology, primarily industrial operations. The 10T enables us to control,
configured, and operate our devices remotely. The IoT has had a tremendous impact
on the home automation development field. The smart door lock system is essential
for a house to maintain more robust security. The implementation has been made to an
integrated door automation system with smart devices technology that will make
people's lives easier and increase the quality of life. There are many issues regarding
the previous manual door that the user forgets to bring their key, lost the key, and
duplicated many keys for each member, but still keeping in mind the key of security

level.

Chapter 2 is a study about literature review. This topic will enhance previous
work regarding the smart door lock system or door automation. Therefore, we will
analyze the previous work problem, including the solution, which will be tabulated.
Ten previous work has discovered to analyzed from the table, and proposed solutions
have been made to overcome the problem. The last subtopic of this chapter is the
conclusion of the overall chapter.

2.2 Supporting Technologies
The supporting technologies that related to the project key is the Internet of

Things(loT), smart home and the recognition device.

2.2.1 Internet of Things (1oT)

The 10T, Internet Of Things, is an emerging technology that can change world
technology, primarily industrial operations. The 10T enables us to control, configured,
and operate our devices remotely. The 10T has a tremendous impact on the home
automation development field. The smart door lock system is essential for a house to

maintain more robust security. The implementation has been made to an integrated



door automation system with smart devices technology that will make people’s lives
easier and improve the quality of life. There are many issues regarding the previous
manual door that the user forgets to bring their key, lost the key, and duplicated many

keys for each member, but still keeping in mind the key of security level.

Chapter 2 is a study about literature review. This topic will enhance previous
work regarding the smart door lock system or door automation. Therefore, we will
analyze the previous work problem, including the solution, which will be tabulated.
Ten previous work has discovered to analyzed from the table, and proposed solutions
have been made to overcome the problem. The last subtopic of this chapter is the

conclusion of the overall chapter.

There are a few components in loT that represent the integration of the system work,
which is the sensors, connectivity, data processing, and a user interface:

1. The sensor or device that collects data from the surrounding environment
includes the time we insert fingerprint, temperature, and many more.

2. The connectivity is when the data is collected and sent to the cloud
infrastructure using various mediums such as Wi-Fi, Bluetooth, cellular, and
many more.

3. Data processing occurs when the data is collected and gets to the cloud,
where the software will be processing each information it obtains.

4. The user interface is where the end-user obtains their information through
many platforms such as email, notification, website, and many more. A user

will have the interface to check any data or update their system proactively.

2.2.2 Smart Home

The smart home is a term given to an essential home filled with communication
technology, enabling remote-controlled devices in the house. The home appliance that
is primarily can be controlled include the appliance such as the fridge, garage, home

security system and environmental such as the lighting and air conditioning.

The smart home can be feature either in a wireless or hardwired system or
both. The wireless system is much convenient as it is more cost-friendly than the
hardwired system. A hardwired system is more reliable as it is more challenging to be
a hack, but it is much more expensive as the user needs to install a luxury hardwired

smart system.



There is a lot of advantage installing the smart home technology as it provides the
homeowner with convenience. The homeowner can control their appliance using only
one device, such as a phone or tablet. Besides, the user is also enabled to get a
notification and any updates issues about their home. For example, the homeowner can
obtain notification when someone is trying to access their house when they are not at

home.

2.2.3 Biometric identification

The biometric is a unique characteristic of a person or personal characteristics
that can be used to validate the person's identity. The biometric identification cannot
be transferred or copy from one user to another easily. The biometric characteristic is
common, including the use of fingerprints, face recognition and the voice
recognition.

There are many benefits of using biometric as it, unlike the passcards, key or
password that can be transferred to each other easily. Biometric identification is very
secure and less susceptible to fraud as it is only concerned with individual
identification. Furthermore, biometrics cannot be removed easily using physical
characteristics such as fingerprint, hands, and eyes. Besides, it is really a beneficial
technology as the user does not need to memories anything such as the password and
carry anything such as the key or cards. Hence, it provides higher security for the
user.

There are several examples of biometric authentication that are using in
today's technology. Firstly, the fingerprint biometric will compare the user's
fingerprint to a stored fingerprint template in order to validate the user's identity. The
fingerprint biometric has many benefits. It will be much harder to be duplicate,
convenient, and easy for the user, cannot be guessed, forgotten, or misplaced, and is
considered one of the most secured authentication methods. Besides, facial
recognition has very instantly become a mainstream component in our daily life
today, such as unlocking our mobile devices. Facial recognition has increased
security in society, preventing any crime and reducing human interaction. Face
recognition works by using a computer algorithm to pick out the specific detail of a
person's face, such as the gap between eyes or the pattern of the user's chin. It will be
converted into a mathematical representation and compare the data on other faces

that are collected in the database.



2.2.4 Minutiae Algorithm

A fingerprint is a unique identity for each individual as it has a pattern of
ridges and valleys. The uniqueness of each person's fingerprint is defined by the local
ridge aspect of the fingerprint. There are two prominent local ridges which are ridge
ending and ridge bifurcation. Both of the ridges are called minutiae. The ridge ending
is defined as the point where the ridge ends abruptly, while the ridge bifurcation is the

point where a ridge forks or diverse into branches of ridges.

The fingerprint matching algorithm is using phase correlation based on the
minutiae points. It is a popular choice to undergoes image registration because of its
robust performance and simplicity. The theorem use in phase correlation is the Fourier
shift theorem. The phase cannot have used the two align point directly as it needs to
be converted the minutiae sets into 2D image space that called as Minutiae Direction
Map (MDM). These alignments will parameters will be determined by differentiating
the two-phase correlation of MDM. Figure below shows the algorithm that are used to
differentiate the two images:

COsS@ + jsine, m=x nh=),

M (m.n) =
{0 otherwise

Figure 2.1: Minutiae algorithm

The phase correlation will experience two stages which are the alignment
stage and matching stage. The alignment stage will occur transformation, including
the rotation and translation between two minutiae sets. Both of them will be calculated,
and then the input minutia set is aligned to models of similarity measurement. Both of
the similarities between the aligned input minutiae set and template will be calculated

in the next stage, which is the matching stage.

In the matching stage, the minutiae set will be aligned to a new set regarding
the parameter of transformation. It will compare both of the sets to see the comparison
and the percentage of matching. If the distance of both minutiae sets is less than the
threshold, the two images might be from the same finger. Else it comes from a different

finger.



2.3 Related Work/Previous Work

2.3.1 Door-Automation System Using Bluetooth-Based Android for Mobile
Phone

From the journal by Kamelia L, et al. (2014), the smart door automation
system uses a Bluetooth-based Android Smartphone and uses Arduino platforms that
are more easy and efficient as it is a free open source software. The Bluetooth will
act as a command agent, Arduino will microcontroller as a control center or data
processing center, and solenoid act as door lock output. The device provides a safe
and effective solution for controlling home automation. Rather than using a key, it
uses a command delivered by Bluetooth on a Smartphone and other mobile devices.
The uses of Bluetooth on Android smartphones are to provide better security than
conventional keys.

It will be controlling and conducted by sending a command via Bluetooth to
the Arduino circuit that will connect the Android smartphone and the solenoid. The
diagram represent the block diagram of the door automation system by using
android. The block diagram in Figure 1 shows that the android system's input uses
Arduino software while the output solenoid is connected to the Arduino

microcontroller circuit.

Arduing s LED | — '
rracrocontroller L I -: Solenmd
F o Felay | o

Figure 2.2: Block diagram of smart door (Kamelia L, et.al 2014)

2.3.2 Smart Door Using Bluetooth Technology and Camera Verification

The journal from Pandurang et al. (2016) states that the system is designed
with a user motion-captured from the camera, and the user will be detected, and then
he will be given a key to lock and unlock. It purposes to secure the door that can replace

a good amount of human working force and humans are more prone to making errors.



The system contains an application that will allow the user to check the door's
status. The mobile devices will require a password to increase the security of the
system. The Bluetooth will be used as a communication method as it has been
integrated into many Android devices and secured through its own protocol.
Furthermore, the system will be designed for security purposes. For example, when
someone is ring the bell at the door, it will trigger the camera, and the camera will
capture the video of the person standing in front of the door. It will capture the person's
motion from the camera, and the user will be detected, and he will be given the key to

unlock and lock the door.

2.3.3 The Automatic Door Lock to Enhance Security in RFID System

Based on the paper that has been written by Hasan et al. (2020), there are
people who always tend to use the conventional key as security, but it easily brings in
crime. The door lock system will traditionally use the conventional key to operate
mechanically by inserting the correct key. Unfortunately, it is not good to identify
unauthorized users. RFID that stands for Radio Frequency Identification, will be used
to accessing the door. Testing has occurred on RFID. The RFID tag which has been
registered will be received; otherwise, an unregistered 1D tag will be declined. The
table shows the tag RFID testing result. It shows that the unregistered tag will be
rejected while the registered tag will be received. Figure 2 shows the result of RFID
timing access to open the door. As we can observe, the average timing result per person

is around 3 seconds.

Card Tag Tag Register Number Tag ID  Solenoid
Number  Frequency Condition

13.65 MHz Registered 150221413344 Open

1

2 13.65 MHz Registered 52071824581 Open
3 13.65 MHz Registered 612011539162 Open
+ 13.65 MHz Registered 5319156455151 Open
5 13.65 MHz Registered 8323116839201 Open
& 13.65 MHz Registered 6714111439155 Open
7 13,65 MHz  Unregistered 671383739203 Close
8 13.65 MHz  Unregistered 11511225339217 Close
9 125 KHz Unregistered 0012512033190 Close

—

125 KHz Unregistered  00031292277027 Close

Figure 2.3: Tag RFID testing result (Hasan, et.al 2020)



User Time (sec)
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1 3,25 3,10 3,15 32
2 347 2,58 3,18 3.1

3 3,12 3,37 3,29 32
4 3,10 3,45 2,50 3

5 2,56 3,14 3.25 3

6 3,27 3,10 2.59 3

7 - - - -

8 - - - -

4] - - -

._.
=
1
|
I
i

Figure 2.4: Timing access result (Hasan et.al, 2020)

2.3.4 Smart Digital Door Lock for Home Automation

Based on the paper by Yong Tae Park, Pranesh Sthapit, et al. (2009), the
smart door lock operates over a network's wireless sensor. The system uses a ZigBee
module embedded in the digital door lock and acts as the main controller. The door
lock system consists of an RFID reader for user authentication, a touch LCD, a motor
module for opening and closing doors, and sensor module to detect the house's
condition, a communication module, and a control module controlling other modules.
The smart digital door lock system can be divided into few parts: the sensor module,
communication, and the I/O module. The user can access the 1/0 module to access
the door as it includes the RFID reader and digital dial pad for authentication. TFT
Touch LCD can control individual devices and display relevant information.

Furthermore, the smart door lock system has been implemented with a camera
module, microphone, and speaker. It is to enable the user to interact with their
visitor. The figure below shows the differences between a typical wired home server

system and the smart door lock-based server system.

Door lack based
Home Server

Human Human | y

Gas detection detection detection J
Sensor sensor Gas detection sensor | %] _f'
SEnsor
—_ 4
Home server '—' Door lock =
. - —
Air conditioner '
Air conditioner ™ v »

Figure 2.5: System architecture (Park et.al, 2009)
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2.3.5 Facial Recognition Enabled Smart Door Using Microsoft Face API
Based on Karan Maheshwari et al. (2017), the method used is the face
recognition and detection method. Automatic face recognition has been done by using
Neural Networks, and the main component in this project is Raspberry Pi, which acts
to control the door access. It will show the immediate response from the monitor. This

system is suitable to be implemented in many places that need maximum security.

2.3.6 Door Automation System Based on Speech Command and Pin using
Android Smartphone

Based on R. Dinar Hayu Arifin and R. Sarno (2018), the method they use in
this project is speech command and can also be accessed via pin authentication.
Besides the smartphone application and Arduino board, the proposed design method
are using a based Bluetooth module. The investigation has done about 25 experiments
to observe whether the android application can detect sound with different distances.
In 25 experiments, only four experiments have failed to detect words. The figure below
shows that the longer the distance between the speaker and smartphone, the longer the

application needs to detect the word spoken.

Distance Speaker mouth Time
to the phone (em) {Second)
2 2
. i
6 3
8 4
10 4

Figure 2.6: Time detection results (R. Dinar Hayu Arifin, et.al 2018)

2.3.7 Development of Electronic Locks Using Gesture Password Base On RSA
Algorithm

Based on Lee etal. (2017)., the system is using a gesture password to unlocking
the door. There are four subsystems implemented in this system: the gesture password,
RSA encryption and decryption, hardware circuit integration, and the integration of
the cloud monitoring system. The RSA algorithm developed in the project was applied
a novel gesture password electronic lock system by using a smartphone as the

communication carrier to unlock and lock the door via Bluetooth module.
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2.3.8 Design of Smart Lock System for Doors with Special Features using
Bluetooth Technology

Based on Hadis et al. (2018), the system proposed is a system that uses
Bluetooth technology as a communication protocol between the authorized user and
the lock system. This system is special for disabled people as the user does not need
to do any action to open or lock the door. The system works by using a device that
activated Bluetooth and is located near the door. The system that matches the user's
identity will be connected to the communication of the lock control system. Hence, the
system will open if the person is an authorized user located near the validation area.

Besides, it also has a featured website and smartphone application.

2.3.9 Smart Security: Remotely Controllable Door lock

Based on Shraddha Tiwari et al. (2018) focussed on a system that allows the
house owner to monitor the door remotely. This system needs to use an internet
connection to work as it needs to connect the raspberry pi and the owner's phone.
Furthermore, the system contains a camera to snap a picture of the visitor and send
notifications using an internet connection through the user's smartphone. Then, the

user will decide whether they want to permit the visitor to access it or not.

2.3.10 Smart Door Using Biometric NFC Band and OTP Based Methods
Govindraj et al. (2020) outline a system that uses NFC band and OTP-based
method. NFC band is a set of communication protocols that enables the device to
transmit information wirelessly. The NFC band is embedded with the fingerprint
sensor of the registered user. For guest access, they will undergo OTP authentication
and enter their mobile phone number. Then it will be sent to the owner’s NFC band by
SMS from the Arduino via GSM module. The owner will verify the mobile number
and give permission or not. If the owner provides access, the user will receive OTP

from the Arduino via the GSM module and can enter the house.
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2.4 Critical review of current problem and justification

Based on the research with the previous project, each project's purpose, problem, and solution have been conveyed into a table based on
table 2.1. The problem column will represent the issue or problem that undergoes with the previous project. At the same time, the proposed solution
is the solution that will overcome the problem to improve the project. Table 2.2 below exhibits the identification of the previous project by state
the microcontroller, technology, platform, data representation, and the sensor that was used. Hence, the overall project disturbance has been

classified, and the solution to resolve the problem has been recommended.

Table 2.1: Problem and solution propose based on previous work

Research Title/ | Purpose Problem / Open Issue Proposed Solution

Product

Kamelia, L., This paper proposes a door- The smart door system that is using Bluetooth | The solution to overcome this

Noorhassan, A., automation by using Bluetooth in a has a few limitations. The smart door will problem is besides the Bluetooth;

Sanjaya, M., & mobile device. It also is an Android communicate with the phone via Bluetooth. If | the system should give another

Mulyana, W. E. based and using Arduino platform. the user phone might have lost, out of battery, | choice to unlock the door, such as

(2014) or stolen, the user could not unlock their door | using a biometric identification at
if they don’t have any backup. the door.

Pandurang, B., The system proposed to detect the The system is using a Bluetooth connection as | The solution to overcome this

Pede, J. D. P. M. | motion of the user. The user motion the module. Bluetooth have few issue, the system can employ Wi-Fi

13



S., & Rahul, G.

will be captured by camera and detect

disadvantages, such as it can lose connection

technology that is much better than

A. G. (2016) the user then it will give the in a certain condition as Bluetooth technology | Bluetooth. Wi-Fi has a higher
permission to unlock or lock the door. | only allows short-range communication bandwidth compared to Bluetooth,
This project is to create an automated | between devices and the user can control the door in
device for locking and unlocking of bigger range communication.
the door.
Hasan, Y., The paper presents an automatic door | The problem in using the RFID in the smart The system needs to add another
Wijanarko, Y., lock in a classroom security system door is that the user cannot access the door if = | module such as using a keypad to
Muslimin, S., & | that uses the ID Card of students they don’t bring the RFID card or damage the | access or change to a different
Maulidda, R. (RFID) as the security key connected | RFID card. module, such as using a biometric
(2020). to the server. This project aims to keep sensor like fingerprints and face
the security of the classroom by recognition.
implementing Arduino mega and
verifying the classroom door's
effectiveness.
Park, Y. T., The paper states that the smart door The problem that occurs using this system is | The system can change the ZigBee
Sthapit, P., & lock operates over a network'’s the ZigBee module is low transmission and module by using the Wi-Fi-based

wireless sensor. The system uses a

low network stability compared to other

module. Wi-Fi are much faster than
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Pyun, J. Y.
(2009).

ZigBee module embedded in the
digital door lock and acts as the main
controller. ZigBee module includes RF
communication, and it used digital
door lock and sensor modes in the

house.

modules. It also does not secure like a Wi-Fi-

based secured system.

ZigBee. Wi-Fi networks are also
less reliable corresponded to

ZigBee network

Maheshwari, K.

The paper discussed that the method

The neural networks have a few constraints

A real time speaking assistant can

(2017) they are used to enhance the smart on their algorithm as the process is slow and | be deployed to make the system
door's security is by using face the result is not accurate. This system also become more friendly and efficient
recognition and detection method. It | allows only one admin, and it might be one of | for the user. The database can be
also states that the implementation of | the problems that occur as it unable to add linked to the cloud or server in
automatic recognition is using Neural | another person in case of emergency. In case of power failure or data loss
Network. addition, the time after successful detection of | might happen.

face is indefinite, thus it should be set
according to user needs.

R. Dinar Hayu The paper proposed a friendly system | The problem that occurs in the system is it The system can be improved by

Arifin and R. that use speech command and pin. uses speech command. Thus, anyone who modified the authentication method

Sarno (2018) to access the door. The
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This system also used a Bluetooth

module.

knows the command to access the door can

open it easily.

authentication can use biometric
identification like fingerprint or
voice recognition so only the user

can enter the door .

Lee,C. T, The paper proposed a system usinga | The problem with this system is it does not The system needs to be improved
Chung, Y. C., novel electronic lock system that can | have any backup or other way if the user by adding another way for the user
Shen, T.C., & be accessed by using a gesture might be lost their phone. If the smartphone is | to access the door, such as having
Weng, K. W. password. In this system, a lost or broken, the entire system will become | another software like Telegram bot
(2017). smartphone will be used as a inaccessible. command to enable the user access

communication carrier connected to the door .

the development board via Bluetooth.
Hadis, M. S., The paper proposed a smart door lock | The obstacle with this system is that it does The system can be improved by
Palantei, E., system that uses a Bluetooth not contain any user and unauthorized user adding the log and tracking module
Ilham, A. A, & technology as the communication database trying to access the door at in features to increase the security of

Hendra, A (2018)

protocol between the lock system and

the user.

website application. The website applies only
to the user who loses their device and is

unable to connect to Bluetooth.

the smart door lock system.
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S. Tiwari, S.
Thakur, D. Shetty
and A. Pandey
(2018)

The paper focused on a system that
can remotely control the opening and
closing door by using raspberry pi as
the major controlling system at the
door. The user need to use an
application to gain data of the visitor

by using internet connection.

Sometimes, the face recognition might have
failure. Hence, the owner needs to open the

door manually.

The problem can be resolve when
the system implements another
backup method to open the door
such as using Telegram application.

Govindraj, V. J.,
Bhat,S. V., &
Ramesh, T. K.
(2020)

The paper outlines a system that uses
NFC Band and OTP Based method. It
uses Arduino Uno paired with GSM
Module and an NFC reader attached to

the door.

The system takes longer to process the action
as the visitor needs to put their phone number

and send it to the owner for verification.

The system can be improved by
linking a software application such
as Telegram or WhatsApp that
enable the owner to open the door

for the visitor quickly.
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Table 2.2: Comparison of Functionality of Previous Project

Author / Year

Microcontroller

Communication

Technology

Platform

Data
Representation

Sensor Type

Kamelia, L., Noorhassan, A.,
Sanjaya, M., & Mulyana, W. E.
(2014)

Arduino

Bluetooth module

Arduino platform

Android based

Pandurang, B., Pede, J. D. P. M.
S., & Rahul, G. A. G. (2016)

Android devices

Bluetooth module

Mobile Apps

Android based

Motion detection

Hasan, Y., Wijanarko, Y.,
Muslimin, S., & Maulidda, R.
(2020).

Arduino mega

RFID

Arduino platform

LCD Display

RFID Sensor

Park, Y. T., Sthapit, P., & Pyun,
J. Y. (2009).

MCU

ZigBee module

TFT touch LCD

Home Detection

Sensor

Gas Detection

Sensor
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Maheshwari, K. (2017)

Raspberry Pi 3

Wi-Fi module

Windows 10 10T

Display Monitor

Face recognition

Model B+ Dashboard Detection method
R. Dinar Hayu Arifin and R. Arduino Bluetooth module Mobile Apps Android based Speech command
Sarno (2018) Pin
Lee, C. T., Chung, Y. C., Shen, | Arduino Yun Bluetooth module Mobile Apps Website Gesture Password
T. C., & Weng, K. W. (2017).
Hadis, M. S., Palantei, E., Smartphone Bluetooth module Mobile Apps Website -
Ilham, A. A., & Hendra, A
(2018)
S. Tiwari, S. Thakur, D. Shetty | Raspberry pi 3 Wi-Fi module Firebase LCD Fingerprint Sensor
and A. Pandey (2018) Detection Sensor
Govindraj, V. J., Bhat, S. V., & | Arduino Uno OTP Based method | NFC Band - Fingerprint Sensor

Ramesh, T. K. (2020)
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2.5 Proposed Solution/Further project

From the previous work, we can observe many problems, such as the limitation
of using Bluetooth on a smartphone in Kamelia et al. (2014) and Pandurang et al.,
weakness occurs in using the RFID module in Hasan et al. (2020), and many more.
The previous work using facial recognition module problems happens when the time
after successful detection is indefinite. In R. Dinar et al. (2018), the problem occurs
when strangers know the voice command to open the door. Hence the door will be
easy to access. Based on Lee et al. (2017), the problem occurs when the system does

not have any backup to access the door if the smartphone is damaged or lost.

Furthermore, the Hadis et al. (2018) system does not contain any database of
people entering the door. Based on Shraddha Tiwari et al. (2018), the ninth article
states that the user needs to open the door if the face recognition fails remotely. In the
last article from Govidraj et al. (2020), a problem occurs when the system takes longer
to process the door for verification.

The solution proposed in Kamelia et al. (2014) from the problem is that the
system should give another option to unlock the door, such as using biometric
identification. Next, in the second article by Pandurang et al.(2016), the system can
use Wi-Fi technology that is much better than Bluetooth. The Wi-Fi has a higher
bandwidth than Bluetooth, and the user can control the door in bigger range
communication. Furthermore, in Hasan et al. (2020) system adding another module
such as fingerprints and face recognition can be implemented to reduce the weakness
of RFID, which is the loss and damage of the card. Park et al. (2009) can change the
ZigBee module by using the Wi-Fi-based module. Wi-Fi are much faster than ZigBee.
Wi-Fi networks frequencies are more stable corresponded to the ZigBee network.
Moreover, Wi-Fi can support a large number of users compared to ZigBee. Thus, the

Wi-Fi will have more compatible rather than the ZigBee.

The solution to overcome the seventh article, which is based on Lee et al.
(2017), is by adding another way for the user to access the door to make the system
friendlier and efficient. Furthermore, Hadis et al. (2018) system can be improved by
adding a database linked with the cloud to increase security. Finally, the last article
by Shraddha Tiwari et al. (2018) and Govidraj et al. (2020) solution can be improved
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by linking a software application such as Telegram or WhatsApp that enable the owner
to open the door for the visitor quickly.

LN 0
o
Internet Telegram Bot

Monitor I
R0 _'>\ ' — &

Adapter 5V/3A
R307 Fingerprint Sensor Raspberry Pi 4 B

\

Adapter 12V/1A Relay 5v Solenoid Door Lock

Figure 2.7: Design of door lock fingerprint sensor

The figure shows the component that implements in this project. The Raspberry
Pi will act as the main component to manage the system, and it is connected through
the monitor. The Raspberry Pi demands a power supply which is the Adapter 5V, to
turn it on. Besides, the log and tracking module highlight will be implemented in the
MySQL database and display in the Node-RED dashboard. The raspberry pi port will
be connected with the R307 fingerprint sensor via CP2102 USB to the TTL converter.

Furthermore, the users can utilize Telegram to control the door by applying
telegram command, and Telegram also will act as a smart notification. Smart
notifications are implemented in python coding, and the user will receive notification
if unregistered fingerprints are attempting to enter the door. The solenoid lock will be
connected with the relay module and 12V power supply to energize the coil inside the
lock.
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2.6 Conclusion

In this chapter, we can identify the purpose of the previous project.
Furthermore, we can also acknowledge the project's weakness and the resolution that
can overcome the problem. Several problems occur during the last project. There is
no other way or backup to access the door if their system is in trouble, using a speech
command where anyone can access quickly and need the RFID card to access the
door. These problems can commence to the smart door lock system security
becoming weak. The problem can be overcome in the smart door lock by using a
fingerprint sensor to access the door. Instead of that, the project contains the log and
tracking module for the database. If the fingerprint system is down, the user can
access the door by using the Telegram application as a backup method. Thus, a the is

created to improve and avoid the same problem occur.
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CHAPTER 3

PROJECT METHODOLOGY

3.1 Introduction

This chapter will be a focus on the methodology that will be used in this project.
The first section will be discussing regarding the software development life cycle.
Besides, the project will contain it schedule and milestone in a table form. It can help

and explain every activity performed stage by stage during the engagement process.

3.2 Project Methodology

The project methodology is used as the guideline with the right methods and
flow of the project. Hence, the suitable approach will be described in detail explanation
in this section. A software development methodology can be used to ensure the project

produces a stable system.

In this project, the most suitable software development methodology is the
prototyping model phase. The prototyping model is one of the software development
models where a prototype will be built, tested, and reworked until the prototype is
acceptable. The prototyping model contains six system development life cycles
(SDLC): requirement gathering and analysis, quick design, build a prototype, initial

user evaluation, refining the prototype, and implementing product maintenance.

. User Refining Implement

Figure 3.1: Prototyping model



3.2.1 Requirement Gathering

The prototyping model begins with gathering requirements. During this phase,
the requirement of the project is defined in detail. Below is the list of requirements that
need to be used to build the door lock using a fingerprint sensor according to the

hardware and software.
1) Hardware

e Raspberry Pi 4 Model B

e Fingerprint Reader R307 Sensor
e Micro SD card

e Jumper wire

e Solenoid lock

e 12V power supply

e Monitor

e (CP2102 USB to TTL converter
e Relay Module 5V

e Adapter 12V/1A

e Adapter 5V/3A

2) Software

Raspbian OS

e Telepot (Telegram package)
e Node-red

e Python 3

e TKkinter Python

e MySQL Database
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3.2.2 Quick Design

In the second phase, a preliminary or quick design, a simple design, is created
for the door lock fingerprint sensor. This phase is to give a brief idea of how the system
is working to the user. Besides, the quick design can help in developing the prototype.

Below is the design that has been created.

In this project, the Raspberry Pi will act as the main component to control the
system all the systems, and it is connected through the user's monitor. The Raspberry
Pi needs a power supply which is the Adapter 5V, to turn it on. Log and tracking
module feature will be implemented in MySQL database, and Node-RED dashboard
will show. It will be connected through the R307 fingerprint sensor via CP2102 USB
to the TTL converter. Users can use the Telegram application via Internet connection
to enable the user to control the door using telegram command and act as a smart
notification. The solenoid lock will be connected with the relay module and 12V power

supply to energize the coil inside the lock.

= — )
o
g Internet Telegram Bot
Monitor \ I

‘Q é / .
i Adapter 5V/3A
R307 Fingerprint Sensor Raspberry Pi 4 B

\
R

Adapter 12V/1A Relay 5V Solenoid Door Lock

Figure 3.2: Design of door lock fingerprint sensor

25



3.2.3 Build Prototype

The first prototype will be build based on the plan. All the hardware and
software required to be used in the project will be configured and installed. The first
software that will be installed is the Raspbian OS which is for the Raspberry Pi 4
hardware. After the OS is successfully installed, all the required packages such as the
fingerprint package used in this project will be installed.

3.2.4 User evaluation

After complete the prototype, the evaluator will evaluate the prototype that has
been built. The evaluation will comment on the strength and weaknesses and what
should be improved on the prototype. Besides, it also will undergo a system usability
test (SUS). The SUS testing will have ten questionnaires to measure the usability of
the product. The respondent will have the option from strongly agree to disagree
strongly. The SUS testing is straightforward to scale to the participant’s response.

Hence, the evaluation result will be taken for the further analysis process.

3.2.5 Refining prototype
According to the evaluator's feedback and suggestion, the prototype’s
weakness will be refined from the evaluation result. The refining prototype phase will

not be over until the final prototype meets all the requirements and is satisfied.

3.2.6 Implement and maintain
Once the final system is developed and satisfied, the prototype will undergo
routine maintenance to minimize any downtime that might occur and prevent a large-

scale failure.
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3.3 Project Milestones

In this project, the project milestone will be the guideline to ensure the project's

timeline. The project milestone is essential to guarantee the continuous running of the

project. The table below shows the milestones designed according to the project.

Table 3.1: Project milestones

and evaluator)

evaluation

and supervisor

Activity Responsibility Date Start Date End
Gathering Student and Week 1 Week 2
requirement Supervisor

Analyze the Student Week 2 Week 3
requirement

Designing project | Student Week 3 Week 4
Gathering Student Week 4 Week 10
hardware

Installing the Student Week 6 Week 10
Raspbian OS

Building prototype | Student Week 7 Week 10
Progress Student and Week 8 Week 10
evaluation supervisor

Testing prototype | Student Week 9 Week 10
User (supervisor Student , evaluator | Week 13 Week 12/13
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Drafting new Student Week 1 Week 3
design based on

evaluation

Refined prototype | Student Week 4 Week 5
Progress Student and Week 4 Week 5
evaluation supervisor

Building full Student Week 6 Week 6
project

Refined prototype | Student and Week 7 Week 7
tested again supervisor

User (supervisor Student , evaluator | Week 8 Week 8

and evaluator)

evaluation

and supervisor
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Table 3.2: Gantt Chart for PSM1 and PSM2

Method

11

12

13

14

15

16

17

18

19

20

21

22

23

Requirement

gathering and analysis

Quick Design

Building Prototype

User Evaluation

Refining prototype

Implement and

maintain
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3.4 Conclusion

The project methodology is essential in developing a project. It is because it
can help in focusing the project standardize, structure and organize works in detail.
Using the project methodology, this project can be developed in a manageable timeline
according to the six stages in the prototype model. Without methodology, this project

will face a lot of problems such as delay and failure.
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CHAPTER4

ANALYSIS AND DESIGN

4.1 Introduction

Chapter 4 will be focusing on the analysis and design of the project. This
chapter contains a subtopic of problem analysis, requirement analysis, high-level
design, detailed design and the conclusion. The problem analysis will be discussing
the current problem that might occur indoor security nowadays. Besides, the
requirement analysis will cover the data requirement, functional requirement, non-
functional requirement, and other related requirements. The high-level design will
contain the system architecture, user interface design and database design of the

project.

4.2 Problem Analysis

Nowadays, using a physical key or card reader locks is one way that everyone
familiarised with. Furthermore, although the way is a common way that people
currently applied, it has many flaws. For example, user careless behaviour needs to
carry many keys, lose their key, and forget to bring the key, misplaced, or lost. Besides,
it also takes a long time to unlock the door by using physical keys. The user is also

unable to receive notification if any unauthorised user tries to access the smart door.

4.3 Requirement Analysis
4.3.1 Data Requirement

Nowadays, using a physical key or card reader locks is one way that everyone
is familiarised with. Furthermore, although the way is a common way that people
currently applied, it has many flaws. For example, users careless behavior needs to
carry many keys, lose their key, and forget to bring the key, misplaced or lost. Besides,
it also takes a long time to unlock the door by using physical keys. The user is also

unable to receive notifications if any unauthorized user tries to access the smart door.
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Smart notification via

Telegram
User input command
via Telegram
Raspberry Pi 4 r
Model B ——+— Door lock / unlock
Fingerprint sensor
Door Activity
Dashboard
Input Output

Figure 4.1: Block Diagram of Smart Door Lock

4.3.2 Functional Requirement

In the diagram below, the Raspberry Pi 4 required an Internet connection to
enable the device to function smoothly. Furthermore, if any unauthorized user tries to
access the smart door, a smart notification will be sent via Telegram. Moreover, the
user also can use the Telegram application to control the smart door with command.
The door will unlock and lock. The Node-RED dashboard will display the door activity
by linking to the MySQL database.

Internet

I

Raspberry Pi 4
Model B

Door MNode-red
Smartphone

User input command in telegram and

noffication is sent via Telegram. Door will be unlock and lock  Data will be display via node-red dashboard

Figure 4.2: Context Diagram of Smart Door Lock
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4.3.3 Non-functional Requirement
Table below shows the comparison between The R307 fingerprint sensor
comparison with R305 (old) fingerprint sensor. Based on the table below, we have

stated why we used the R307 module over the R305 module.

Table 4.1: Comparison R305 and R307 fingerprint sensor

Features R305 (old) R307

Storage Capacity 250 1000
(Fingerprints)

3.3V Operation No Yes
USB Operation No Yes
Finger Detect Output No Yes

4.3.4 Other Requirement
There is a few equipment that need to be used to complete the project which
is the hardware requirement and software requirement.

4.3.4.1 Hardware Requirement
i.  Raspberry Pi 4 Model B

Figure 4.3: Raspberry Pi 4 Model B

The Raspberry Pi is stated as a single-board computer that has
been created by the Raspberry Pi Foundation. It is a UK charity that aims
to educate people in computing and create easier access to computing
education. The Raspberry Pi has become a user choice to learn
programming skills, build hardware projects, home automation, and

indeed use them in industrial applications.
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Fingerprint Reader R307 Sensor

Figure 4.4: R307 Fingerprint Sensor

The R307 fingerprint module consists of the optical fingerprint
sensor with a high-speed DSP processor, high-performance fingerprint
alignment algorithm, and high-capacity FLASH chips. It contains two
interfaces which are TTL UART and USB2.0. The USB 2.0 can be
connected directly to the computer. The storage capacity fingerprint that
can be store in the sensor is 1000 fingerprints. The fingerprint scanner
uses a Minutiae-based algorithm method.

Solenoid lock

Figure 4.5: Solenoid Door Lock

The solenoid lock is an electromagnet made by a big coil of
copper wire with an armature metal (a slug of metal) in the middle. When
the coils are energized, the slug will be pulled into the center of the coil.
The solenoid lock is strong and needs a good power supply to drive the

solenoid lock.
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4.3.4.2 Software Requirement

Node-RED

Node-RED

Figure 4.6: Node-RED software application

The Node-RED is a flow-development tool for visual
programming development that has been developed by JS Foundation.
The Node-RED enables the user to stitch together the Web services and
hardware by replacing a common low-level coding task. There is a
various component in the Node-RED are connected together to create a

flow.

Telegram and Bot-Father

Figure 4.7: Telegram and Telegram BotFather

Telegram application is a free and open-source, cross-platform,
cloud-based instant messaging software. The service provided in
telegram is end-to-end encrypted call, file sharing and, interaction with
bots with many more features. The Bots are simply Telegram account

that is operated by the software. It is not controlled by people and
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contains Al features. The bots can do anything such as play, teach,
search, remind, integrate services, or even pass commands to the Internet

of Things.

Python 3

@, python’

Figure 4.8: The Python language

Guido van Rossum produced Python at the National Research
Institute for Mathematics and Science Computer located in the
Netherlands. Python is a high-level, interpreted, interactive, and object-
oriented scripting language. It has been designed to be readable for the
user by using English keywords more frequently. Python 3.0 has been
released in 2008. Python 3 is a more upgrade version than Python 2 that

has compatible with many features inside.

Tkinter Python

TKINTER

GUI FOR PYTHON

Figure 4.9: The Tkinter GUI for Python

Tkinter is a Python standard GUI framework and commonly
comes bundled with Python installation. It is a Python standard
interface to the Tk GUI toolkit. Tkinter is famous as it is a very simple

graphical user interface and simple to understand.
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v.  MySQL Database

My

Figure 4.10: The MySQL database

MySQL is a database system open-source relational database
management system that is used on the web. MySQL database is
standalone clients that allow the user to interact directly with MySQL.
Swedes David Axmark has created it, Allan Larsson and Finland Swede
Michael "Monty" Widenius, which is a Swedish company. The data in
the MySQL database are stored in tables form that consists of columns

and rows.

4.4 High-Level Design

The connection between smartphones and Raspberry Pi is really significant.
The device will respond with the smartphone by using wireless communication. A
smart notification will be sent when there are unauthorized users try to enter the door.
The user is also enabled to control the smart door via a command in Telegram. In

addition, the node-red dashboard will be used to displaying the door activity.
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4.4.1 System Architecture

Device with Internet
connection

Door lock

Flhgerprint

Raspberry Pi 4

Z

[

Monitor

Figure 4.11: Physical Design of Smart Door Lock

Figure 4.12: Schematic Diagram

Table 4.2: The Component Connected Pin

Raspberry Pi Pin Relay Module Pin
5V VCC
GND IN
GPIO 18 Ground
Raspberry Pi Port CP2102 USB to TTL Converter
USB Port USB Port
CP2102 USB to TTL Converter R307 Fingerprint Sensor
3vs3 GND
TXD X
RXD RX
GND VCC
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Solenoid Door lock

Relay Module

GND

COM

Solenoid Door lock

Power Supply Pin

Positive

Positive

Power Supply Pin

Relay Module

Negative

NO

4.4.2 User Interface Design

a) Navigation Design

The flowchart below shows the logic communicating of the system:

| START |
No A Yes
Login New user? Register
Enter id

Enterid
Enter usemame

Capture fingerprint

No
Finger scanned? “>——pf

Access via Telegram
command

Yes

Insert command on
telegram

Send fingerprint for
verification

Enter username
Enter Phone number
Enter Email

Capture fingerprint

Send fingerprint for
verificafion

Fingerprint
already exisis?

Registration

Find match?

s command is
right?

successfull

Registration Failed

Yes
Door remain lock

Door remain lock and
smart nofification will
be sent through
telegram

Door unlock

m
=z
(=]

Figure 4.13: Flowchart of Smart Door Lock




b) Input Design

WelcomeHome

Cunisnuy wie
Door is unlock

ral commands to control the smart door, type /' to

Help info:

Figure 4.14: Input design from Telegram application

WelcomeHome v ~ x

Login |

Register

Figure 4.15: User Main Page shown by Tkinter GUI

Please Enter Details Below to Login
Finger ID

Usemame

Scan Fingerprint Login

Exit

Figure 4.16: User login input shown by Tkinter GUI



Please Enter Details Below
User ID
Usemame
Phone number

Email

Scan Fingerprint & Register

Exit

Figure 4.17: User registration input shown by Tkinter GUI

c¢) Output design

WelcomeHome

LuUrrenty tne
Door is lock

funlock:

Currently the
Door is unlock

Currently the
Door is lock

Figure 4.18: The output from Telegram



WelcomeHome

Currently the

Dooris lock

Currently the
Door is unlock

Figure 4.19: The output in Telegram control from node red

August 16

Someone is trying to enter your door!

Figure 4.20: Smart notification output from Telegram
RNy
= I
Please Enter Details Be‘gw to Login
Finger ID

Usemame

r

Scan Fingerprint Login

Exit

LOogin sucess

Figure 4.21: User Login success on Tkinter GUI

Figure 4.22: User Login output result in terminal at Raspbian OS
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v ~ b 4

Please Enté? Defails Below
User ID
Usemame
Phone number

Email

Scan Fingerprint & Register

Exit

Registration sucess

Figure 4.23: User Registration success on Tkinter GUI

Figure 4.24: User Register result in terminal at Raspbian OS

4.4.3 Database Design
4.4.3.1 Conceptual and Logical Database Design

User
- ~
PK | userid Log
fpid
username :
phonenumber consist of shame
email eventdt
FK  userid
\ J

Figure 4.25: ERD of Smart Door Lock
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4.5 Conclusion

In conclusion, the analysis and design chapter was really essential in order to
gain the success of the project development. In the problem analysis, we have analyzed
that the problem of the current automation door is when the careless user actions and
the current processing time for the door to unlock with a physical key. Next, in the
requirement analysis section, the hardware and software needed to control the smart
door lock system are Raspberry Pi 4 Model B and Telegram. Furthermore, the
flowchart and ERD of the project have been determined and will be used as a guideline
through the development of the project. This analysis and design will be referred to in
the next implementation of the project to ensure the smoothness of the project.
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CHAPTERS

IMPLEMENTATION

5.1 Introduction

This chapter will be presenting the implementation of the project. Hardware

and software development environment setup will be discussing in the first section.

Then, the software configuration setup will cover the configuration used to complete

the project, such as the fingerprint sensor detection, Telegram configuration, and the

database configuration.

5.2 Hardware and Software Development Environment Setup

5.2.1 Hardware setup

a) Hardware Requirements

Raspberry Pi 4 Model B
Fingerprint Reader R307 Sensor
Micro SD card

Jumper wire

Solenoid lock

12V power supply

Monitor

CP2102 USB to TTL converter
Relay Module 5V

Raspberry Pi Power Adapter

b) Hardware Installation

i.  The hardware installation such as the R307 fingerprint sensor, relay

module, CP02102 USB to TTL converter, power supply and the solenoid

lock is connected to the Raspberry Pi 4 Model B.
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Rasoberrv Pi 4 Model B

Solenoid door lock

CP2102 USBto TTL
converter

Relav module

R307 Fingerprint Sensor

Figure 5.1: Hardware Installation

ii. ~ The Micro SD card need to be format and installed Raspberry Pi imager

inside the SD card via Raspberry Pi download page.

Install Raspberry Pi OS using

Raspberry Pi Imager t

Raspbetry Pi Imager is the quick and easy way to install

RaspberryiPi 05 and other operating systers ta @ microso Raspberry Pi
card, ready o use with your Raspberry Pl WatcHgur 45-
2 to learn how to il g system
using Raspberry Pi Imager.
Bownload and install Raspberry Plimager to a computer
‘with an SD card reader. Put the SD card you'll use with
your into and run Pi
Imager.

Download for Windows

LDowniocad formac0S
Download forUbuntu for x86

Figure 5.2: Raspberry Pi download page

iii. -~ On the menu click Raspberry Pi OS to install, choose SD card storage and
click Write.

& Raspberry Pilmager - x

Operating System X

Raspberry Pi 0S (32-bit)
71he Raspberry Pi Desktop (Recommended)

Raspberry Pi 0S (other) >
Other Raspberry Pi OS based images
2 LibreELEC >
¢  AKodi Entertainment Center distribution

Figure 5.3: Raspberry Pi operating system
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iv.  The Raspberry Pi will take several minutes to finish the writing process.

v.  Then, insert the SD card that already setup with Raspberry Pi OS into the
micro SD card slot on underside of Raspberry Pi. Connect your Raspberry
Pi with the HDMI port.

vi.  Plug the power supply into the provided socket and connect the Raspberry

Pi’s power port. Then, the Raspberry Pi OS Desktop will be appearing.

3O HE ‘ B :

Figure 5.4: Raspberry Pi OS desktop

5.2.2 Software setup
a) Software Installation

The software that needs to be installed in this project is Telepot, Node-
RED, Tkinter, MySQL, PhpMyAdmin, Apache and fingerprint. This software will
be used to ensure the functionality of each element in the project works well. All

the software will be installed through the terminal in Raspberry Pi 4.

i.  Firstly, the Raspbian OS need to be upgrade into the latest version by using

this command:

sudo apt-get update

sudo-apt-get-upgrade

pi@raspberrypi

Figure 5.5: Update command
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pi@raspberrypi

Figure 5.6: Upgrade command

ii.  Install and upgrading the Node-RED by using terminal by using the

following command.

bash <(curl -sL https://raw.githubusercontent.com/node-red/linux-

installers/master/deb/update-nodejs-and-nodered)

Figure 5.7: Installing Node-RED

iii.  The Telepot will be install in Raspberry Pi to enable the connection between

Telegram and Raspberry Pi. The following command is insert in the terminal.

sudo pip3 install telepot

pi@raspberrypl

Figure 5.8: Installing Telegram in Raspberry Pi

48



iv.  The telegrambot also can be install in node-red by using this command

npm install node-red-contrib-telegrambot

npm install node-red-config-telegrambot --save

pl@raspberrypi

Figure 5.9: Installing telegram in Node-RED

v.  The fingerprint sensor also will be installed through the terminal by using the

command

apt-get install python-fingerprint --yes

Figure 5.10: Installing fingerprint in Raspberry pi

vi.  The smart notification features through Telegram application will be installed

through terminal by using command as shown below

pip3 install telegram-send

Figure 5.11: Installing smart notification in Raspberry pi
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vii.  Install Apache2 in Raspberry Pi

sudo apt install apache2

pi@raspberrypi

Figure 5.12: Install apache2 in Raspberry pi

viii.  Install PHP in Raspberry Pi by running the command below

sudo apt install php libapache2-mod-php

Figure 5.13: Install PHP at Raspberry Pi

iX. Install MySQL database in Raspberry Pi by entering the command as shown

below

sudo apt install mysql-server php-mysq|

viffraspberrypi

Figure 5.14: Install MySQL in Raspberry Pi
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X.  Install phpMyAdmin

sudo apt install phpmyadmin

Figure 5.15: Install phpMyAdmin on Raspberry Pi

xi.  Install MySQL-client on python to allow the connection between MySQL
server and python3 by undergoes the command below

pip3 install mysglclient

e, https://www.piwheels.org/simple

le/mysqglclient/mysqglclient-2.0.3-cp37

Figure 5.16: Installing mysglclient on terminal

xii.  Installing Tkinter GUI for python to enable the user interface become more

friendly by running this command

sudo apt-get install python-tk

Figure 5.17: Installing tkinter on terminal
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xiii.  Installing the node-red MySQL to enable the connection of node-red and
MySQL for log and tracking module features by select the Palette Manager

User Settings

Close

View Nodes Install
X | sort:| JF | a=z ent o
Keyboard
@ node-red-node-mysql x
Palette

© node-red-node-mysql &

L] 1 8 1

Figure 5.18: Install the MySQL in Node-RED

xiv.  Installing the node-red GUI table to ensure the user log and tracking data

become more user-friendly by entering the Palette Manager

User Settings

Close

View Nodes Install
Keyboard

@ node-red-node-ui-table
Palette

& node-red-node-ui-table &

JI wid lode-RED 1bos

® -y

Figure 5.19: Install the node-ui table in Node-RED Palette Manager

xv. Install the raspberry pi node on node-RED by installing it on Manage pallets
as shown below:

Nodes

Palette

Figure 5.20: Node-RED installation palette
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5.3 Software Configuration Management
5.3.1 Telegram configuration
i. Firstly, a Telegram bot needs to be created by using the Telegram
BotFather. After creating the bot, the token will be given to the user that

will serve as a key to control the telegram bot.

Use this token to access the HTTP API:

Figure 5.21: Telegram token

ii.  Then, insert the telegram node in the Node-RED insert the token and chat

ID of Telegram.
Edit telegram bot node

@ Properties ]
Qs IwanaDoor_bot
G, Token 1842993 AAFIKWSU2ChEMrdZN-BQBHG7IjUmvQHRUO

Tip

Suot
‘ <
ec
8s R

%u

Mod v

o P

QPol I

Figure 5.22 Configuration of Telegram token and ID inside Telegram node
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iii.  Create the flow of Telegram in the Node-RED after install the Telegram-

plugins

UNIVERSITI TEKNIKA LSRR ol

Qpi-woou |
(1 e

Figure 5.24: Raspberry Pi node that have installed
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ii.  Configure the solenoid door lock by setting up the rpi-gpio-out. The
solenoid door has connected through a relay module on GP1018 (PIN

12). Therefore, select the pin

Edit rpi-gpio out node

& Properties -

®rir 3.3V Power - 1 2 - 5V Power

- 5V Power

6 - Ground

1
(]
?
Q
51 8] 8] ¢
clalals

- GPIO23
3.3V Power - 17 D 18 - GPID24
MOSI - GPI010-198 O | 20 - Ground
MISO - GPI009 - 21 O | O 22 - GPIO25
SCLK - GPIO11 - 23 O | O 24 - GPI0E - CEO
Ground - 25 26 - GPIO7 - CEL
SD-27 8 - SC
GPI005 - 29 O 30 - Ground
GPI006 - 31 O | O 32 - GPID12
GPIO13-33 O 34 - Ground
GPID19- 35 O | O 36 - GPIO16
GPIO26 - 37 O | O 38 - GPIO20
Ground - 39 D 40 - GPIO21
P uitpul v
ency 80 Hz
W Name Solenoid Door Lock

Figure 5.25: : Edit properties Raspberry node

5.3.3 Log and Tracking Module Configuration in Node-RED
i.  Configure the MySQL node by adding the MySQL user, password,
database. The time zone also need to configure by change it to nodered to

avoid different time zone

Edit mysgl node > Edit MySQLdatabase node

4 Properties s B
@ Host localhost

X Port 3306

& User salwana

@ Password | sesseses

£ Database smartdoor

@ Timezone nodered

B Charset UTF8

W Name

Figure 5.26: Edit MySQL database node
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ii.  Edit the table node by assign the property and title of each data

Edit table node

Delete Cancel Done
# Properties K B HE
& Group [Home] Smart Door Lock Details vl &
H size x4
¥ Name user table
B Columns Send data on click ()

-

Property | userid

Title UserlD

= H
Align left A Width | px, %, or blank
Format | Plain text hd

Property | username

Title Username

Align left v Width | px, %, or blank

Figure 5.27: Edit the table node

iii.  Create the flow of log and tracking module in the Node-RED after
installing the MySQL plugins and the node-ui table for the database

interface

—= o -
I"-."E{E 5 Laglang rackingwediid . VA LAY SIA M

@ connected

Figure 5.28: Flow of log and tracking module in Node-RED
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5.3.4 Fingerprint sensor detection configuration for user login
I.  The fingerprint detection configuration is implemented in python coding.
For instance, the following code is coding for fingerprint access to enter

the smart door.

— Search fingerprint

istics and stores it in charbuffer 1

Conversion of
fingerprint image

7% Scarchs templase
result = £.searchTemplate ()

— Search fingerprint template in scanner

Condition if the
fingerprint unmatched,
smart notification will be
sent

#' + stripositionlumber))

Y P———— Condition if the fingerprint match,
door will unlock and print the
e template position with accuracy
score

Characteristics if template is
downloaded

—— Print the hashes template
of fingerprint

If the process failed, the
T~ door lock and smart
notification is sent

Figure 5.29: Shows the fingerprint python coding for user login

To allow the registered user to access the door, the fingerprint
will be scan and will undergo a minutiae algorithm to determine the
user fingerprint. If the fingerprint result matches, the solenoid door will
be unlocked. Otherwise, the smart notification will send the telegram

with a warning, “Someone is trying to enter your door!”

5.3.5 Fingerprint sensor detection for user registration
i.  Firstly, the user need to import the fingerprint module. The fingerprint
detection configuration is implemented in python coding. For instance, the
following code is coding for fingerprint registration to enable new

fingerprint user
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## Wait that finger is read
while { f.readlmage{) = False ):
pass

— Search fingerprint

## Converts read image to characteristics and stores it in charbuffer 1

£ .convertTmage (0x01)

Conversion of

fingerprint image

result = £.searchTemplate()
poritionlumber = sesult[l]

#% Checks if Finger is already enc

olled

— Check if the
fingerprint already
register

+ str(positionkumber)

## Waiv that finger is read again
while { f.readlmage{) = False ):

pass

Y — Ask user to remove and insert back the
fingerprint and read the finger image

£.convestImags (0x02)

## Compares the charbuffers
if { f.compareCharacteristics()

=113:

raise Exception{'Fingers do no

#2 Comverts ead image to characteristics and stores it in chazbuffer 2 | Conversion and

comparison of
fingerprint image

& manch'y

## Creates a template
£.createTemplate ()

## Saves template it new position number

L) Create and save new
fingerprint template

tx (positionliumbes) )

prirt {'E ne i
GEI0. output {relay, 1)

exit{1)

' + strie))

' Ifthe process failed, the registration
will failed

Figure 5.30: Fingerprint registration coding

The new fingerprint can be registered successfully if there are no

same fingerprint template are stored in the fingerprint data.

5.3.6 Solenoid door lock configuration

i.  The solenoid door lock can be configured in python coding to linked with

the fingerprint sensor by import the GPIO module in the python code

import time

|[import RPi.GPIC as GEIO | import the GPIO module

from pyfingerprint.pyfinger

print import PyFingerprint

relay = 1&;

ZPID. setwarnings (False)
GPID. setmode (FPIO.BCH)
GPIO.setup({relay,GPIO.QUT)
EPIQ.output (relay , 0)

— Declare the relay for the
solenoid door lock to trigger if
there are any action

Figure 5.31: The GPIO are import

off by entering 0 and 1

Then, relay module need to be configured to determine the lock is on or
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if { positiontumber == -1 }:

print ("Moo match found!")
exit {0)

else:
print('F t position #' + stripositiontlumber))
print {"TE core is: '+ sbtr{accuracyScore))
liiiiti?zp:t(:fflff '_I'.'_'.;: ck') —> Configure relay module

by declare 0 and 1

Figure 5.32: The GPIO output are configured

5.3.7 Python Tkinter configuration for user interface

i.  After the user successful install the tkinter on the terminal, user can import

the tkinter module in python coding to enable the user interface

|from tkinter impert * [~ |mport all tkinter package in

import os the python coding
import hashlib

import datetime
. £ pi .
HmpOTE Lime Enable the message box in
import mysgl connector N

|import tkinter messagebox as tkMessageBox |——P Tkinter GUI

from datetime ilmport datetime

from pyfingerprint pyfingerprint import PyFingerpring
from mysgl.connector import Error

Figure 5.33: Tkinter module is import in python coding

i.  The Tkinter has many widgets such as buttons, labels, frames and
many more. The coding below shows the main page code python by
implementing the Tkinter interface.

|def main_screen()
global screen i
sczeen =TE0 - Set the screen size of GUI

|_screen geometry
Screen.ctitle( Hel

, width = a0 .rfum:=< .1_' - IJ) .pa‘cki)

Label {text = ) .pack()

| Button(text = "Login”, i = "2", width= "3 , cormand = login) .pack()

Label(text = ") pack() Tkinter widger at
Button(text TRagister” , width= * . command = register) pack() H

5= 0NN main screen
Button(text = "Exit", height = "2", width= "20" , command = Exit) .pack(}
|Lahe1(texc = ") .pack() |

Figure 5.34: The main screen of python coding by implement the tkinter
5.3.8 Smart notification features Telegram in Python coding

I.  After installing the telegram module on terminal, the user can import the
telegram send inside the python coding

import hashlib
import time Import telegram

|impc»1'~t telegram_sendl———b module
import datetime

Figure 5.35: Import telegram module in the python coding
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Ii.  Then, set the message under the unauthorised section if the fingerprint
does not match with the R307 fingerprint scanner. Hence, the user will get

notification from telegram if there are unmatched fingerprint occur.

if { positionNumber == -1 }:
print{'No match found!"')
telegram send.send({messages=["Scmecne is trying to enter your door!"]) _Set telegram r_nessage
GZPIO.output{relay, 1) n pythOI"I COdmg
exit (0}

Figure 5.36: Send message to Telegram application from python

5.3.9 Database configuration for log and tracking module
i.  After installing the database in the terminal, user needs to import the

MySQL client to ensure the connection of MySQL and the python coding.

from tkinter import *

import os

import hashlib

import datetime

import time Import MySQL

@Tt mysgl . connector [~ module

impoﬁ: t.ki;:e‘:msa_ge]:::: O |[EEEESR SN

from datetime import datetime

from pyfingerprint.pyfingerprint import PyFingerprint
from mysgl .conmector import Error

Figure 5.37: MySQL module has been import in python coding

ii.  Determine the database connection by declaring the localhost, database

name, user and the password

Declare the details of
MySQL

database="

user='sa
password='awelI3")

Connect the MySQL database

| CUrsor = conn.cursor() I—>

Figure 5.38: The connection of MySQL database in python

iii.  Insert database in user table for registration in MySQL database
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Call the data that has been inserted
by user

Insert into registration

table
or email="": /

sername, phonemumber, email) VALUES(ls, is, s, 3s stz{userid.get{)), striusesname.get{)), ztr get{)), stx 1.get())))

Label{screenl, beat = "Fegistration sucess” , fg = "green” , fomt = ("calibzi®,11)).pack()

Figure 5.39: Insert data for registration new user in python coding

iv. Insert data inside the log table for the door activity. The database
recorded the current timestamp to automatically record the user login

to the door every time they access it.

- " _— Call the data that has been inserted
fingerid info = fingerid.get()
| smame_info = smame.get() by user

if fingesid=—'' or mmame='':
message.set ("£ill the empoy field!!!"

Capture the current date and time Insert into log
user login v database

ziz(fingesid.gez()}, stx(smame.get()), formatved dave))

, form = ¢ J113) pack )

Figure 5.40: User login database

5.4 Conclusion

This chapter has shown the implementation part of the project by embracing
the hardware and software configuration in a detailed platform. The software and
hardware that have been implemented will be tested once the configuration has been

built. This is to avoid any error that might happen while running on the project.
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CHAPTER®G6

TESTING

6.1 Introduction

Chapter 6 will be reviewing the method testing of this project. The purpose of
this testing is to assure the smart door lock system can be running as outlined. The first
section in this chapter will be the test plan. The test plan will be described more detail
the test activities in the organization, environment, and schedule. Next, the test strategy
will be discussed in the next section by discussing the classes of the test. Then, it will
be followed by a test design that will contain the description and test data. The test
description will be a more specific test in detail as it will have explained more detail
about the prototype of the fingerprint sensor, Telegram command with its smart
notification and log and tracking module located in Node-RED dashboard. Next, the
result and test analysis will show the result of each testing which is the prototype
testing, Telegram testing, and log and tracking module testing. It also will cover the
functionality and the false test of those modules. Finally, the last part of this chapter

will be the conclusion which will summarize the overall chapter in detail.

6.2 Test plan
The basis of each test will be clarify in this section. This part will cover the

type of test which is the test organization, test environment and test schedule.

6.2.1 Test Organization

This test will be taken by the developer itself, the user, and several respondents.
The prototyping functionality will be tested by the user in a face-to-face situation,
while the other features will be tested with video demonstration and Google form via
the online user. The developer will be in charge of this testing as only the developer

acknowledge how the device will operate.

6.2.2 Test Environment
The test environment will involve the fingerprint sensor, Telegram smart

notification, Telegram command to control the door and the log and tracking module
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in the Node-RED dashboard. In addition, the test will undergo SUS testing by spread

video demonstration and form to the online user.

6.2.3 Test Schedule

The testing process in this project is carried out consistently over a period of
time. The errors and problems that were discovered will be solved within the allotted
time during the testing phase. There will be a basic implementation process that needs
to be revised to solve the project's problems and imperfections. The testing step process
will repeatedly undergo until it meets a successful outcome and meet the desired
planning. Furthermore, this project has undergone approximately about ten months.

Therefore, the testing phase will be conducted out efficiently.

6.3 Test Strategy

The test strategy section will be explaining the flow of the system testing. Test
strategy will show how the smart door lock system will be function. First, the
Raspberry pi, which acts as the system's main controller, needs to be turned on with
an internet connection to enable the system to function smoothly. Then, the developer
will run the python coding, and the python Tkinter GUI will be displayed. Besides, the
registered user can decide whether they want to login which to access the door, while
the unregistered user can register by insert the user id, username, phone number, and
password. If unregistered users are trying to access the door, a smart notification will
be sent to Telegram. The user also can control the door remotely by using the Telegram
command. Furthermore, the log and tracking module that will show the door activity
such as time, date, and the user who access the door will show up in the Node-RED
dashboard. The Node-RED dashboard application can be access through many

platforms such as mobile phones and on the webpage.

6.4 Test Design
The test design has been generated by the developer in executing the testing

of project functionality.

6.4.1 Test Description

Specific tests such as the fingerprint sensor test, Telegram test and log and
tracking module test will be conducted in this section. The test purpose, test
environment, test setup and the expected result from the test will be tabulated in a table

form for each data. Besides, all three testing will undergo two ways of test: in-person
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testing and SUS Testing. The in-person testing will involve the developer and family.

At the same time, the SUS Testing will undergo ten questionnaires with several

respondents of different ages to obtain a quick response with different respondent’s

opinion about the system.

6.4.2 Test Data

The table will show the test perform in fingerprint testing, telegram testing,

log and tracking module testing and SUS testing.

Table 6.1: Fingerprint sensor test to access the door

Test

Fingerprint Sensor Test for Login

Test purpose

To ensure the device can detect the user fingerprint to

enable the user to access the door

Test

environment

This project has been tested in the presence of a developer
family member at home to access the door.

Test setup

I.  Connect the Raspberry Pi to Internet
connection
ii.  Running the Python code in this project
lii. . User click on Login on the main page and
enter few details such as userid, name and start

scanning their fingerprint

Expected result

When the user fingerprint has successful login, the

solenoid door lock will be unlock.

Table 6.2: Fingerprint sensor test for registration

Test

Fingerprint Sensor Test for Registration

Test purpose

To ensure the device can detect the user fingerprint to

enable the user register a new user fingerprint

Test

environment

This project has been tested in the presence of a developer

family member at home to access the door
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Test setup i.  Connect the Raspberry Pi to Internet connection

ii.  Running the Python code in this project

iii.  User click on Register on the main page and enter
few details such as userid, name , phone number ,

email and start scanning their fingerprint

Expected result | The new user details and fingerprint will be successfully

registered and inserted into the database.

Table 6.3: Telegram command test

Test Telegram Command Test To Control The Door

Test purpose To ensure the Telegram command able to control the door

remotely.

Test This project need to have Internet connection on the user

environment mobile phone.

Test setup i. ~ Connect mobile phone to Internet.

il.  Running the Node-RED system in Raspberry pi

ii.— Ensure the Telegram account is logged and
activated

iv.  User enter command /lock to lock the door and

/unlock to unlock the door via Telegram chat.

Expected result | Once the command has successfully sent to Telegram, the
solenoid door lock will automatically follow the user

command , which is lock or unlock
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Table 6.4: Telegram smart notification test

Test

Telegram Smart Notification Test

Test purpose

To ensure that the smart notification is received by the
user through Telegram application

Test

environment

This project need to have Internet connection on the user

mobile phone.

Test setup

i.  Connect mobile phone to Internet.
ii.  Ensure the Telegram account is logged and

activated

Expected result

Once unauthorized users are trying to access the door, the
user will receive a notification through the Telegram

application.

Table 6.5: Log and tracking module test

Test

Log and Tracking Module test in Node-RED dashboard

Test purpose

To ensure the door activity that has been stored in the
database system will be shown in the Node-RED
dashboard

Test

environment

To test this project, the user‘s device can be access to

Node-RED with an Internet connection.

Test setup

i.  Connect device to Internet.
ii.  Ensure the Node-RED application has been

running from the device

Expected result

The Node-RED dashboard will show the user register list
and the door activity, such as the date, time and user who

access the door.
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Table 6.6: SUS Testing

Test System Usability Scale (SUS) Testing

Test purpose To obtain a quick response from respondent in measuring the
usability of the system

Test To test this project, video demonstration and ten
environment questionnaires will be given in form with five response options

for the respondents, from strongly agree to strongly disagree.

Test setup i.  Deliver the respondents the video demonstration of the
project and questionnaire

Expected result | Obtain the respondents view of the system in the project based
on the score in SUS testing

Figure below shows the 10 question that has been asked to the

respondent in validate the system ‘s function based on the respondent opinion.

Gender

1. | think that | would like to use this Smart Door Lock system frequently. *

2. | think this system unnecessarily complex *

3. | thought this system was easy to use *

Figure 6.1: SUS Question
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4, | think | need technical person assist me to be able to use this system *

Mark galy gne oval

1 2 3 4 El

Strongly Disagree () (0 () () () Strongly Agree

5. | found there are various features in the system and it really well integrated *

Mark anly one oval,

1 z 3 & 3

StongiyDissgee () () (D) O (D) strongly Ague

&, | thought there are too much inconsistency in the system. *

Mark only ane oval,

1 z 3 & ]

SwongiyDisagree (_ ) () (T ) T (T swongly Ague

- Figure 6.2: SUS Question
- igu A IiQui5|

s . . ol

Mark only ane oval w®

UNIVERSITI TEKNIKAL MALAYSIA MELAKA
Swongly Dissgres () (C 0 (T3 (OO (0 Swongly Agee

9, lfeel really confident while using this system *

Mark galy ane oval

1 2 3 4 H]

Strongly Disagree () () () () () Stongly Agree

10, | needed to |learn a lot of things before | could get along with this system *

Mark galy ane cval

1 2 3 4 5

Strongly Disagree () (__) (__) () (__) Strongly Agree

Figure 6.3: SUS Question
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6.5 Test Result and Analysis
In this section, the testing result from the system will be discussed. In addition,

analysis of the result also will be covered.

6.5.1 Functionality Test
The functional test will undergo by testing the fingerprint sensor in detecting
the user fingerprint. The test will be performing in the R307 fingerprint sensor,
Telegram application, Python Tkinter, and Node-RED dashboard.
6.5.1.1 Hardware Testing
The hardware that will be tested is the R307 fingerprint scanner that is
connected to the CP2102 USB TTL converter in USB port of Raspberry Pl 4B. The
test will be experiencing the fingerprint sensor login and fingerprint registration.

6.5.1.1.1 Fingerprint Sensor Test for Register

The fingerprint sensor test will be done by referring on the table 6.2 above.
The result of the testing will be recording about 15 fingerprint with 3 different finger
each as shown in below. The recoding result worked well without any error, with the

condition of R307 fingerprint sensor is in good condition.

Table 6.7: Testing result of fingerprint registration

Fingers
Name Thumb Index finger ~ Middle finger
Salim v v v
Norlida v v v
Salwana v v v
Syima v v v
Syuhaibah v v v

6.5.1.1.2 Fingerprint Sensor Test for Login

The fingerprint sensor test will undergo by referring to table 6.1 above. The
result of the testing depends on the accuracy score of the R307 fingerprint scanner. It
is carried out about three times per finger. The result will select the mean value of the

three accuracy score. Based on the development, the higher the mean score at the
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fingerprint sensor, the higher the user's accuracy in entering the door. Based on the
paper that has been written by Hasan et al. (2020), in the results, the mean or the
average timing access of door has taken the average value. Hence, the figure below
shows the equation of accuracy score implemented during this project's testing.
Therefore, the result shows that only one user has occurred failure about two times
while trying to access. It might vary due to the skin texture of the user that might be

wet, moist, oily, or dirty.

Mean Accuracy Score = Sum of Test

MNumber of Test

Figure 6.4: Equation of Mean Accuracy Score (Hasan et.al, 2020)

Table 6.8: Testing results of fingerprint sensor accuracy

Name Total The mean accuracy score
Thumb Index finger Middle with R307 fingerprint

finger sensor
Success Fail Success Fail Success Fail Thumb Index Middle
finger  finger

Salim 3 0 3 0 3 0 134.00 106.33 157.67
Norlida 1 2 2 1 3 0 25.66  39.00 82.60
Salwana 3 0 3 0 3 0 109.33  109.67 80.30
Syima 3 0 3 0 3 0 101.67 88.00  98.33
Syuhaibah 3 0 3 0 3 0 104.67 163.00 186.33

6.5.1.2 Software Testing
The software that will be tested is the Telegram application which is for
command and smart notification. Moreover, the Node-RED dashboard also will be

tested for log and tracking module features.

6.5.1.2.1 Telegram Command Test
The Telegram test is built in Node-RED with the help of a bot server
application. The Telegram test will be conducted based on Table 6.3 above. The figure

below shows that Telegram is responding to the command that the user has entered.
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Figure 6.5: Telegram command

Table 6.9: Command list in Telegram

Command Details

/lock To lock the door
Junlock To unlock the door
/help and /h To show the help info

6.5.1.2.2 Telegram Smart Notification Test

The Telegram smart notification test is built in Python coding by import the
package of the Telegram module. Besides, the Telegram test will be conducted based
on Table 6.4 above. The figure below shows the notification of Telegram when

unauthorized users are trying to access the door.

August 25
Someone is trying to enter your door!
Someone is trying to enter your door!

Someone is trying to enter your door!

Someone is trying to enter your door!

Figure 6.6: Smart notification that received by the user

6.5.1.2.3 Log and Tracking Module Test
The resulting test is to display the door activity on the Node-RED dashboard.
This test is done by referring the table 6.5 above. The door details will display the user

id, username, date and time when the user access the door. The figure below exhibits
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the log and tracking module data of the smart door lock system in Node-RED
dashboard.

Figure 6.7: The log and tracking module overall page

UserlD Username Date & Time
i SavrarTer ZUZIUO"ZU ZZZT 1T
1 salwana 2021-08-21 17:50:34
3 amirah 2021-08-21 17:57:07
5 ali 2021-08-21 18:00:58
1 salwana 2021-08-21 18:02:04
2 amirah 2021-08-21 18:03:18
1 salwana 2021-08-22 18:27:15
8 syuhaibah 2021-08-22 19:25:46
37 syima 2021-08-23 00:12:55
10 salim 2021-08-24 23:52:47
11 salim 2021-08-24 23:53:28

Figure 6.8: The door activities details from user

. RegiSterEd - _

UserlD Username Phone number Email

o | | .0 |samwana . | [[0135036006 | |salwana@gmail.com
1 salwana 0135036006 salwana@gmail.com
2 salwana 0135036006 salwana@gmail.com
3 anisah 0125478541 anisah@gmail.com

4 adin 0125145625 adin@yahoo.com

5 ali 0175489621 ali@gmail.com

6 ahmad 0125024584 ahmad@gmail.com

7 laila 0125428645 laila@gmail.com

Figure 6.9: The list of registered user

6.5.1.3 System Usability Scale (SUS) Testing

The SUS test has been conducted involving 33 participants in answering the
questionnaire. The questionnaire contains ten questions with five responses from the
respondents from Strongly agree to disagree strongly. The test is very simple and only
required less than 8 minutes for the participant. In addition, the participant is required
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to view the video demonstration by the link provided in the form. All the testing
conducted is stated based on table 6.6 above.

The method in calculating the SUS score firstly sums the score contributions
from each question. Each question score contribution will range from 0 to 4. The total
score for questions number 1,3,5,7, and 9, which is the odd number, will be minus 5.
For the even questions, which are 2,4,6,8, and 10, which is the even number, 25 will
be minus the total score. Finally, multiply the sum of the scores by 2.5 to obtain the

overall value of SUS.

The 33 respondents are of various ages, which are 22 until 32 years old, based
on the bar chart below in figure 6.10. The highest age that has taken the test is 23 years’
old which is about 15 respondents. Therefore, it has revealed that the judgment has
come from different viewpoints of people. Furthermore, the pie chart in figure 6.11
below has clarified that most respondents taking the test are females, around 84.8%,

while the male respondents are 15.2%.

The results of SUS Testing from 33 respondents have been collected in table
form as shown below in Table 6.10. As we can see, the maximum score of the results
is above 60. In addition, the average score for total 33 respondents is 69.39. Hence, it
shows that the system is in good condition based on SUS scale and from the

respondent’s view.

Number of Respondent 's Age

20
15

10

22 23 24 25 26 27 29 31 32

W Age

Figure 6.10: The bar chart of respondent’s age
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Percentage of Gender (%)

= Male = Female

Figure 6.11: The pie chart of respondent ‘s gender
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Table 6.10: SUS Testing Results

SUM
EVEN TOTAL

SUM

ODD ODD  EVEN
25
25
25
25
25
. 4
19
25

23
24

Q2 Q3 Q4 Q5 Q6 Q7 Q8 Q9 Q10
21

Q1

RESPONDENTS

90.00
87.50
85.00
82.50
80.00
87.50
60.00
77.50
70.00
85.00
70.00
82.50
62.50
72.50
52.50
57.50
85.00
80.00
90.00
50.00
55.00
50.00

16
15
14
13
12
18
10
11
10
15
12
16
10
10
5

9

15
14
16
4

8
10

20
20
20
20
20
17
14
20
18
19
16
17
15
19
16
14
19
18
20
16
14
10

R1

10
11
12
13

R2

R3

R4

RS

R6

15
14
15
10
13

R7

R8

R9
R10
R11
R12
R13
R14
R15
R16
R17
R18
R19
R20
R21
R22

24
20
24
21

15
15
20
16
10
11

19
24
23
25
21

21

17
15

19
15
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57.50
65.00
100.00

4
11
20
16
5
0
10
3
7
5
6

21

19
15
20
20
11
20
15
14
17
20
13

24
20
25
25
16
25
20
19
22
25
18

R23
R24
R25
R26
R27
R28
R29
R30
R31
R32

R33
AVERAGE SCORE OF SUS FOR 33 RESPONDENTS

14

90.00
40.00
50.00
62.50
42.50
60.00
62.50
47.50
69.39

20
25
15
22
18
20
19
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6.5.2 False Test
6.5.2.1 Unregistered Fingerprint for Login
In this test the user will insert unregistered fingerprint. The python coding

shows the result in terminal as shown in figure 6.12 below:

Figure 6.12: The result in python terminal

6.5.2.2 Same Fingerprint for Register
In this test the user will insert unregistered fingerprint. The python coding

shows the result in terminal as shown in figure 6.13 below:

Figure 6.13: The result in python terminal

6.5.2.3 No Internet Connection
In this test, if there is no internet connection, the Raspberry Pi 4, Node-RED
and Telegram will not engage with each other. The figure below shows the Telegram

that doesn’t have any response when there 1s no Internet connection in Raspberry Pi.

flock

funlock

/help

Figure 6.14: Telegram not respond to the command

6.6 Conclusion

As the conclusion in this chapter, the testing phase is really important to
determine whether the project functionality meets the success. The test plan has
covered the activities involved in the test, while the test strategy will guide how to
implement the test. From the test design, we can use it as the guideline to performing

the specific test. As a result, we can know that the device is working really well or not.
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CHAPTER7

PROJECT CONCLUSION

7.1 Introduction

As this chapter concludes, the testing phase is significant to determine whether
the project functionality meets the success. The test plan has covered the activities
involved in the test, while the test strategy will guide how to implement the test. From
the test design, we can use it as the guideline to performing the specific test. As a

result, we can comprehend that the device is working well or not.

7.2 Project Summarization

7.2.1 Project Objective
The three objective that has been established and act as the guideline in this project is

I. To identify the current technology in smart door which are using
biometric sensor

ii. To develop the fingerprint sensor for smart door that enable the user
to control the door

iii. To validate the functionality testing of the prototype

7.2.2. Project Weakness and Strength

7.2.2.1 Project Weakness

Several weaknesses are undergoing in this system. Firstly, regarding the health
issue that involves in touching of a single scanning sensor device by the individual can
occur spread of disease. Consequently, it is a serious implication during this pandemic
situation, such as the COVID-19. Next, the system needs to have an Internet
connection to enable the Raspberry pi and the Telegram to operate smoothly.
Besides, the user needs to have a 24/7 internet connection to enable the features in the
system can operate, such as the smart notification in Telegram or the control command

to running.
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7.2.2.2 Project Strength

There are several project strengths in the system that we can testify to. Firstly,
the project is economical to develop compared to the market price for door installation
fingerprint, which can cost RM1000 to RM2000 compared to the system that only
costs around RM400. Besides, the system is embedded with the smart notification
features available via Telegram. Furthermore, the log tracking module features for the
user to view and access the door activities are also available via the Node-RED
dashboard. Finally, the user is also able to control the door remotely via the Telegram

application.

7.3 Project Contribution

This project enables help the user to enhance the security of smart door locks
by introducing biometric identification, which is the fingerprint. The security also has
a smart notification feature if there are unregistered fingerprints trying to access the
door. Furthermore, there are also log and tracking modules for the user to examine the
data of their door activity. The summary of the project contribution is stated in table

1.4 above in Chapter 1

Table 1.5: Project Contribution

PS PQ PO PC | Project Contribution
PS: PQ:1 | POy PC1 | Help the user to increase the security by using smart
door and propose a faster processing time to open the
PQ2 PO,
door with accurate details of the door activity
PQs | POs

7.4 Project Limitation

There are several limitations in this project which we can distinguish. Firstly,
the project demanded an Internet connection. The internet connection is essential to
ensure the Raspberry Pi 4 B, Telegram application, and the Node-RED enable them to
communicate well. Next, the solenoid door lock and the Raspberry Pi are quickly hot,
and the developer needs to give the hardware to rest a particular time. The user is
incapable of deleting the fingerprint that has been registered. Else the developer itself
needs to delete it by entering the MySQL database. Finally, the system fingerprint will
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depend on the skin texture of the user where it can affect the accuracy score of the

fingerprint sensor.

7.5 Future Works
In the future, there are several upgrades that can be implemented in this project to
enhance a better feature with the greatest function. Below is the upgrade that can be
implemented in the project in the future:
i.  Upgrading the smart notification function by installing the camera to
capture if there is an unauthorized user
ii.  Live streaming from the camera to the monitored front door area
lii.  Integrated the sensor with alarm sound to enhance more security function
for the door
iv.  Installing the door status features for the user to know the door condition

whether it lock and unlock

7.6 Conclusion

In conclusion, this project is successful as it meets the objective that has been
proposed. This chapter represents the overall summarization of the chapter in the
project. Furthermore, in this chapter, we have collected several weaknesses of the
project which need to be improved in the future to develop a better system. The
strength of this system has enhanced the user that the system is very accommodating
in controlling the door and easy to be used. Besides, the project contribution and
project limitation also have been addressed in this chapter. Still, the project is
completed, many upgrades can execute to feel a better system with the most

prominent feature.
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The image shows the right side of prototype
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The image shows the left side of prototype
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