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ABSTRACT 

 

 

 

 

Most of smart CCTV home camera that have face recognition are having 

problem in recognize people properly. The current algorithm technique that used in 

the face recognition could not recognize people properly if they are stranger or thieves 

at in front of the house door. This is very worrying if the CCTV could not recognize 

people. With the proper algorithm for face recognition, it can indirectly solve this 

problem. This cost for running this project is minimal and the beginner is also can 

easily build on his own. Devices like Raspberry Pi board, Raspberry Pi High quality 

camera and Raspberry Pi 6mm lens camera are the main devices for this project. 

Meanwhile, the system will send notification to the user if stranger or unknown people 

are detected. The system also easy to use which allow users to easily understand and 

use the face recognition camera. Finally, the users can use the proper algorithm for the 

CCTV camera and the camera can recognize people properly. By having this smart 

CCTV camera residents can avoid burglary problem getting worst among the residents. 
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ABSTRAK 

 

 

 

 

Kebanykan kamera rumah CCTV pintar yang mempunyai pengecaman wajah 

menghadapi masalah mengenali orang dengan betul. Teknik algoritma semasa yang 

digunakan dalam pengecaman wajah tidak dapat mengenali orang dengan betul jika 

mereka orang tidak dikenali atau pencuri di depan pintu rumah. Ini sangat 

membimbangkan jika CCTV tidak dapat mengenali orang. Dengan algoritma yang 

tepat untuk pengecaman wajah, secara tidak langsung ia dapat menyelesaikan masalah 

ini. Kos untuk menjalankan projek ini adalah minimum dan pemula juga dapat 

membina sendiri dengan mudah. Peranti seperti papan Raspberry Pi, kamera berkualiti 

tinggi Raspberry Pi dan kamera lensa Raspberry Pi 6mm adalah peranti utama untuk 

projek ini. Sementara itu, sistem akan menghantar pemberitahuan kepada pengguna 

sekiranya orang asing atau orang yang tidak dikenali dikesan. Sistem ini juga mudah 

digunakan yang membolehkan pengguna memahami dan menggunakan kamera 

pengenalan wajah dengan mudah. Akhirnya, pengguna dapat menggunakan algoritma 

yang tepat untuk kamera CCTV dan kamera dapat mengenali orang dengan betul. 

Dengan adanya kamera CCTV pintar ini, penghuni dapat mengelakkan masalah 

pencurian menjadi lebih teruk di kalangan penghuninya. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



vii 

 

 

 

 

 

TABLE OF CONTENTS 

 

 

 

 PAGE 

 

DECLARATION ....................................................................................................... II 

DEDICATION .......................................................................................................... III 

ACKNOWLEDGEMENTS ..................................................................................... IV 

ABSTRACT ............................................................................................................... V 

ABSTRAK ................................................................................................................ VI 

TABLE OF CONTENTS ....................................................................................... VII 

LIST OF TABLES ................................................................................................ XIV 

LIST OF FIGURES ................................................................................................ XV 

LIST OF ABBREVIATIONS ........................................................................... XVIII 

CHAPTER 1: INTRODUCTION ............................................................................. 1 

1.0 Introduction .................................................................................................... 1 

1.1 Project Background ........................................................................................ 1 

1.2 Problem Statement ......................................................................................... 3 

1.3 Objective ........................................................................................................ 4 

1.4 Scope .............................................................................................................. 4 

1.5 Project Contribution ....................................................................................... 5 

1.6 Report Organization ....................................................................................... 6 

1.7 Summary ........................................................................................................ 7 



viii 

 

 

 

 

CHAPTER 2: LITERATURE REVIEW ................................................................. 8 

2.0 Introduction .................................................................................................... 8 

2.1 Framework ..................................................................................................... 8 

2.2 CCTV ........................................................................................................... 10 

2.2.1 Advantage of CCTV ...................................................................... 11 

2.2.2 Weakness of CCTV ....................................................................... 12 

2.2.3 Importance of smart CCTV camera in home ................................. 13 

2.2.4 Relation between Smart CCTV and face recognition .................... 14 

2.3 Smart CCTV with face recognition ............................................................. 15 

2.3.1 Face recognition algorithms .......................................................... 15 

2.3.2 Face recognition algorithms architecture ....................................... 21 

2.3.2.1 Eigenfaces Architecture ................................................................. 21 

2.3.2.2 Fisherfaces Architecture ................................................................ 22 

2.3.2.3 Local Binary Patterns (LBP) Architecture..................................... 24 

2.3.2.4 Scale-Invariant Feature Transform (SIFT) Architecture ............... 25 

2.3.2.5 Convolutional Neural Network (CNN) Architecture..................... 26 

2.3.2.6 OpenFace Architecture .................................................................. 27 

2.3.2.7 Histogram of Oriented Gradients Architecture .............................. 28 

2.4 Related Work ............................................................................................... 29 

2.4.1 Approach ........................................................................................ 29 

2.4.2 Device ............................................................................................ 30 



ix 

 

 

 

2.4.2.1 Raspberry Pi ................................................................................... 30 

2.4.2.2 CCTV ............................................................................................. 31 

2.4.3 Platforms ........................................................................................ 31 

2.4.3.1 Web-based ..................................................................................... 31 

2.4.3.2 E-mail ............................................................................................ 31 

2.4.4 Extra Function ............................................................................... 32 

2.4.4.1 Intruder Alert Notification ............................................................. 32 

2.4.5 Architecture of current related work .............................................. 32 

2.4.5.1 Architecture of Face recognition Security Applications in Home  32 

2.4.5.2 Architecture of Smart Security System for Sensitive Area ........... 33 

2.4.5.3 Architecture pf Web and Mobile based Facial Recognition .......... 34 

2.5 Proposed Solutions....................................................................................... 36 

2.5.1 Parameters ...................................................................................... 37 

2.5.2 Proposed parameters, algorithm and CCTV .................................. 38 

2.5.3 Proposed Architecture ................................................................... 39 

2.6 Critical Review ............................................................................................ 39 

2.7 Conclusion ................................................................................................... 41 

 

CHAPTER 3: METHODOLOGY .......................................................................... 42 

3.0 Introduction .................................................................................................. 42 

3.1 Methodology ................................................................................................ 42 

3.1.1 Software Development Life Cycle (SDLC) .................................. 43 



x 

 

 

 

3.1.2 Waterfall Model ............................................................................. 43 

3.1.2.1 Requirement Analysis Phase ......................................................... 44 

3.1.2.2 System Design Phase ..................................................................... 46 

3.1.2.3 Implementation Phase .................................................................... 47 

3.1.2.4 System Testing Phase .................................................................... 48 

3.1.2.5 System Deployment Phase ............................................................ 48 

3.1.2.6 System Maintenance Phase ............................................................ 49 

3.1.3 Project Milestones ......................................................................... 49 

3.1.4 Project Gantt Chart ........................................................................ 50 

3.2 Conclusion ................................................................................................... 51 

 

CHAPTER 4: ANALYSIS AND DESIGN ............................................................. 52 

4.0 Introduction .................................................................................................. 52 

4.1 Problem Analysis ......................................................................................... 52 

4.2 Requirement Analysis .................................................................................. 52 

4.2.1 Data Requirement .......................................................................... 53 

4.2.1.1 Images of valid user face ............................................................... 53 

4.2.2 Software Requirement ................................................................... 53 

4.2.2.1 Raspberry Pi Operating System ..................................................... 54 

4.2.3 Hardware Requirement .................................................................. 54 

4.2.3.1 Raspberry Pi 4 Model B ................................................................ 54 

4.2.3.2 Raspberry Pi High Quality Camera ............................................... 55 



xi 

 

 

 

4.2.3.3 Raspberry Pi 6mm Lens Camera ................................................... 56 

4.2.3.4 MicroSD (32GB) ........................................................................... 57 

4.3 Detailed Design ............................................................................................ 58 

4.3.1 Circuit Design ................................................................................ 58 

4.3.2 Architecture Design ....................................................................... 59 

4.3.3 General Flow Chart ........................................................................ 60 

4.3.3.1 Flow Chart for OpenCV module ................................................... 61 

4.3.3.2 Flow Chart for HOG algorithm module ........................................ 62 

4.3.3.3 Flow Chart for Modified HOG algorithm module ........................ 63 

4.4 Conclusion ................................................................................................... 65 

 

CHAPTER 5: IMPLEMENTATION ..................................................................... 66 

5.0 Introduction .................................................................................................. 66 

5.1 Software Development Environment Setup................................................. 66 

5.2 Software Configuration Management .......................................................... 69 

5.2.1 Configuartion environment setup .................................................. 69 

5.2.2 OpenCV Coding in Raspberry Pi Board ........................................ 69 

5.2.3 Histogram of Oriented Gradient (HOG) algorithm coding in 

Raspberry Pi Board ........................................................................ 71 

5.2.4 Gmail notifications coding ib Raspberry Pi Board ........................ 75 

5.3 Hardware Configuration Management ........................................................ 76 

5.3.1 Connection between Raspberry Pi board and Raspberry Pi High 

Quality Camera .............................................................................. 78 



xii 

 

 

 

5.3.2 Connection successful between Raspberry Pi and Raspberry Pi 

camera ............................................................................................ 79 

5.4 Implementation Status ................................................................................. 80 

5.5 Conclusion ................................................................................................... 81 

 

CHAPTER 6: TESTING ......................................................................................... 82 

6.0 Introduction .................................................................................................. 82 

6.1 Test Plan....................................................................................................... 82 

6.1.1 Test Environment ........................................................................... 82 

6.1.2 Test Schedule ................................................................................. 83 

6.2 Test Strategy ................................................................................................ 83 

6.2.1 Classes of Tests .............................................................................. 84 

6.3 Test Design .................................................................................................. 84 

6.3.1 Test Descriptuon ............................................................................ 84 

6.3.1.1 Communication between Raspberry Pi board and Raspberry Pi High 

Quality Camera test ....................................................................... 84 

6.3.1.2 Communication between Raspberry Pi High Quality Camera and 

OpenCV coding ............................................................................. 85 

6.3.1.3 Accuracy of HOG algorithm in recognizing face test ................... 86 

6.3.1.4 Testing email notifications ............................................................ 87 

6.3.2 Test Data ........................................................................................ 87 

6.4 Test Result and Analysis .............................................................................. 87 

6.4.1 Test of TC_1 .................................................................................. 88 



xiii 

 

 

 

6.4.2 Test of TC_2 .................................................................................. 90 

6.4.3 Test of TC_3 .................................................................................. 92 

6.4.4 Test of TC_4 .................................................................................. 97 

6.4.5 Analysis Summary ......................................................................... 99 

6.5 Conclusion ................................................................................................... 99 

 

CHAPTER 7: PROJECT CONCLUSION .......................................................... 100 

7.0 Introduction ................................................................................................ 100 

7.1 Project Summarization ............................................................................... 100 

7.2 Project Contribution ................................................................................... 101 

7.3 Project Limitation ...................................................................................... 101 

7.4 Future Works ............................................................................................. 102 

7.5 Conclusion ................................................................................................. 102 

 

REFERENCES ....................................................................................................... 104 

 

 

 

 



xiv 

 

 

 

 

 

 

LIST OF TABLES 

 

 

 PAGE 

 

Table 1.1: Summary of Problem Statement ............................................................ 3 

Table 1.2: Summary of Research Question ............................................................. 3 

Table 1.3: Summary of Research Objective ............................................................ 4 

Table 1.4: Summary of project contributions ......................................................... 5 

Table 5.3: Details of pin number and slot .............................................................. 77 

Table 5.4: Status of Implementation ...................................................................... 80 

Table 6.1.3: Table of Test Schedule ........................................................................ 83 

Table 6.2.1: Table of classes of test ......................................................................... 84 

Table 6.3.1.1: Table of testing communication Raspberry Pi and Raspberry Pi 

camera ....................................................................................................................... 85 

Table 6.3.1.2: Table of testing communication OpenCV coding and Raspberry Pi 

camera ....................................................................................................................... 86 

Table 6.3.1.3: Table of testing accuracy of HOG algorithm in face recognition 86 

Table 6.3.1.4: Table of testing email ....................................................................... 87 

Table 6.4.1.3: Result of Output ............................................................................... 89 

Table 6.4.2.2: Result of Output ............................................................................... 89 

Table 6.4.3.1: Comparison output of algorithm accuracy on valid user “Tony”93 

Table 6.4.3.2: Comparison output of algorithm accuracy on valid user “Elon” 94 

Table 6.4.3.3: Comparison output of algorithm accuracy on valid user “Bella” 95 

Table 6.4.3.4: Comparison output of algorithm accuracy on valid user “Arasu”

 .................................................................................................................................... 96 

Table 6.4.3.5: Result of Output ............................................................................... 96 

Table 6.4.4: Result of Output .................................................................................. 98 

 

 

 



xv 

 

 

 

 

LIST OF FIGURES 

 

 

 

 PAGE 

 

Figure 2.1: Framework .............................................................................................. 9 

Figure 2.2.3: Top ten burglary incidence and corresponding detriment value 

(L.S.Chiew, (2019), Analysis Of  Burglary Crime) ............................................... 13 

Figure 2.3.2.1: Eigenfaces Architecture (Debaraj, 2017) ..................................... 22 

Figure 2.3.2.2: Fisherfaces Architecture (Delpiah, 2019) ..................................... 23 

Figure 2.3.2.3: Local Binary Patterns (LBP) Architecture (Marwan, 2017) ...... 24 

Figure 2.3.2.4: Scale-Invariant Feature Transform (SIFT) Architecture (L Yao, 

2018) .......................................................................................................................... 25 

Figure 2.3.2.5: Convolutional Neural Network (CNN) Architecture (N Ma, 2018)

 .................................................................................................................................... 27 

Figure 2.3.2.6: OpenFace Architecture (Stephanie, 2018) ................................... 28 

Figure 2.3.2.7: Histogram of Oriented Gradients Architecture (Kosuke Mizuno, 

2018) .......................................................................................................................... 29 

Figure 2.4.5.1: Architecture Smart Homes and Cities (Nashwan Adnan Othman, 

2018) .......................................................................................................................... 33 

Figure 2.4.5.2: Architecture Smart Security System (Danish Ali Chowdhry, 2019)

 .................................................................................................................................... 34 

Figure 2.4.5.3: Architecture Web and Mobile based Facial Recognition (Maria, 

2017) .......................................................................................................................... 35 

Figure 2.5.3: Proposed solution for smart CCTV home camera. ........................ 39 

Figure 3.1.2: Flow of Waterfall Model Phase. ....................................................... 44 

Figure 4.2.2.1: Raspberry Pi Operating System. .................................................. 54 

Figure 4.2.3.1: Raspberry Pi 4. ............................................................................... 55 

Figure 4.2.3.2: Raspberry Pi High Quality Camera. ............................................ 56 

Figure 4.2.3.3: Raspberry Pi 6mm Lens Camera. ................................................. 57 

Figure 4.2.3.4: MicroSD (32GB) ............................................................................. 58 



xvi 

 

 

 

Figure 4.3.1: Circuit Design of Raspberry Pi Camera ......................................... 58 

Figure 4.3.2: Architecture of System ...................................................................... 59 

Figure 4.3.3: Flow Chart of system ........................................................................ 60 

Figure 4.3.3.1: Flow Chart of OpenCV module .................................................... 61 

Figure 4.3.3.2: Flow Chart of HOG algorithm module ........................................ 62 

Figure 4.3.3.3 Flow Chart of HOG algorithm module.......................................... 64 

Figure 5.1: Flowchart of system .............................................................................. 67 

Figure 5.2.1: Deployment of the face recognition.................................................. 69 

Figure 5.2.2: OpenCV coding for detecting people face from the video frame. . 70 

Figure 5.2.2.1: OpenCV coding for showing known person name with frame on 

face ............................................................................................................................. 71 

Figure 5.2.3: HOG algorithm coding to get known images to train for recognition.

 .................................................................................................................................... 71 

Figure 5.2.3.0: Original HOG algorithm face encoding ....................................... 72 

Figure 5.2.3.1: Coding of HOG algorithm that modified ..................................... 73 

Figure 5.2.3.2: HOG coding for compare images and show accuracy of 

recognition ................................................................................................................ 74 

Figure 5.2.3.3: HOG coding for getting face parameters in image frame .......... 75 

Figure 5.2.4: Gmail notification coding when unknown person detected ........... 76 

Figure 5.3: Raspberry Pi 4 board ........................................................................... 77 

Figure 5.3.1: Prototype of Smart CCTV camera with face recognition ............. 78 

Figure 5.3.2: Raspberry Pi Camera and Board Connection coding.................... 78 

Figure 5.3.2.1: Command to check Raspberry Pi camera connection. ............... 79 

Figure 5.3.2.2: Raspberry Pi Camera successfully connected and capture image.

 .................................................................................................................................... 79 

Figure 6.4.1: Command to test TC_1. .................................................................... 88 

Figure 6.4.1.1: Path of testing images saved. ......................................................... 89 

Figure 6.4.1.2: Success output from the communication. ..................................... 89 

Figure 6.4.2: Test TC_2 by running the coding in Raspberry Pi ........................ 91 

Figure 6.4.2.1: Output showing face successfully detected................................... 91 

Figure 6.4.3: Test TC_3 by running the HOG command in Raspberry Pi board

 .................................................................................................................................... 92 

Figure 6.4.3.1: Test TC_3 by running the SIFT command in Raspberry Pi board

 .................................................................................................................................... 92 



xvii 

 

 

 

Figure 6.4.4: Invalid user faces that used to test notifications       ....................... 97 

Figure 6.4.4.1: User receive email notification named “Alert Intruder” ............ 98 

Figure 6.4.4.2: Raspberry Pi successfully send notification with the image of 

intruder to user ......................................................................................................... 98 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



xviii 

 

 

 

 

 

 

LIST OF ABBREVIATIONS 

 

 

 

 

FYP    -  Final Year Project 

 

HOG   -  Histogram of Oriented Gradients 

 

CNN   -  Convolutional Neural Network 

 

SIFT   -  Scale-Invariant Feature Transform 

 

LBP   - Local Binary Patter 

 

CCTV   -  Closed-circuit television 

 

SMS   -  Short Message Service 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



xix 

 

 

 

 

 

 

LIST OF ATTACHMENTS 

 

 

 

 PAGE 

  

Appendix A  Coding of the system 103 

Appendix B  Manual of system 104 

    

    

    

 

 

  



 

 

 

 

 

 

 

 

 

CHAPTER 1:  INTRODUCTION 

 

 

 

 

1.0 Introduction 

Smart CCTV are becoming increasingly popular with the advances in both machine 

vision and semiconductor technology. Usually, CCTV was only able to capture 

images, while with the smart camera concept, a camera will have ability to generate 

specific information from the images that it has captured. We will address the context 

of the project which is applying face recognition in smart CCTV home camera. The 

research problem will be formulated into three research questions. Based on the 

research questions, the current problem that faced by users for the smart CCTV home 

camera will be clearly shown. After that, the research objective can be generated, and 

all works done in this project will be based on the research objective. 

Firstly, project background will be discussed for the purpose of doing this project. The 

background of smart CCTV will be described. Secondly, the research problem will be 

summarized. After that the research question and objective will be conducted. Project 

scope and contribution will also be discussed. Lastly, the report organization will be 

described to make sure the project is carried out in correct flow. 

1.1 Project Background 

A smart camera, also known as an intelligent camera is a machine vision system 

that in addition to image capture circuitry that can collect specific informations. 

Usually smart CCTV camera implemented at the indoor or outdoor of the house to 

make sure the house is secure. Video monitoring for watching a specific area has 



2 

 

 

 

become a necessity in a world where everyone needs to keep their valuables safe and 

protected. To fix this problem, people use a smart surveillance device for location such 

as bank vaults and homes where human presence is not available. They continuosly 

monitor the area with cameras. (Jain, A. Basantwani, S. Kazi, O. & Bang, Y, 2017). 

 People could not continuosly monitor the camera for 24 hours because they 

have other real life things to do and they also get tired or might wasting their time on 

it. To avoid this thing, people came out with new solution called intruder detection 

with sensors. Intruder detection is in the protected zone that can be performed by 

physical protection that acts indise the objects permimeter. Intruder detections also can 

be done using active protection elements. One of the active protection elements is 

alarm systems and sensors. (Vel'as, A., Kutaj, M., & Ďurovec, M, 2017). They added 

motion sensor that connected to the smart camera, which will avoid people to monitor 

24 hours. 

 The smart camera was redesign and implement at home security system with 

the capability for detect movements. The smart camera was implemented with PIR 

sensor that will detect the movement around the sensor that will activate the smart 

camera for capture pictures or record the surrounding situation. When the sensor detect 

suspicious object movement, the alarm also will go on to scare the intruder. (Nico 

Surantha, W. R, 2018). People also do not need to monitor the camera for 24 hours but 

the system still lack of few things in term of notify the owner of house when movement 

is detected at their house. The sensor also detect any movement include animals 

movement like cat and dog which will activate the smart camera and also the alarm. 

 The system was not efficient enough to secure the home. After that, the system 

have beeen embedded with notifier to notify user by using SMS-based. Once the sensor 

detect movement, it will sent SMS to the house owner. So the house owner can view 

the smart camera to make sure the surroundings are safe. (Nwalozie G. C1, A. A, 

2015). Eventhought, the system have notifier but it keep notify any movement include 

animal movement. Therefore, the smart camera need to have face recognition which 

will be more efficient to detect people compare to the motion detector. 

 There is the camera with face recognition that have been created by the various 

group. They used different type of algorithm technique for the face recognition but 

there are still a few problems facing by face recognition in term of algorithm technique. 

Some people are harder to recognize by face recognition. However, there should be 

use the right face recognition algorithm to make a subject easier to recognize. 
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(J.R.Beveridge, 2018). Therefore, the smart camera need to have suitable face 

recognition algorithm technique thats more efficient to detect the people face. 

1.2 Problem Statement 

The residents require home security that needs to maintain the security of their 

house to avoid any intruders or thieves. Detecting intruders at the in front of the 

house door must be done by detecting their faces and notify the user, so the user will 

be alert on surrounding activities at the house. As such, the absence of such a system 

is a problem for residents. The Research Problem (RP) is summarized in Table 1.1. 

Table 1.1 Summary of Problem Statement 

No   Research Problem 

RP1 The current algorithm technique that used in the face recognition could 

not recognize people properly if they are stranger or thieves at in front of 

the house door. 

 

Thus, Research Questions (RQ) which are depicted in Table 1.2 is constructed to 

identify the research problem as discussed in the previous section. 

Table 1.2 Summary of Research Question 

No Research Question 

RQ1 What are the features for face detection that required for smart CCTV 

Home Camera? 

RQ2 How are we going to detect and recognize people face using smart CCTV 

Home Camera? 

RQ3 How to validate the result of the face recognition from the smart CCTV 

Home Camera? 

 

RQ1: What are the features for face detection that required for smart CCTV 

Home Camera? 

This research question is used to study about the face detection features for smart 

CCTV Home Camera. 

RQ2: How are we going to detect and recognize people face using smart CCTV 

Home Camera? 


