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ABSTRACT 

 

 

 

 

Leading to Industrial Revolution (IR) 4.0, most of the services are depending 

on the technology. This changes also will lead to a war named cyber war. The most 

popular weapon that was used during cyber-attack is Denial of Service (DoS) or 

Distributed Denial of Service (DDoS). In order to control this problem, a good 

detection system must be implements in the network architecture. The purpose of 

doing this project is to propose a DoS TCP SYN flooding detection using machine 

learning algorithm specifically Support Vector Machine (SVM). In this study, a dataset 

that was used is gain from Canadian Institute for Cybersecurity named NSL-KDD 

dataset. In conclusion, hope this project will achieve its goals and can be used for all 

people as precaution step for securing its network. 
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ABSTRAK 

 

 

 

 

Menuju Revolusi Perindustrian 4.0, kebanyakan servis bergantung kepada 

teknologi. Perubahan ini boleh membawa kepada perang disebut sebagai perang siber. 

Senjata yang paling terkenal yang digunakan semasa perang siber ialah serangan DoS 

dan juga DDoS. Untuk mengekang masalah ini, system pendeteksi yang berkesan 

mestilah diwujudkan dan digunakan didalam seni bina rangkaian. Tujuan menjalankan 

projek ini adalah untuk mencadangkan ‘DoS TCP SYN flooding detection’ sebagai 

alat pendeteksi serangan DoS yang menggunakan algoritma pembelajaran mesin lebih 

spesifik ialah Mesin Sokongan Vektor. Semasa penyelidikan ini, set data yang 

digunakan ialah daripada Institusi KeselamatanSiber Kanada bernama NSL-KDD. 

Sebagai konklusi, semoga projek ini akan mencapai matlamatnya dan boleh 

dimanfaatkan oleh semua orang sebagai langkah awal untuk menyelamatkan 

rangkaian mereka. 
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CHAPTER 1:  INTRODUCTION 

 

 

1.1 INTRODUCTION 

Distributed Denial of Service (DDoS) are the extended for Denial of Service 

(DoS). As knowledge, DoS is the type of attack that require and launched by the single 

attacker machine. While DDoS are the combination of multiple machine that are set to 

be an attacker machine that will be used to perform network hack like DDoS. DDoS 

attack will be the high impact attack for the network because the attack is launch by 

many devices or machine in one single time.  

The problem for DDoS attack is, sometimes owner for the attacker machine does 

not know that they involved in the attack because the script for DDoS attack is inserted 

on the malicious software or program that downloaded on the internet. There are few 

methods to launch the Dos or DDoS attack and the common is by launching the flood 

attack. Flooding attack can be categorized into several version depending on what 

protocol packet that attacker used for example HTTP flood, UDP flood, ICMP flood 

or commonly known as Ping flood or the other name is Ping of Death. The type of 

flood that will be discuss on this project is TCP flood. TCP flood on DDoS or DoS 

attack is using handshake in 3-way TCP handshake process[1].  

The attack is starting on the first handshake step which is synchronize (SYN) 

the common name for this type of attack is called TCP SYN flood attack. In general, 

flow of this attack is the attacker send many requests to the server by using TCP 

protocol. Server will busy to respond the huge amount of request launched by attacker 

and it will be denied other real request due to focusing on the SYN attack request. 

Effect from this attack will be the serious problem because victim might having lost 

due to their business cannot be operated while the attacked were launched.  
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1.2 PROBLEM STATEMENT (PS) 

Hacking nowadays become a trend as method to bringing down someone else. 

According to (Basyir, 2021) on his article in New Straits Time Malaysia, Malaysia 

have faced a huge amount of loss since 2017 due to cybercrime frauds and attack. 

The amount stated is RM 2.23B. The rate statistic of attack is indicated on pie chart 

below.  

 

 

Figure 1 – Statistics cybercrime in Malaysia 

 

This means, cyber-attack is the serious case that need a specialist expertise to 

solve this problem. According to figure 1. The rate shows the statistic for the scams 

or cybercrime fraud. But, if we deep inside the cases. In order to launch that attack, 

attacker also will be involved in cybersecurity threat attack such as data breach, 

and others network type of attack. This means, they also will have to launch the 

attack to the networks that relate with the Intrusion Detection System IDS. The 

IDS is the general terms of network attack. 

As mentioned, IDS is only the term. Inside of IDS topic, there are generous of 

attack that widely use example phishing, deface, denial of service or Distributed 

denial of Service and others. If someone or some organization get stuck in this 

attack, they might cause a huge lost especially for a business owner or profit 

organization.  

23011, 46%

21008, 42%

6273, 12%

Statistic Cybercrime in malaysia since 
2017

E-Commerce scams

Illegal Loans

Investment scams
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In general, if the e-commerce website on attack, customer might not reach the 

website or have been generate to another website that are set by attacker just to 

dropping the opponent business (1). Besides, the network or traffic of the attacked 

network might congest and having overflow because there are several attack 

techniques that generate or transmit huge fake traffic towards attacked network just 

to prevent the opponent from succeed(2). Regarding to the situation, it is 

recommended for a server or system have an effective technique to detect and 

prevent the flow of traffic in the network. Based on the problem, NDDoS – TCP 

SYN FLOOD DETECTION USING SVM is the best solution to prevent this 

problem. The problem statement (PS) for this plan is shown in Table 1.1. 

 

PS PROBLEM STATEMENT 

PS1 

Business drop cause from bad hacker launching DDOS attack to 

the network 

PS2 Network getting slower due to congested traffic by flooding attack 

Table 1 – Problem statement  
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1.3 PROJECT QUESTION (PQ) 

There are four project questions came based on problem statement before this 

study. The mentioned question is summarized into table 1.2 below:  

PS PQ  PROBLEM STATEMENT 

PS1 

PQ1 How to classify the traffic towards network? 

PQ2 How to prevent attacker sending huge transmission on the network? 

PS2 

PQ1 How to detect normal transmission and fake transmission? 

PQ2 Is the machine learning algorithm can be used to measure the 

accuracy in detecting the spam or attack traffic towards network?  

Table 2 – Project Question 

1.4 PROJECT OBJECTIVE (PO) 

Project objectives (PO) is the goals for this research. Table 1.3 below are the 

objectives on this project: 

PS PQ PO PROJECT QUESTION 

PS1 
PQ1 PO1 

To study taxonomy of DoS and DDoS attack focuses on TCP SYN 

Flood. 

PQ2 

PO2 

To develop a classification system that can detect the attack 

towards network 

PS2 

PQ1 

PQ2 PO3 To test and verify the accuracy of proposed detection method 

Table 3 – Project Objective 

 


