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ABSTRACT

Mobile device usage increased with new high technology that attracted the
attacker to launch the attack, such as mobile malware. Mobile malware is malicious
that is loaded into the device system and causes damage. Malware has become more
prevalent in recent years. Nowadays, there are many techniques available to detect this
attack. In this research, N-gram with opcode sequence dataset was used, focusing on
mobile malware detection model. The dataset undergoes feature selection which is
Information Gain and Chi-square, to reduce irrelevant data and redundant data. Then,
the classifier used in this project is Support Vector Machine (SVM) to develop a
model. The developed model will test and verify the accuracy with the test set. The

project is giving hope to produce a system that can detect mobile malware attacks.
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ABSTRAK

Penggunaan peranti mudah alih meningkat dengan teknologi tinggi baru yang
menarik penyerang untuk melancarkan serangan, seperti perisian hasad mudah alih.
Perisian hasad mudah alih berniat jahat yang dimuat ke dalam sistem peranti dan
menyebabkan kerosakan. Perisian hasad semakin berleluasa dalam beberapa tahun
kebelakangan ini. Pada masa kini, terdapat banyak teknik yang ada untuk mengesan
serangan ini. Dalam penyelidikan ini, N-gram dengan dataset urutan opcode
digunakan, dengan fokus pada model pengesanan malware mudah alih. Set data
menjalani pemilihan ciri iaitu Information Gain dan Chi-Square, untuk mengurangkan
data yang tidak relevan dan data yang berlebihan. Kemudian, pengklasifikasi yang
digunakan dalam projek ini adalah Mesin Sokongan Vektor (SVM) untuk
membangunkan model. Model yang dibangunkan akan diuji dan mengesahkan
ketepatannya dengan set ujian. Projek ini memberi harapan untuk menghasilkan sistem

yang dapat mengesan serangan perisian hasad mudah alih.



vii

TABLE OF CONTENTS
PAGE
DECLARATION . .. ..ottt ettt sae st ereene e I
DEDICATION ...ttt sttt te s besneene e e e e e i
ACKNOWLEDGEMENTS. ...ttt v
ABSTRACT et b e bbbttt ne e b et reene e \
ABSTRAK ettt ittt ettt Re e e et et et et reereeneennees VI
TABLESGSSENENS ... . B L. oo ... . W Vi
LIST OF i S———— N . . ... R L. V.. H......... X1l
LIST OF FIGURES ...ttt sk e skt X1
LIST OF ABBREVIATIONS ..ottt XV
LIST OF ATTACHMENTS ..ottt XVI
CHAPTER 1: INTRODUCTION ....cciiiiiieiiste sttt 1
1.1 INEFOAUCTION ...ttt 1
1.2 Problem Statement...........coveiieicee s 1
1.3 Project QUESTION (PQ) ...cuoviiiiiiiiiieiee e 3
1.4 Project OBJECtiVE (PO) ..cuviiiiciie et 4
1.5 PrOJECE SCOPE vttt et e et 4
1.6 Project CONIIDULION..........ccoiiiiiiceee e 5

1.7 ThesiS OrganiZation ...........cccoieirieiee e 5



1.7.1  Chapter 1: INtrodUCTION ........c.ooviiiiiiiiiiieieceeeee e 5
1.7.2  Chapter 2: Literature REVIEW............cooviiiieiieieiese e 5
1.7.3  Chapter 3: Project Methodology ..........cccouvvriiiiiiiiiiinisiseeieienn 6
1.7.4  Chapter 4: Analysis and DeSign ........c.ccoouvrermrenenenieneseseeesneeens 6
1.7.5  Chapter 5: Implementation ............ccocoiviriiieieieeeseeeeeeeen 6
1.7.6  Chapter 6: DISCUSSION .........coveiiiiiiiiinieiiisieeieiee e 6
1.7.7  Chapter 7: Project CONCIUSION ........c.ccoviiiiiiiieiese e 6
1.8 CONCIUSTON ...ttt 7
CHAPTER 2: LITERATURE REVIEW........coiiiiiiiiee e 8
2.1 Tl e BR B SEEREEE 0 BUR G S 8
2.2 NSNS letvwere==— . S e 8. . 8 L T & W ... 9
2.2.1  Mobile Malware Definition ...........cccoiireiniinineeceee e 9
222 Mobile Malware TYPE ......cccoiieiiiiinee sttt 10
223 Mobile Malware Analysis Technique............ccccoieiiiiineeeeee, 12
2.2.4  Mobile Malware Detection TEChNIQUE ........ccevveriereieiiiiiieienen, 12
2.3 MaChing LeArNiNg ........coveviieeie et 14
2.3.1  Machine Learning Definition ...........ccocoovviiiiinieic e, 14
232 Feature SElECtioN ... 15
2.3.2.1 Type of Feature SEleCtion...........cccceevvviiiiiii i 15
2.4 ClASSIFICALION. .......ceieiececc e 18

2.4.1 Classification DefinitiON ........veeveeeeeeeeeeeeeeeeeeeeeeeeeeeeeee e e eeeeeeeees 18



242  Type of ClassSification ..........cccceoiiiiiiiiiiieceec e, 18
2.5 Two-Layer Stacking SVM CIaSSIfier...........ccooieiiiiiieeee, 21
2.6 CrItICAI VIBW ... 22
2.6.1  Previous Research on Mobile Malware.............cccccooeieininciennnn, 22
2.6.2  Previous Research using Machine Learning...........cc.ccocvvevvvenenen. 24
2.6.3  Previous Research using Feature Selection ..........cccccceovveevvnnnne 26
2.7 CONCIUSTON ...t 28
CHAPTER 3: PROJECT METHODOLOGY .....ccoiiiieiieiiiesie e 30
3.1 INEFOAUCTION .t 30
3.2 Foo o e B B R WA N S 30
SR revions=escalth e e R 8 L. T 4 B .. ... 31
3.2.2 Information Gathering ........ccooceveieienieniseee e 32
3: 2.3 PETINE SCQPE ..o rerrerreeseeogaerele ol paeeee e e cusoggaatlensensansnensesaennes 32
B N =S S g Ahe T R A T T R, e e v 32
3.2.5  Testing and Evaluation of Model ..........cccocooiveiiniiniiiiiece 32
3.2.6  DOCUMENTALION......cuiiviiiiiiiiiieieieste et 33
3.3 Project Schedule and MIlEStONES ...........cooiiriieiiiiece e 33
3.3.1  Project FIOWChArt.........coooiiiiiiiicce e 33
3.3.2  Project MIleStONES ........cccoiieiiiiieiieie e 34
3.3.3  Project Gantt Chart .........ccooceeiiiiriieieeseee e 37
3.4 CONCIUSION ... et 37



CHAPTER 4: ANALYSIS AND DESIGN.......coooiiiiiiiieiie e 38
4.1 INEFOAUCTION ... 38
4.2 Problem ANAIYSIS ......ccveiiieieece e 38
4.3 PrOJECE DESION ..ottt re e nre s 39
431 Datasel ... 41
432  Feature EXIraCtion........ccccoeiiiiniiiicneeeeeee e 42
4.3.3  Feature SEIECHION .......cccceoviiiiieiie e 42
434  NOrmMAliZatioN .....ccociiiiiiiiiee e 44
4.3.5  CIESSITICAION ..o 44
43.6 Two-Layer Stacking SVM Classifier using Output Probabilities . 49
4.4 ReqUIrEMENt ANAIYSIS..........coceiti i ieieee e srrrsans e st e s sne e s teeeesreenee e 50
4.4.1  Software REQUIFEMENT .........c.oiieiiiiesieeiese e 50
442  Hardware REQUITEMENT .......ccviiieii ittt se st e, 51
4.5 b g8 m ] LR S b b e e e B T e S 53
CHAPTER 5: EXPERIMENT ... 54
51 INEFOTUCTION ... 54
5.2 Software Development Environment SEtUp..........coovvvierencienenisieee, 54
5.3 Process MOQUIE ..........ooviiiii s 54
53.1  Data ColECION .....ccveiiiiiiiiiicic e 55
532 Train and TeSt Data ........ccccoverieriiiiiiiiiecce e 55

533

Scale and Model fOr Train Data............eeeeeeeeeeeeeeeeeeeeeeee e 57



Xi

53.4  Generate The PrediCt File ... 57
5.4 Project Implementation ..o 58

541 SCHPt EXECULION....cciiiiiiiiiieie et 58
55 RESUIT ... 65

551 AUIDULE ..o 65

5.5 2 TOTUNS oottt 66

5.53  ACCUIACY TabIE ..o e 66
CHAPTER 6: DISCUSSION ..ot 70
6.1 INEFOAUCTION .t 70
6.2 DiscusSION Of THe ProjJECT ......cci. e iiesiesiesiisiee e 70
6.3 Discussion on The Newly Proposed Method............ccc.ccooieiiiiecieeie e, 71
6.4 CONCIUSTON ...ttt b sb e n s e 72
CHAPTER 7: PROJECT CONCLUSION ..ottt e 73
7.1 MroRRSITI TEKNKAL MALAYSIA MELAKA. e 73
7.2 PrOJECT SUMIMAIY ......oiivieiicie ittt st e e are s 73
7.3 Project CONtribULION..........ccve i 74
7.4 Project LIMITation .........ocoiiiiiiiiiicee e 74
7.5 FULUIE WOTK ... 74
7.6 CONCIUSION ... 75
REFERENGCES ... .. ettt 76

APPENDIX ... 79



LIST OF TABLES
PAGE
Table 1.1: Problem Statement...........coiieiiieiee e 3
Table 1.2: Summary of Project QUESLION..........ccceeviiiieiieie e 3
Table 1.3: Summary of Project ODJECHIVE. ..o 4
Table 2.1: Mobile Malware Detection TeChNIQUES...........cceveiiieiinininieieeenen, 12
Table 2.2: Type Of LEAINING......cc.cieiieeie e eestesaeeeesbesnaeseee e sssesreessesnneseens 14
Table 2.3 Feature Selection SUMMANY ........cccc.coviivieiiiieieece s e s se e 16
Table 2.4: Survey on Mobile Malware Detection........ccuvecveiveienineienieieeeen, 23
Table 2.5: Previous Research using Machine Learning’s Literature ................. 25
Table 2.6: Previous Research using Feature Selection’s Literature.................... 27
Table 3 -PrOjeet eSO Nes e e e i, 35
Table 4.1: Description of Dataset............ccooiiiiiiiie e 41
Table 4.2: Type of SVM's Kernal SUMMary ..o, 49
Table 4.3: Software ReqUITEMENT...........cccoieiiiieiiecie e 50
Table 4.4: Hardware ReqQUITEMENT..........c.ccoveiiiiieiieie e 51
Table 4.5: Workstation SPecifiCation ..., 52
Table 5.1: Parameter Description for Batch File ..., 58
Table 5.2: Description of each command.............ccccocoeviiiii i, 60
Table 5.3: The Command and 1ts DeSCription .........ccccevvvveieeiie i 63
Table 5.4: The Description of Comment for Train Data............cccccccocvviveivinnnen. 64
Table 5.5: Testing’s Command Description ................cccccooviiiiiiiiieniceee, 64
Table 5.6: The Total Number of AttribULES. ..o 65
Table 6.1: BENCMAIK ..o 71
Table 6.2: FINal RESUIL..........coveeee e 71

Xii



Figure 1.1:
Figure 2.1:
Figure 2.2:
Figure 2.3:
Figure 2.4:
Figure 2.5:
Figure 3.1:
Figure 3.2:
Figure 4.1:
Figure 4.2:
Figure 4.3:
Figure 4.4:
Figure 4.5:
Figure 4.6:
Figure 4.7:
Figure 4.8:
Figure 4.9:
Figure 5.1:
Figure 5.2:
Figure 5.3:
Figure 5.4:
Figure 5.5:
Figure 5.6:

Xiii

LIST OF FIGURES

PAGE
Total Malware DY Year ..........ccccveiiiie e 2
Literature ReVIEW'S StFUCTUIE.........cocvviiiiieieieee e 9
Mobile Malware Detection Classification ............cc.ccocvvirivniinieiennenn. 13
Classification Techniques in Supervised Learning ..........ccccecveveneee. 18
INECERREE ... .. B X ............ ., . . 19
Two-Layer Stacking Spatial Pyramid Classifier...........c..cccoocevvvenen. 22
Flowchart for the System Framework......cc.c..ccooveieieiiiiiincineeen, 31
PR ITUTCITT .. e B ... 34
FIOWCNAIT DESIGN .....viiiieiiece ettt nne s 40
P ST T e [ e e e 42
o 915 1 171 I d 19| TP R ST T T P T T I T A T e e T TS TS S PO O 45
Placement of Hyperplane.........cccooeiiiiiiiiiinee e, 45
Hyperplane with Margin ...........cccooeoiiii i, 46
Best HYPEIrPlane.........ccooiv ot 46
Hyperplane With OULHEr ... 47
NON-LINEAT SVIM ...t 48
SVM with Multi-Dimensional SPace .........ccccoccevveveiieve e 48
Process MOAUIE .........ooviii e 55
Sample Train and Test Data..........cccocoveiiiiiiniiiieese e 56
Example Random File NUMDEF ..., 56
Process creating scale and model for train data..............c.cccecveennene 57
Process generating prediCt file ..........cccoeeviiiii i 58
ConVert File SCrIPT......oiii e 58



Xiv

Figure 5.7: Run Batch File USINg CMD ...t 59
Figure 5.8: Sample run batch program for mobile malware dataset.................. 59
Figure 5.9: Execute the batch file program ...........cccooeiiiiiccciccee e 61
Figure 5.10: Sample PrediCt File ..o 62
Figure 5.11: Probability QUEIPUL ...........cooiiiiiieeeee s 62
Figure 5.12: Sample execution for SCaliNg ..........cccooviieiiiiniieiece e 62
Figure 5.13: The Command for Train Data ...........cccccevviieiieve s 63
Figure 5.14: Testing COmMMANd .........cccooveiiiieiiee e 64
Figure 5.15: 10 RUN TIME ..ottt 66
Figure 5.16: Result Second EXPeriment.........ccccoiiiiiiiiieieienesc s 68
Figure 5.17: Bar Graph First EXperiment..........ccccccoveiiiiiie i 68
Figure 5.18: Second Experiment Bar Graph..........ccccccoeviviiieve i 69

FIgure 6.1: FINAl ACCUTACY ......cc.oiuiiiiiiiiicieieie et 72



XV

LIST OF ABBREVIATIONS

FYP - Final Year Project

IT - Information Technology
(OK] - Operating System

ML - Machine Learning

Al - Artificial Intelligence
€] - Information Gain

CS - Chi-Square

NLP - Natural Language Process



XVi

LIST OF ATTACHMENTS

PAGE

Appendix A Gantt Chart 52



CHAPTER 1: INTRODUCTION

1.1 Introduction

Nowadays, mobile device usage is increasing and it is expanded with new
advanced technology every year. The continuous development of mobile hardware
and technology has created a highly connected world. Mobile devices are used in
many fields such as business, healthcare, education, and, Information Technology
(IT). This transformation of mobile devices is attractive to the attacker to attempt to
steal the information from the devices or system. Malware is malicious software that
loaded onto mobile devices and causes damage then destroys it. The more malware
attacks are introducing every year and it needs to be overcome before it widespread.
This project focuses on mobile malware attack detection using a machine learning
algorithm technique. This technique was chosen because it has good performance to

track the malware and able to get high accuracy in classification.

1.2 Problem Statement

The mobile device becomes a place where intruders try their malicious code
to fulfill their intention. There have many researchers proposed to prevent the mobile
malware attack by introducing techniques that can protect the devices. Malware
developers think it is easy to transfer attackers on mobile devices because mobile
applications downloaded from Apple App Stores, Google Play, and websites usually
have no time to analyze them (Gyamfi & Owusu, 2019). The current malware can do
anything, their threat level becomes bigger and keeps growing. The variation of this
malware and the exposed vulnerabilities require new and improved methods for

detection.



There are plenty of attack situations in which an attacker can compromise a
user's information by exploiting operating system's vulnerabilities. The growth of
malware has led to different mobile antiviruses, firewalls, and encoding products,
which have been released by various security vendors such as F-Secure, Kaspersky
Lab, McAfee, and Symantec. The number of F-Secure mobile malware in 2008 was
401, while McAfee numbered 457. Mobile malware is malicious software that has
certain mobile device targets. It first appeared for Symbian Operating System (OS) in
2004 and has now grown exponentially with smartphones in popularity (Gyamfi &

Owusu, 2019). Figure 1.1 shows the mobile malware growth from 2010 up to 2018.

Total Malware

Figure 1.1: Total Malware by Year
(McAfee 2020)

COVID-19 pandemic Movement Control Order (MCOQO) is another alarming
issue with mobile malware attacks. According to McAfee (2020), McAfee Lab’s
average volume of malware threats was 588 per minute, up from 169 per-minute
threats in the third quarter of 2020 (40%). The fourth quarter was 648 per minute
threats, an increase of 60 per minute threats (10%). Mobile malware grew 118% by
SMS Reg driven from Q3 to Q4 of 2020. The best solution to the problem is the
detection of mobile malware. The problem was defined as in table 1.1.



w

Table 1.1: Problem Statement

PS1 | Anincreasing number of users connect to the Internet has been driven
by the tremendous growth in mobile and smart device usage, it is hard to
discover effective and fast technique in differentiate between benign and
malware. Another issue is to identify the suitable machine learning

technique to use in this project to process the dataset.

1.3 Project Question (PQ)

In this project, there are three Project Question (PQ) needed answers made
out from the problem statement. Table 1.2 shows the summary of the project
question based on the problem statement.

Table 1.2: Summary of Project Question

PQ1 What is malware in mobile devices?

PS1 PQ2 How mobile malware classified?

PQ3 Is the machine learning technique give a result model

accurately?
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Project Objective (PO)

Project Objective (PO) is a goal for the expected outcome of the research. To

fulfill the goals of the project, the problem statement and project question must be

assigned. Three objectives in this research to achieve and the relationship between

PS, PQ,

and PO for this project as shown in table 1.3.

Table 1.3: Summary of Project Objective

PQ1 | PO1 | To study the behavior of malware.
PS1 | PQ2, | PO2 | Toimplement machine learning classifier to detect
PQ3 malware attack.
PQ1, | PO3 | To test and verify the accuracy of machine learning to
PQ2, detect the malware.
PQ3
1.5 Project Scope

The scope of this project is related to the following criteria:
I.  The dataset only focuses on mobile malware.
Il.  This project focus on machine learning method.

I1l.  The effectiveness of the proposed model is measured using accuracy.



1.6 Project Contribution

The result of this project is depending on the project implementation to detect
the mobile malware attacks and select effective features that will give high accuracy.

The following is a brief description of this project's contribution:

l. Identification of different mobile malware attacks based on their

taxonomy.

Il.  Propose a model that can detect malware attacks on the mobile

device.

I1l.  Propose to check the accuracy of mobile malware attack detection and
test and validate the developed program.

1.7 Thesis Organization

This report divided to seven chapter namely Chapter 1: Introduction, Chapter
2: Literature Review, Chapter 3: Project Methodology, Chapter 4: Analysis and
Design, Chapter 5: Implementation, Chapter 6: Testing and Validation and Chapter

7: Project Conclusion.

1.7.1 Chapter 1: Introduction

This chapter act as the guideline to identifying the important things prior to
the project. It will explain what and how this project attempted to accomplish, as

well as its relevance.

1.7.2 Chapter 2: Literature Review

This chapter consists the related studies and early task from previous

researcher about this project and critical analysis of this chapter.



1.7.3 Chapter 3: Project Methodology

Chapter 3 focuses on planning works that must answer the objectives of this
project that has been mention previously. This chapter includes the procedures

throughout this project.

1.7.4 Chapter 4: Analysis and Design

This section is related to the procedure that correlate with the experiment of
this project. The experiment needs to be analyzed the effectiveness by referring to

the literature review and design the project clearly to reach the goals.

1.7.5 Chapter 5: Implementation

Chapter 5 is the main part that the procedure from the previous chapter needs
to be carried out. The experiment will be processed in this section until has the result
and it will be gathered the result to be compared with another method.

1.7.6  Chapter 6: Discussion

This chapter explains the result and analyzed them where the findings are

answers the objectives.

1.7.7 Chapter 7: Project Conclusion

This chapter will summarize the project, state the contribution, and highlight
the constraints that were encountered throughout the project. This chapter will also

describe how to improve the project in the future.



