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ABSTRAK 

 

 

 

 

 

Kerosakan adalah ketidaksempurnaan yang berlaku pada saluran elektrik yang boleh 

menyebabkan kegagalan sistem pendawaian elektrik seperti kebakaran api dan memberi 

kesan maut kepada tubuh badan. Kaedah konvensional akan memerlukan pekerja elektrik 

untuk mengesan kerosakan yang berlaku. Kaedah ini akan membuang masa dan 

menyebabkan sebahagian besar bahaya kerana memerlukan pekerja elektrik untuk 

mengesan lokasi kerosakan. Namun begitu, untuk mengatasi masalah ini, pengesanan 

automatik kerosakan elektrik dirancang dan dikembangkan. Protaip ini dikembangkan 

dengan menggunakan Arduino MEGA2560 sebagai pengawal utama yang dihubungkan 

untuk mengawal proses masukan dan keluaran. Bekalan kuasa, pengesan arus, pengesan 

voltan, potensiometer, pengatur voltan, dan LCD dipasang ke dalam litar untuk 

menganalisis prestasi sistem dari segi keberkesanan pengesanan dan lokasi kerosakan 

elektrik dalam sistem pendawaian domestik. Kerosakan yang berlaku akan dipaparkan 

pada skrin LCD dan modul GSM digunakan untuk menghantar mesej amaran kepada 

orang yang bertanggungjawab. Pada akhir projek, protoip yang dikembangkan berjaya 

menghantar pesanan amaran kepada pekerja elektrik dan kerosakan dapat dikesan. Oleh 

itu, masa dan tenaga pekerja dapat dijimatkan dan kerosakan dapat dikesan dengan lebih 

berkesan. 
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ABSTRACT 

 

 

 

 

 

Fault is an imperfection that occurs on electrical lines that can lead to failure in an 

electrical wiring system such as fire burning and a fatal effect to the human body. A 

conventional method will use electrical workers to detect the fault occurs. This method is 

wasted time and most dangerous part due to require electrical workers to check the 

location of the fault. However, to overcome these problems, automated electrical fault 

detection is designed and developed. The prototype is developed by using Arduino 

MEGA2560 as the main controller interfaced to control both the process of input and 

output. A power supply, current sensor, voltage sensor, potentiometer, voltage regulator, 

and LCD are installed into the circuit to analyze the system performance in terms of the 

detection effectiveness and location of electrical faults in domestic wiring systems. The 

faults that have been occurs will be displayed on the LCD screen and GSM module used 

to transmit an alert message to a person in charge. At the end of the project, the developed 

prototype is successfully able to send alert messages to electrical workers and the fault 

can be detected. Subsequently, time and manpower can be saved and the fault can be 

detected more efficiently. 
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INTRODUCTION 
 

 
 

1.1 Background 

 

Fault can be described as an imperfection on electrical lines which can cause the 

electrical system failure like a fatal effect on humans and fire burning (Nandi, Toliyat and 

Li, 2005). In Malaysia, 405 accidents due to electrical failure occurred between 2005 and 

2011, and 191 people died due to accidents (Bonari, 2015). Therefore, by instead making 

the public aware of electrical safety and hazard, it is also necessary to consider proper 

protection devices as part of safety. While the single-phase system has had its own safety 

protection such as earth conductor, that is not necessarily a hundred percent efficient 

instantly (Abd Azzis, Mohd Nor and Ibrahim, 2013). 

Every day, a lot of people are injured in electrical incidents at home. Whether an 

old or new home, bad wiring can put in safety risks like shock and house fires can become 

a reality. Faulty wiring is the most common cause of fires in houses and buildings. The 

faults that may occur in a domestic building are short circuit fault, over-current fault and 

lightning fault. For industrial or domestic electrical, the protection system is the most 

important to avoid harm to the equipment. By installing Residual Current Device (RCD), 

many of these injuries could be prevented. Protection against RCD can save lives and 

families from fatal electrical shocks and can even provide some fire protection. Having 

an RCD modem consumer unit gives us better protection since it usually covers all cables, 

sockets and home appliances (Mohd Anuar Bin Mohamed Ayub, 2013). 
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1.2 Problem Statement 

 

A conventional method for electrical faults troubleshooting is commonly used 

daily for electrical installations workers. Most of this method has its weakness as an 

example; In order to solve the electrical fault, the location of the fault is required checked 

by manpower. This method is waste a time. In this context, it will take some time for the 

person in charge to find the correct location of the fault, depending on the difficulty of 

the electrical wiring. The more complicated the electrical wiring, the more complex it is 

to troubleshoot the problem occurs. On the other side, coping with high-risk situations 

also a weakness of conventional methods (Albert and Hallowell, 2013). This was the 

riskiest part due to unpredictable circuit events while troubleshooting. Even the Standard 

Operation Procedure (SOP) has been established by Suruhanjaya Tenaga Malaysia, 

however, still a risk of sudden unexpected occurrence due to the surrounding factor. The 

absence of real-time detection and monitoring was seen as a problem of conventional 

methods inefficient (Demirci et al., 2011). 

 
1.3 Objective 

 

The purposes of this project are as follows: 

 

a) To design and develop a microcontroller-based circuits and hardware for an 

automated electrical faults detection system. 

b) To apply a GSM network system for update control and monitoring for the 

electrical faults detection system. 

c) To analyze the system performance in terms of the detection effectiveness and 

location of electrical faults in domestic and industrial’s single-phase wiring 

systems. 



3  

1.4 Scope 

 

This project focusses on the development of an automated electrical faults 

detection system with GSM module and considered for single-phase wiring system in 

domestic and industrials. The purpose of the microcontroller is to controller of the overall 

system for the automated electrical fault detection and the location fault occurs. The GSM 

network system is applied in this project to update control and monitoring the electrical 

fault detection system by sending a message. Other components of this project are power 

supply, current sensor, voltage sensor, voltage regulator, potentiometer and LCD are 

installed to analyse the system performance in terms of detection effectiveness and 

location of electrical fault. Thus, there will be a hardware part of this project. To program 

the board, Arduino Integrated Development Environment (IDE) software will be used in 

the software program section of the application. 
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LITERATURE REVIEW 
 

 
 

2.1 Electrical Faults 

 

In electrical systems, the fault is the abnormal condition which damages the 

electrical failure of the equipment and disturbs the normal flow of the electric current. 

Faulty wiring is the most prevalent factor in the house and buildings such as faulty 

appliance, loose electrical connection, overloading of a circuit and circuit breaker 

tripping. The type of faults in electrical wiring is explained below: 

 
2.1.1 Over-current fault 

 

The National Electrical Code describes over-current as any current that exceeds 

the rated current of equipment or the amp city of the conductor. The current flow of the 

conductor always generates heat. The higher the current flow, the hotter the conductor. 

Excess heat is harmful to people and electrical components. An over-current protection 

device is used to prevent unnecessary current flow to the conductors. This protection 

device ate intended to maintain the current flow in a circuit in a safe condition to avoid 

overheating the circuit conductor. The fuse or wire may melt or damage the other 

elements of the circuit when the current that designed to carry greater than which a circuit 

or fuse (Tenaga, 2007). It could be due to short fault, ground fault, or overload. 
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2.1.2 Short-Circuit Fault 

 

The short circuit is required that allows the current to move along an unwanted 

path without or very low impedance. It is an abnormal low-resistance connection between 

two electrical circuit nodes, which is supposed to be at different voltages. Accidental 

short-circuits, particularly between the high and low voltages of a power supply may 

allow very strong current to flow, potentially cause circuit damage, overheating, 

explosion or fire. While typically the result of a fault, there are situations where short- 

circuit are intentionally caused, for example, voltage-sensing of crowbar circuit 

protectors. 

Short circuit fault current can be thousands of times larger than the normal 

operating current of the system within one millisecond (Bhatia, A, 2019). Short circuit 

damage can be avoided or reduced through the use of fuses, circuit breakers or another 

overload protection that disconnects the power in reaction to unnecessary current. Figure 

1.1 shows the short circuit incidence within the residential electrical wiring. 
 

 

 

Figure 2.1: Short circuit 
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2.1.3 Over-voltage Fault 

 

In an electrical circuit, when the voltage exceeds the maximum value of the 

operational voltage, this is known as overvoltage. The over-voltage can cause an 

excessive voltage stress and excess acurrent flow. The most harmful over-voltage is 

triggered by an oversupply in electricity such as lighting strikes. The high-voltage power 

range can burst fuses, the power can be in hundreds of kilovolts (kV) and destroy more 

sensitive electrical devices when overvoltage is triggered by lightning strikes. The 

internal overvoltage caused by the switching operation occurs under normal conditions or 

when network fault occurs. The output voltage increased dramatically when an unloaded 

long line is activated, resulting in over-voltage in the system due to the Ferranti effect. 

 
2.1.4 Ground Fault 

 

A ground fault is an abnormal flow of electricity that can experience a number 

of different types of faults. It is one type of fault which the unintended path of the electric 

current is flowing directly to the earth. An electrician, a ground fault occurs when a hot 

wire makes contact with either grounding wire or a grounded part of the system, such as 

a metal electrical box. Uncontrolled flow allows the circuit breaker to trip due to the 

ground fault. The main danger of ground faults is the possibility of shock when a person 

comes in contact with the path of least ground resistance and standing on the ground or 

in a damp location. In the installation, fault protection devices are used to protect the 

equipment and for the safety of people. 




