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ABSTRACT 

 

 

 

This project is about biometric door opener with appointment system with face 

recognition for office security. Security become a threat now days. The number of thefts 

and identity fraud has become a serious issue and takes much time to control and monitor 

the large amount of visitor daily. To solve these problems, a face recognition system must 

be established. This system is powered by raspberry pi controller circuit. Raspberry Pi 

electronic board is operated on battery power supply, wireless internet connectivity, it 

includes pi camera module, solenoid door lock and LCD display. The LCD will display 

messages for the visitors and staff. The camera module will turn on when input from 

visitor or staff triggered based on the selection. The camera will capture the image. The 

system will recognize the face and if it is registered then it unlocks the door. If the system 

cannot recognize the face, the door will not open. The visitor must register and set 

appointment in order to enter the building. The visitor has to set appointment in the system 

based on the slots given by the admin of the management. All the appointment system 

registration and setting will controlled in phpMyadmin. The LCD will display the time 

and date of the visitor’s entry.  The security system is designed for small scale of office 

condition with the uses of a Raspberry Pi controller. 

  



 

vii 

ACKNOWLEDGEMENTS 

 

 

I would like to express my deepest appreciation to God for guiding me and giving 

me strength from within. I would also like to thank those who provided me the possibility 

to complete this report.  A special gratitude I would like to give to our final year project 

supervisor, MOHD ANUAR BIN ADIP, whose contribution in stimulating suggestions 

and encouragement, helped me to coordinate my project especially in writing this report. 

I would also like to thank my lecturers in this college who have given me guidance in 

choosing the components and giving me a better clear understanding on making the 

project to come to life. 

 

Furthermore, I would like to convey my gratitude to my teammates, whose have 

invested their time and full effort in guiding me in achieving the goal.  The information 

and extra notes that was shared is highly appreciated. Finally, I would like to thank my 

mom and dad, for supporting me, giving me the words of encouragement also for having 

patience with me. 

 



 

viii 

TABLE OF CONTENTS 

TITLE PAGE 

 

DECLARATION  iv 

APPROVAL  v 

ABSTRACT  vi 

ACKNOWLEDGEMENTS vii 

TABLE OF CONTENTS viii 

LIST OF TABLES  xiii 

LIST OF FIGURES  xiv 

 INTRODUCTION 1 

1.0 Introduction 1 

1.1 Background 1 

1.2 Problem Statement 2 

1.3 Objectives 2 

1.4 Scope of the project 3 

1.5 Expected Result. 3 

 LITERATURE REVIEW 4 

2.0 Introduction 4 



 

ix 

2.1 Introduction of Face Recognition Based Door Lock Security with appointment 

system. 5 

2.1.1 Evolution of Door Lock Security System 5 

2.1.1.1 Keypad and Accesses Card Door Lock System. 5 

2.1.1.2 Biometric Based Door Lock System. 6 

2.1.2 Comparison of evolution in door lock security system 8 

2.2 Review of Related Works. 8 

2.2.1 Face Recognition for Security Efficiency in Managing and 

Monitoring Visitors of an Organization. 8 

2.2.2 Real Time Face Detection and Recognition System. 10 

2.2.3 Door Security using Face Detection and Raspberry Pi. 11 

2.2.4 Design and Implementation of the Smart Door Lock System 

with Face Recognition Method using the Linux Platform 

Raspberry Pi. 12 

2.2.5 Web-based online embedded door access control and home 

security system based on face recognition. 16 

2.2.6 Automatic Door Access System Using Face Recognition 17 

2.2.7 IOT based Facial Recognition Door Access Control Home 

Security System 19 

2.2.8 Enhanced smart doorbell system based on the face 

recognition 21 



 

x 

2.2.9 Design and Development of Visitor Management System. 22 

2.2.10 Smart Face Recognition Security Based on Raspberry Pi. 23 

2.3 Summary of related works 26 

2.4 Comparison of related work 30 

 METHODOLOGY 32 

3.0 Introduction 32 

3.1 Project design overview 32 

3.2 Project Development 33 

3.1.1 Project Flow 33 

3.3 Hardware Development 35 

3.3.1 Raspberry Pi 3 Model B+ 35 

3.3.1.1 Operation Principle of Raspberry Pi 3 Model B+. 36 

3.3.2 Raspberry pi camera module. 37 

3.3.3 Solenoid Lock 38 

3.3.3.1 Operation Principle of Solenoid Door Lock 39 

3.3.4 LCD Display 16x2. 40 

3.3.4.1 Pin Configuration 41 

3.4 LED lights 42 

3.5 Summary of Hardware Implementation. 42 

3.6 Software Development 43 



 

xi 

3.6.1 Raspbian OS 44 

3.6.2 Python IDLE. 45 

3.7 HTML: Hypertext mark-up Language 45 

3.8 phpMyAdmin 46 

3.9 Project Flow Explanation. 47 

 RESULTS 48 

4.0 Overview 48 

4.1 Project design 48 

4.1.1 Description of project 49 

4.1.2 Overall design prototype 49 

4.2 Testing and implementation 51 

4.2.1 Overall system testing 51 

4.2.1.1 Staff entry system 51 

4.2.1.2 Visitor appointment system. 54 

4.3 Analysis 61 

4.3.1 Process of face capturing 61 

4.3.2 Process of face recognition 63 

4.3.3 Testing the face recognition 64 

4.4 Discussion 67 



 

xii 

 CONCLUSION AND RECOMMENDATION 69 

5.0 Conclusion 69 

5.1 Limitation 70 

5.2 Recommendation for Future Works 70 

APPENDIX  74 

 



 

xiii 

LIST OF TABLES 

TABLE  TITLE PAGE 

 

Table 2.1:  Comparison table of evolution in door lock security system 8 

Table 2.2  Comparison table of previous works. 30 

Table 3.1:  Specification of PI camera module. 38 

Table 3.2  The specification of magnetic lock 39 

Table 3.3  The specification of LCD display 41 

Table 4.1  Percentage of error obtain while testing the system 67 

 

 

  



 

xiv 

LIST OF FIGURES 

FIGURE  TITLE PAGE 

 

Figure 2.1  Keypad password and RFID door lock. 5 

Figure 2.2  Fingerprint door lock. 7 

Figure 2.3:  The process flow of the entire system. 12 

Figure 2.4:  Cascade classifier. 13 

Figure 2.5:  Block diagram of the system. 14 

Figure 2.6:  Overview of the system configuration layout. 17 

Figure 2.7:  Overall block diagram of automatic door access system using face 

recognition. 18 

Figure 2.8  Project flow chart. 20 

Figure 2.9:  Overall VMS Framework. 23 

Figure 2.10:  Flow chart of Smart Face Recognition Security Based On Raspberry 

Pi 25 

Figure 3.1:  Process flow of the face recognition door lock system. 33 

Figure 3.2:  Raspberry Pi 3 model B GPIO pinout diagram. 35 

Figure 3.3:  Raspberry pi camera module V1.3 with CSI ribbon cable 37 

Figure 3.4:   The solonoid door lock. 38 

Figure 3.5:  Raspberry Pi LCD display 40 

Figure 3.6  Mega 1W led lights 42 



 

xv 

Figure 3.7:  Raspbian operating system. 44 

Figure 3.8:  Python IDE software platform. 45 

Figure 3.9  phpMyAdmin interface. 46 

Figure 4.1  Overall system block diagram 49 

Figure 4.2  The main controller in hardware system 50 

Figure 4.3  The overall system hardware components 50 

Figure 4.4  Finish prototype design 51 

Figure 4.5  Input display of the admin page. 52 

Figure 4.6  Staff registration input page 52 

Figure 4.7  Face capturing initiation 53 

Figure 4.8  Message after the image or face captured 53 

Figure 4.9  Input page for staff entry and visitor entry. 54 

Figure 4.10  The door is unlocked after face recognition. 54 

Figure 4.11  The main page of the admin 55 

Figure 4.12  Appointment date and time registration page 56 

Figure 4.13  Data entry of the appointment 56 

Figure 4.14  Appointment successfully saved 57 

Figure 4.15  The main page for visitor to register 58 

Figure 4.16  Time and date slot allocated 58 

Figure 4.17  Face capturing and saving 59 

Figure 4.18  Message after face captured. 59 



 

xvi 

Figure 4.19  Main page to attending the appointment 60 

Figure 4.20  Time slot to enter the appointment 60 

Figure 4.21  Message after face is recognized. 61 

Figure 4.22  Coding for initiate face capturing 62 

Figure 4.23  Total 30 pictures per user 62 

Figure 4.24  The face recognition coding 64 

Figure 4.25  Sample data that captured for face recognition. 65 

Figure 4.26  Sample of data with errors 66 

 

  



 

1 

  

 

INTRODUCTION 

1.0 Introduction 

 This part of the report consists of the project background, problem statement, 

objective and the scope of the project. The main objective of this project is to tackle the 

problem that is affirmed in the problem statement. 

1.1 Background 

The development of Information Technology (IT) has led the rapid change in 

human lifestyle. Modern advance of electronic and communication technology has made 

the application of computer, networking and mobile devices to be implemented in our 

daily life. These changes have catalyzed the development of Internet of Things (IoT) in 

biometrics data has become popular for automatic personal identification in access control 

instead of using cards, passwords or pattern. By using special hardware like fingerprint 

scanner, DNA analyzer, and palm scanner used to collect most of the biometrics details. 

Contacts between the required hardware needed in order to collect the data. Face 

recognition does not require any contacts with the hardware. Face is detected significantly 

by using face detection technique and the entire face recognition is completed without 

touching with any hardware. It is one of the few biometrics methods that acquires the 

qualities of both low intrusiveness and high accuracy. Face recognition technology has 

range of applications in law enforcement and inspections, access control, information 
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security, smart cards, others. It has many potential applications such as surveillance, 

credit cards, password security, etc. 

1.2 Problem Statement 

The biggest issues faced by most organization is that it takes much time to 

manage and monitor the large amount of visitor daily. Common visitor management 

system is by manual log book or visitor pass card. This manual system requires the 

visitors to register with the person in-charge before they can enter the office or the 

building. This manual system was applied by most of the organization either in 

government sector or private sector. Companies which has many visiting, would face this 

problem, as the obsolete technology is time consuming.  

Besides that, the number of theft and identity fraud that happens daily, which are 

faced by these organization is mind blowing. Old system has been compromised since the 

development of technology in past 10 years. The major drawbacks in a common door lock 

are that anyone can open a conventional door lock by duplicating or stealing the key and 

can duplicate the access card and keypad number lock.  

Due to these problems a solution needed to ensure better security system to the 

organization. 

1.3 Objectives 

Despite of there are many similar products are available in the market, however 

there are still a lot of improvement can be done. The objectives of this project are: 

1) To study a biometric door opener using face recognition for office security with 

appointment system.  
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2) To develop a product that would make the customer or visitor login system faster 

and secured via automation. 

 

1.4 Scope of the project 

The scope of this project is to develop a security system with the implementation 

of face recognition algorithm. The person who has been recognized by the system will be 

allowed to enter the premises without any restriction because, their details will already be 

saved into the database of the system. On the other hand, the face identity of the regular 

entries will also be captured and saved in the database of this system. The unidentified 

entry can set their appointment according to the time slots that have been allocated by the 

management. The boundary and the coverage of this project is limited for office uses 

only. 

 

1.5 Expected Result. 

From this project development, a biometric door opener with appointment 

system using face recognition for office security will be a device that control security 

system of a company or organization. This project will provide fast login system for the 

visitors to the premises because of the fully automatic visitor’s appointment system which 

is controlled by the visitor. All the login details of the visitors will be saved and secured 

in the database of the system. It will be very helpful to the management to track their 

record for future references. 
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LITERATURE REVIEW 

2.0 Introduction 

This chapter provides a detail description about what have been published on 

some topics by scholars and researchers. The fundamental reason for composing this 

writing audit is to obtain learning and thoughts that have been set up about face 

acknowledgment in real-time that will be focused on Biometric Door Opener with 

Appointment System Using Face Recognition for Office Security. The review also 

highlights the strengths and weakness of the existing works and also the evolution of door 

lock system from keypad to biometric system. Besides that, there are a number of 

resources on the topic of Face Recognition system that have been widely published. This 

information has been collected from different resources such as published documentation, 

white paper and journals in the web site. It provides an overview of literature review as 

well as basic concept on how face recognition security is carried out by using various 

methods. 
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2.1 Introduction of Face Recognition Based Door Lock Security with 

appointment system. 

2.1.1 Evolution of Door Lock Security System 

The industrial revolution was a clock time of fast development and innovative 

headway. The numerous growth and upgrades inside the security system just ignition lock 

innovation. At that point, progressions in computerized and PC innovation carried with it 

numerous new conceivable outcomes and enhancements in entry locking model. In 

addition, the consistently development needs of security, protection, and safety in current 

society have brought about new doorway lock advancements that incorporate the idea of 

customary lock model with computerized innovations. The evolution of access control 

systems forms password pins and access card readers to highly protected electronic 

devices such as bio metric access control.   

 

2.1.1.1  Keypad and Accesses Card Door Lock System. 

 

 

Figure 2.1 Keypad password and RFID door lock. 
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The older security door lock system is using keypad password and access card 

to control the mechanism knob. It requires user to remember the password and keep the 

access card all the time without lost it. The cons of this system are for the older age and 

younger user it is not easy for them to memorize the combination of password and also it 

is easy for hackers to crack the system and duplicate the access card with the current 

technology. RFID card is another security system has been produced to identify user 

identity. It just like a key but in card form and also it can unlock the door within second. 

RFID combination also can be easily duplicated with the current technology. 

 

2.1.1.2 Biometric Based Door Lock System. 

The palm scanner technology is the next stage for fingerprint impression 

acknowledgement. It works by capturing the image of palmtop. Firstly, the system capture 

or scan an image of the palmtop then it processes on that image by partitioning it and 

finally recognize the person. Therefore, the error percentage can be reduced in biometric 

security methods and it will overcome the problems faced by fingerprint recognition. This 

biometric impression technique is very functional in bank lockers. But unique finger 

impression affirmation the vein identifier and iris scanner give best and exact result 

thusly, in the bank security system, microcontroller unendingly watches the Vein 

Detector and Iris Scanner through keypad confirmed codes. The remote movement 

indicator will be dynamic amid night, if any discovery recognized in its yield, the 

controller sense it and turn on the caution sound. As of late, the fast based important 

segment investigation approach is proposed for the face acknowledgment and face 

recognition process.  
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Figure 2.2 Fingerprint door lock. 

 

Fingerprint is also widely used as a way to identify a person identity. That why 

it is also had been used for security door lock. Everyone has their own unique fingerprint 

except some disabled person and very small group of people in this world they do not 

have fingerprint. Nevertheless, there are still a bigger group of people could not be 

identified by fingerprint sensor. This is because they have a poor quality of fingerprint 

cause by their age, occupation and the other factors. The main reason why biometrics 

fingerprint door lock not widely used at household is because the high price tag. 
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2.1.2 Comparison of evolution in door lock security system 

Table 2.1: Comparison table of evolution in door lock security system 

Security system  Security level Cost Devices 

required 

Social 

sufficiency 

 

Password Low  Low  Keypad  High  

Facial recognition  Medium   Medium  Camera  High  

Fingerprint  Medium  Medium Scanner  High  

Palmtop  Medium High  Scanner  Low  

Iris scanner  High  High  Camera and 

scanner 

Low  

 

2.2 Review of Related Works. 

In this session, all the related work regarding face recognition door lock system 

and some visitor management system based on face recognition was reviewed in detail 

and explained in detail.  

 

2.2.1 Face Recognition for Security Efficiency in Managing and Monitoring 

Visitors of an Organization. 

Based on the author, this paper talking about on a framework that ready to 

oversee and screen the guests of an association utilizing face acknowledgment as a 

verification strategy (Behzad Shoarian Satari, 2015). After the validation and 


