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ABSTRACT

Nowadays, most of our routine tasks are no longer done by human but
computer has taken the place. Computers are serving as important data processing
devices and data storage. However, there is an issue that occurs, is it the computers

are secured?

A secure computer can prevent unauthorized access and secure sensitive
information from being stolen. However, there are many people do not know how to
secure their computer. Local Security Policy refers to a collection of settings relating
to the security of computers that running Microsoft Windows OS. Based to the

settings, we can determine the window is hardening or vulnerability to be attacked.

Currently, the Local Security Settings is checkec{ manually and it is time-
consuming. Furthermore, there are many users do not know how to check the settings.
Therefore, the proposed system shall solve all of the limitations above as the
proposed system can check the settings and compare with benchmarks automatically.

Then, users can base on the checking and take necessary precaution.
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ABSTRAK

Pada zaman sekarang, semakin banyak kerja harian telah dilakukan
menggunakan komputer. Komputer dilayani sebagai satu peranti pemprosesan data
dan simpanan data. Namum begitu, satu isu telah dibangkitkan, adakah komputer

tersebut selamat?

Komputer yang selamat dapat menghalang pengguna yang tiak sah dan
melindungi data yang penting. Namum begitu, kebanyakan pengguna tidak tahu
melindungi komputernya. Local Security Policy adalah koleksi tatacara bagi
keselamatan komputer. Berasaskan tatacara tersebut, kita dapat menentukan

komputer tersebut sleamat atau senang diserang.

Pada masa sekarang, Local Security Settings adalah disemak secara manual
dan ini amat memakan masa. Selanjutnya, ada banyak pengguna yang tidak tahu
menyemak tatacara tersebut. Oleh demikian, satu sistem akan dibangunkan untuk
menyelesaikan masalah tersebut. Sistem tersebut akan menyemak tatacara dan
membandingkan dengan benchmark secara automatik. Maka, pengguna dapat
mengambil tindakan pencegahan yang diperlukan.
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CHAPTER 1

INTRODUCTION

1.1 Project Background

Information Security is an important issue in network. Information Security is
defined the protection of information and the systems and hardware that use, store
and transmit that information. A secure environment can prevent and protect
sensitive information such as credit card information or password from being stolen
by unauthorized people. However, most of the people do not know how to secure
their information or computer. This phenomena leads to security threat, such as

hacking.

Center for Internet Security (CIS) is non-profit enterprises that help
organizations reduce the risk of business and e-commerce disruptions resulting from
inadequate technical security controls. CIS provide benchmarks, information,
suggestions or ideas to organizations attempting to improve the security of their

network, systems or devices.

The benchmark is a recommended technical control rules or values that use
for hardening operating systems, middleware, software applications and network
devices. Users can use these benchmarks to enhance their personal network security
or computer. Basically, the benchmarks are described in terms of updating the Local
Security Policy. The Local Security Policy Editor is located in the Administrative

Tools menu. Users manually checking the settings in Local Security Policy and
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compare 1t with the benchmarks. After that, users will be able to determine whether

the system 1s vulnerable to attack or not.

All of the checking and comparing activities are done by manually is time
consuming. So, a system will be developed to check the settings in Local Security

Policy and compare it with benchmarks automatically.

1.2 Problem Statements

Currently, there is no any system that can automatically check the security
settings. Thus, users will waste time in checking and comparing the settings in Local
Security Policy. Besides, Local Security Policy consists of many sub policy where
users does not know how to check the settings. Even they know how to check the

settings, they also face difficulties when want to configure it.

1.3 Objective

The objectives of this project are as follows:
e To develop a system that can check and compare the settings in Local
Security Policy with benchmark automatically.
e To improve the safety level of the system

e To instruct users how to secure their system

1.4 Scope

The system is developed to check and compare the settings in Local Security

Policy. Basically, the system is build by using the JAVA and the platform for using
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the system is focus on Window Server 2003 Standard Edition. The settings in Local
Security Policy that will be check is the checklists that locate in Local Policies and

Account Policies. The target user of the system will be everyone.

1.5 Project Significance

At the end of the project, users will know how to secure their computer. This
indirectly can improve the safety level of the computer and prevent the happen of

security threat.

1.6 Expected Output

By completing this project, a system will be developed to check the settings
in Local Security Policy and compare the current settings with the benchmark
settings automatically. If the setting is match, the status is mark as Pass while the
setting is no match, the status is mark as Fail. Table 1.1 below show that the part of

the checklists in Account Policies and Local Policies.

Table 1.1: Checklists in Account Policies and Local Policies

1. Account Policies

1.1 Password Policy

1.1.1 Enforce password history 24 passwords Pass
remembered

1.1.2 Maximum password age 42 days Pass

1.1.3 Minimum password age 1 day Fail

1.2 Account Lockout Policy

1.2.1 Account Jockout duration 15 minutes Fail
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1.2.2 Account Jockout threshold 15 attempts Fail

2. Local Policies

2.1 Audit Policy

2.1.1 Audit account logon events Success and Pass
Failure

2.1.2 Audit account management Success and Fail
Failure

2.2 User Rights Assignment

2.2.1 Access this computer from the network | <Not Defined> Fail

2.2.2 Act as part of the operating system <None> Fail

2.3 Security Options

2.3.1 Accounts: Administrator account status | <Not Defined> Fail

2.3.2 Accounts: Guest account status Disabled Pass

1.7 Conclusion

As a conclusion, the system that will be developed is able to solve the
problem about the time consuming in checking and comparing the settings in Local
Security Policy. The system also able to improve the secure state of a computer and

every user are becomes the security aware to improve the safety level of the internet.
In the next chapter, the literature review and project methodology chapter are

going to focus about the research that related in the project. Besides that, project

methodology, project schedule and milestone are also will be explain in next chapter.
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