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ABSTRACT 

Cryptography is an art where the message is transformed into other forms by 

using some algorithms. It is widely used in transfemng data and message through 

network. The two algorithms used in this system are Advanced Encryption Standard 

(AES) and Data Encryption Standard (DES) which is the fundamental of the modem 

cryptography. The purpose of this project is to develop a system which can be served 

as a teaching tool for lecturers and students to use it when teaching or learning 

modem cryptography. Since the system is a teaching tool, it must be error free end 

user-friendly. This system was developed using Java programming language which is 

a type of object-oriented programming. The purpose of choosing Java because it can 

be run in multiplatform and it is easier to be improved in future. The methodology 

used is Object-Oriented Analysis and Design (OOAD) so that the system can be 

developed smoothly and fulfill all the scopes and objectives defrned for this project. 



ABSTRAK 

Kriptografi merupakan suatu seni di mana maklumat akan diubah ke bentuk 

yang lain dengan menggunakan algoritma yang tertentu. Pada masa kini, kriptografi 

digunakan secara meluas untuk tujuan menghantar data atau mesej melalui 

rangkaian. Dua algoritma yang digunakan dalam projek ini ialah Advanced 

Encryption Standard (AES) dan Data Encryption Standard (DES). AES dan DES 

merupakan asas kepada kriptografi moden. Tujuan sistem ini dibangunkan adalah 

untuk dijadikan alat bantu mengajar kepada pensyarah dan pelajar yang sedang 

mempelajari subjek kriptografi. Oleh itu, hasil pengiraan oleh sistem ini haruslah 

tepat dan benar. Oleh sebab system ini merupakan alat bantu mengajar, maka sistem 

ini mestilah bebas kesilapan (error-pee) dan ramah pengguna. Sistem ini 

dibangunkan dengan mengunakan bahan pengaturcaraan Java yang berorientasi 

objek. Bahan pengaturcaraan Java dipilih kerana ia boleh diubahsuai dengan lebih 

senang pada masa hadapan. Metodologi yang digunakan dalam projek ini ialah 

Object-Oriented Analysis and Design (OOAD) supaya sistem ini dapat dibangunkan 

dengan lebih lancar dan memenuhi semua skop dan objektif projek ini. 
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CHAPTER I 

INTRODUCTION 

1.1 Project Background 

Data Encryption Standard @ES) was introduced in 1977 and it is used 

widely due to the rapid development in hardware with memory and the use of 

computer networks until today (Eskicioglu and Litwin, 2001). It is used to encrypt 

data to store in personal computer or to send over internet for security purpose. 

Owing to the fast path development in Science and Technology, there are many 

machines or hardware created to break the DES code which is in 56-bits in several 

minutes. As a result, Advanced Encryption Standard (AES) started to develop in year 

2000 with more possibilities of key and more time needed to break the code 

(Yenuguvanilanka and Elkeelany, 2008). 

This system can be used for many purposes such as a teaching tool for 

subjects related to data encryption, comparison tool for the encryption in network 

field and so on. Currently, there are quite number of existing systems for data 

encryption. However, many of them only support for either one of the algorithms. 

Besides that, they only show the fmal result after the data encrypted. The additional 

function for this system is it supports both DES and AES algorithm. Instead of only 

showing the ciphertext, this system is able to display the results obtained in every 

single rounds. 



1.2 Problem statement 

AES and DES algorithm are very important to the students who are studying 

Computer Science especially for those who are majoring in Networking. To learn 

and understand these algorithms is not easy if there are no simulation tools to help 

them. Maybe they can understand the concept of these two algorithms, but when it 

comes to practical part where they are asked to do exercises, they might face problem 

in finding the correct and accurate answer. To err is human, the answer could be 

wrong if they are careless when doing calculation. So it would be better if they have 

a tool where they can compare their answer. 

There are dozens of simulation tools we could find through internet but most 

of them only show the final result. So if the answer was wrong, it is very hard to 

trace back where they have done wrongly. Besides that, it is hard to frnd a tool which 

can support both of the algorithms and most of the system can only run online or we 

need to purchase before we can use it. To avoid plagiarism issues, most of the online 

tools or applications have set some default keys instead of letting the user to key in 

their own key to perform AES or DES; this could be one of the limitations of online 

system. To be different from others, this system is developed using Java 

Programming Language which is able to work offline or normally known as 

standalone software. Moreover, it can be run in many other platforms as the 

computers in lab might be installed with other operating system such as Linux, Sun 

Solaris, Fedora and so on. Lastly, user can choose their own preferred key to perform 

the algorithms. 



1.3 Objective 

The objectives to develop this system are: 

To develop an error-fiee and user-friendly system to perform the AES 

and DES algorithm. 

To develop a system that can be used to display the results in every 

rounds of the process for both algorithms. 

To develop a system which can be used as teaching tool or 

comparison for the results obtained. 

1.4 Scope 

The scopes of this project are: 

• Covered the encryption part only for both of the algorithms. 

Targeted to students, lectures and networking engineer (responsible 

for data encryption part only). 

Developed a standalone type data encryption system that contains two 

methods which are DES and AES. 



1.5 Project Significance 

This system is developed for students or lecturers who are learning or 

teaching subjects related to data encryption. This is because this system can show the 

results obtained in every round for DES and AES, so they can be more confmed to 

their answer. Besides that, they are able to trace back their mistakes easily. 

1.6 Expected Output 

The system will have interfaces that: 

Allow the user to choose the type of encryption algorithm they want to 

use. 

Allow user to enter the message (plaintext) and key. 

Display the results in every single round. 

1.7 Conclusion 

In conclusion, this is a system to encrypt message using either DES algorithm 

or AES algorithm. It is expected to display the results of every rounds of the process 

during encryption. The purpose of developing this system is to hope that it is able to 

serve as teaching or comparison tool. Developing this system is the next activity after 

this, the programming language chosen to develop this system is Java. Besides that, 



literature review and project methodology will be discussed in the following chapters 

based on the articles and journals found. The next chapter is about the literature 

review and project methodology which will be discussing about the previous 

research and the methodology used to develop this system. 



CHAPTER 11 

LITERATURE REVIEW AND PROJECT METHODOLOGY 

2.1 Introduction 

In this chapter, the two main topics on literature review and proposed solution 

are being discussed. First of all, in the topic of literature review, there are three parts 

or subtopics which will describe mainly about the issues and topics related to Data 

Encryption Standard (DES) and Advanced Encryption Standard (AES). The fmt part 

is about the domain of this project and the second part is describing some of the 

keywords related to the project. The last part is about the previous researches done 

by other researchers. All of them are based on some journals or findings which could 

be found on websites or reference books. Thus, during doing literature review, it 

could be an opportunity to read and study deeply about what is data encryption all 

about. 

The second main topic for this chapter is proposed solution. After studying 

the findings, it is time to analyse them and propose the solutions for this project. 

Hence, this topic comprises of several subtopics to describe about the methodology 

being used and the project schedule or milestones. Thus, when doing this chapter, it 

involves a lot in applying the knowledge for the related subjects such as S o h a r e  

Development, Software Engineering, Project Management and etc. 


