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ABSTRACT

This thesis presents an FPGA implementation of Advanced Encryption
Standard (AES) algorithm. AES is an encryption technique for the purpose of
protecting sensitive and valuable data from being intercepted by unwanted parties.
AES is widely used in government, military and banking applications. The AES
algorithm can be implemented using High Level Language such as C/C++ running on
general purpose processor or Hardware. However, for the real-time high speed
applications, the AES algorithm must be implemented in hardware due to its high
computational requirement. In this project, the AES is mapped to a parallel digital
architecture to obtain highest speed implementation. The AES digital architecture is
modelled using Verilog coding, simulated and its functionality verified using ISim
Xilinx ISE Design Suite. The simulation results prove correct functionality of the
Verilog AES Model. The AES design has been synthesized and implemented on
FPGA. System Generator Hardware Co-simulation is used to verify the design in
FPGA. The output results from the hardware-co simulation match the simulation

results.
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ABSTRAK

tesis ini membentangkan pelaksanaan FPGA algoritma Advanced Encryption
Standard (AES). AES adalah teknik penyulitan untuk maksud melindungi data sensitif
dan berharga daripada dipintas oleh pihak yang tidak diingini. AES digunakan secara
meluas dalam aplikasi kerajaan, tentera dan perbankan. Algoritma AES boleh
dilaksanakan menggunakan High Level Bahasa seperti C / C ++ berjalan pada
pemproses tujuan am atau perkakasan. Walau bagaimanapun, bagi masa sebenar
aplikasi berkelajuan tinggi, algoritma AES perlu dilaksanakan dalam perkakasan
kerana keperluan pengiraan yang tinggi. Dalam projek ini, AES dipetakan kepada seni
bina digital selari untuk mendapatkan pelaksanaan kelajuan tertinggi. AES seni bina
digital dimodelkan menggunakan Verilog coding, simulasi dan fungsinya disahkan
menggunakan ISim Xilinx ISE Design Suite. Keputusan simulasi membuktikan fungsi
adalah betul untuk Verilog AES Model. Reka bentuk AES telah disintesis dan
dilaksanakan pada FPGA. System Generator Hardware Co-simulasi digunakan untuk
mengesahkan reka bentuk dalam FPGA. Hasil output dari simulasi perkakasan-co

sepadan dengan keputusan simulasi.
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CHAPTER

INTRODUCTION

1.1 Project Background

Secure communication is very important aspect in communication where it
give a security assurance during the activity of voice conversation, video conference,
image and data transfer. It needs a significant and reliable process to ensure when
transferring the data it is in secure condition for sender to receiver in communication
system and vice versa. To make sure data is secured and protected from being
intercepted by others parties, the system need to have an encryption and decryption
of data. Encryption is the translation of data to a secret code. Apart from it is uses in
military and government to facilitate secret communication. Encryption also used in
protecting many kinds of civilian system such as Internet e-commerce, Mobile
networks, automatic teller machine transactions (ATM) and many more applications.
Encrypted data can only be deciphered when it has the password or private key.
Private keys is collection of data bits only known by authorized people who only
involve in that particular communication system. It is very important to manage the
key from being known by unauthorized person. The key needs to be private or secret

to maintain confidentiality.

The Advance Encryption Standard (AES) also known as the Rijndael
algorithm was selected as a standard algorithm on October 2, 2000 by National



Institute of Standard and Technology (NIST) [1]. AES is a Symmetric algorithms
based on the kind of Keys used. Symmetric algorithm is an algorithm that using same
private key in both sender and receiver part. The process of encryption and
decryption need to have same key in both side of sender and receiver. The function
of Private Key is important to encrypt and decrypt process of data or information.
AES is an algorithm that applies encryption method to convert plaintext to ciphertext

and decryption is method to convert the ciphertext to plaintext.

Plaintext Cipher text Cipher text Plaintext

Communication

» Channel

Private Key Private Key

Figure 1.1: Typical Data Encryption and Decryption

The main purpose of this project is an implementation FPGA of AES
algorithm. The encryption and decryption using AES algorithm with 128 bits data
input and 256 bits of Private Key. The 128 bits of data input is a standard data input
and the private key is the options either using 128 bits key, 192 bits key or 256 bits
key. This algorithm consists of 4 stages in encryption such as Substitute Bytes stage,
Shift Row stage, Mix Columns stage and Add Round Key stage. The decryption
stage consists of reverse process of encryption such as Inverse Substitute Bytes stage,
Inverse Mix Columns stage and Add Round Key. Another essential component in
AES is key expansion. Detailed explanation of the key expansion scheme is given in

Chapter 3.



1.2 Project Objective

The objectives of this project is to model the digital architecture of AES
algorithm using Verilog coding, simulate and verify the functionality using ISim
Xilinx ISE Design Suite. Then, to Synthesize and implement to verify the design in
hardware on FPGA. Next, to verify the design using System Generator Hardware

Co-simulation in FPGA.

1.3 Problem Statement

In communication system, the major concern is about how to protecting
secret data from being intercepted by other parties. In order to protect the data from
being intercepted it require a strong and reliable process. Cryptography is the system
or method that widely used to protect data. The cryptanalysis around the world,
always concern on this matter and they always try to develop the significant process
to overcome this problem. The encryption and decryption process are involve with
the mathematical analysis and it provide the reliable approach. In military,
government sector and public communication, the requirement of protecting the data
process is very important in order to assure the higher confidential during the
communication process. In military communication, they always dealing with the
higher degree of secret data such as order, location information and secret code. This
is need an uncompromised system that allow the data transfer without any worry and
prejudice. Enemy is always try to access or obtain the valuable secret data of military

activities and others information.

In relation to this problem, the AES encryption and decryption provide the
most reliable method in order to overcome this issue. AES is very complex, therefore
for real time data encryption it must be implemented using software-based and
hardware based. The previous of DES and others system it is can be only
implemented in software-based and it required more time to execute the encryption
and decryption process compare with AES. AES can be implemented in hardware-
based to gain the performance in speed of time. Beside that also, the DES is can be

applied for 64 bits input and 56 bit key data while the AES with 128 bits data input



and multi choices of 128 bits key, 192 bits key or 256 bits key that provide better

performance in encrypt and decrypt data.

1.4  Scope of Project

To achieve the design and progression of the project, the scope of the project
have been identified and divided into two main parts, which are simulation in

software and verify in hardware.

Developing the digital architecture of AES algorithm with 128 bits data input
and 256 bits of Private Key, is the initial stage of this project. In this stage, well
understanding and strong knowledge of algorithm is required in order to understand
all the stages in encryption and decryption process. In software simulation process,
the ISim Xilinx ISE Design Suite and System Generator Hardware Co-simulation
software been used to model and synthesize using Verilog coding and simulate it.
Verilog coding is uses to modelling the stages in AES algorithm such as Substitute
Bytes, Shift Row, Mix Columns, Add Round Key, Key Expansion, Inverse
Substitute Bytes, Inverse Shift Row and Inverse Mix Columns. The compiling
Verilog coding of all stages algorithm is to produce the overall process in encryption

and decryption data.

In hardware implementation, FPGA is used to implement and verify the
performance of the algorithm. Spartan 6 LX150T Development Board have been
used in this process. This process involve with implementation of algorithm in real
time application evaluation and hardware base to achieve the result of encrypt and

decrypt data.



CHAPTER 11

LITERATURE REVIEW

2.1 Chapter Overview

This chapter has gathered the summarized information of the relevant studies
to develop the FPGA implementation of AES algorithm. This chapter also carried out
the whole project to gain knowledge and skills needed to complete this project. The
main sources for this project are the previous project and thesis that related to the
project. The other sources of literature review are journals, articles and information
from books and internet. Those sources help to identify problem as well as giving an
ideas for analysis and decision making in this project. So, this chapter discuss about

the project and thesis related to the project.

The theories and related knowledge are important matter in order to develop
this project. Books, journals and articles are the proper sources to get related
information and knowledge. The information is essential being a guideline to
discover the component along with what kind of software which can be used with

this project.



2.2 Previous Project

According to Shivaraj.G.Nanden and Sharanagouda (2014), Cryptography
technology has changed the world today by being able to carry data found in physical
world to the electronic world with confidence. Hundreds of thousands of people
interact electronically every day, whether it is through email, e-commerce, e-bank or
cellular phone. As the network speed upgrades to the gigabits per second, the
software-based implementations of cryptographic algorithm would not meet it is
needed. The hardware-based implementations can greatly improve throughout and
reduce the key generation time. The process of cryptographic algorithms and the key
generation packaged in chip, which is not easily be read or changed by external
attacker. The hardware-based implementations can offer the higher physical security.
In recent year, hardware based implementation use the Field Programmable Gate
Array (FPGA) and Application Specific Integrated Circuit (ASIC) lacks of flexibility
and high development costs and long development cycle. FPGA with hardware of
security and high speed and software of flexibility and easy maintenance [1]. Based
on this journal, it shows the important of this AES algorithm to be implemented in
communication system in nowadays. This journal also suggesting with the future
work that concentrate on implementation of AES algorithm using 192 bits key or 256
bits key size. With this reasons, this project was implemented using the AES
algorithm with 256 bit key size with reason for efficiency that using with large key

size for security of data.

According to Amrutha K and Jayachandra Naidu V (2013), Encryption is a
process of transforming information or data to make it unreadable to anyone and
decryption is a reverse technique of encryption. Advance Encryption Standard (AES)
is a Federal Information Processing Standard (FIPS) and an approved cryptographic
algorithm that can encrypt and decrypt digital information. The AES algorithm is
capable of doing using cryptographic keys of 128 bits, 192 bits and 256 bits. Two
basics kinds of encryption are referred to as private key (symmetric key) encryption
and public key (asymmetric) encryption. The total number of rounds for algorithm to
execute the operation is determined by the key length. The key length of 128 bits will
execute the 10 rounds, 192 bits key will execute the 12 rounds but for the 256 bits

key will execute the 14 rounds. On this project the key length which use to



implement the algorithm is 128 bits also it means it execute the 10 rounds. The
algorithm commences with Add round key stages followed with 9 rounds of four
stages and also the last round consists only 3 stages. The 4 stages is Substitute Bytes,
Shift Rows, Mix Columns and Add Round Key. The final round execute the
Substitute Bytes, Shift Rows and Add Round Key only. Throughout the decryption
process, it execute a similar number of rounds however in inverse direction process.
The 4 stages involve is Inverse Substitute Bytes, Inverse Shift Rows, Inverse Mix
Column and Inverse Add Round Key. Substitute Bytes perform byte substitution that
is based on a multiplicative inverse of the finite field. Shift rows shifts components
from a particular row by an offset comparable to the row number. Mix Column steps
transforms each column using invertible linear transformation. Add Round Key steps
takes 4 x 4 blocks from an expanded key, and XORs it with all the ‘state’. The
Verilog HDL code is use to implement the algorithm and simulated it using the ISE
Xilinx software. The design was develop and tested on a Xilinx Spartan 111 XC3S400
FPGA [2]. This article also described the important of securing the data in
communication system. It also shows the AES algorithm is the approved and reliable
algorithm that can execute the encryption and decryption process in software-based

and hardware-based.

According to Joan Daeman and Vincent Rijmen (2002), Rinjdael is usually a
key-iterated block cipher; it contains the repeated use of round within the state. The
total number of rounds is denoted by Nr and rely on the block length as well as the
key length. This book illustrates with detail description regarding the AES algorithm.
It had been authored by the developer of AES algorithm. Within the chapter is
among the structure of Rijndael. It describe regarding the round transformation with
this AES algorithm in depth. The Sub Bytes steps is definitely the only non-linear
transformation in the cipher. Sub Bytes is usually a bricklayer permutation composed
of an S-box placed on the bytes from the state. The factors for S-box is Non-linearity
and Algebraic complexity. The Shift row step is usually a byte transposition that
cyclically shift the rows from the state over different offset. Row 0 is shifted over CO
bytes, row 1 over C1 bytes, row 2 over C2 bytes and row 3 over C3 bytes. The byte
at position j and row i moves to put (j - Ci) mod Nb. The structure criteria for that
offset are diffusion optimal and diffusion effect. Mix column step is usually a

bricklayer permutation operating within the state column by column. The structure



