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CHAPTER 1

INTRODUCTION

1.0 Overview

This chapter will cover the introduction of the project where it involve of the
project background, problem statement, objective of project, scope of project, thesis

outline and summary of work.

1.1  Project Background

Multimedia data security is becoming an important concern due to the fact that
multimedia applications affect many aspects of our life. To deal with the increasing
use of multimedia in industrial process, security technologies are being developed.
Multimedia encryption algorithms implemented in hardware have emerged as the most
viable solution for improving the performance of Multimedia encryption systems. The
introduction of reconfigurable devices and high level hardware programming

languages has further accelerated the design of encryption technology in FPGA. In this



paper, we report on the implementation and hardware platform of a real time video
encryption processing. The processing encrypts videos in real time using the AES
Algorithm. We propose a computationally efficient architecture for AES. The system

is optimized in terms of execution speed and hardware utilization.

1.2 Project Overview

The project is related to the process of Encryption and Decryption of a plaintext
using Advanced Encryption Standards (AES) algorithm, modelled in Xilinx System

Generator.
- performing encryption and decryption of text.
- focus on AES algorithm to perform the cryptographic with 256-bit key

expansion.

Xilinx System Generator is used in this project because it is easier to use for
those who are not very familiar with Hardware Description Language (HDL) such as
Verilog and VHDL. By using System Generator approach, it helps those people, also
be able to model an AES algorithm.

The AES algorithm can be implemented using general purpose processor
(using C) or Digital Hardware such as FPGA and ASIC. However, for real time
encryption application, the AES should be implemented in Hardware. ASIC
implementation can exploit massive parallelism in the AES algorithm and provide the
highest performance in terms of speed and power but lacks the configurability. FPGA
can take advantage of the AES parallelism and also offer flexibility and
programmability. FPGAs are attractive because they can provide the speed, rapid

prototyping and verification in hardware.
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1.3 Objective of Project

Encryption is important to secure data from being accessed by unwanted
personnel. The objectives of this project are being able to model an AES encryption

algorithm using Xilinx System Generator and to implement them on FPGA.

1.4 Scope of Project

In this project, the main part is to model and implement the Advanced
Encryption Standard AES-256 algorithm with Number of Round (N,.) and apply it on
FPGA board.



15 Thesis Outline

Chapter 1 is about the introduction of the project that consists of project

background, problem statement, objectives, scope of project, and summary of work.

Chapter 2 is about the literature review that explains about the background
study of the Advanced Encryption Standard and details about Field Programmable
Gate Array and mostly about application and the technologies existed before FPGA
technology. This literature review also explained about the parameter and technique

involved in designing AES algorithm and also stages for each round of AES process.

Chapter 3 explained about the research methodologies that consist of steps of

designing AES algorithm and also details about the specifications involved.

Chapter 4 mainly is for the result and analysis of AES algorithm after designing

using Xilinx System Generator and Matlab Simulink.

Chapter 5 is about the conclusion, references future work and appendixes.



CHAPTER 2

LITERATURE REVIEW

2.0 Overview

In this chapter will discuss the projects and paper work associated with this
project. Related work was studied to produce the quality and reliability of the project.
By analyzing the projects done before by other researchers, are likely to find out there
are a few features about the projects done. They also recommend some future work
that are a few features about the projects done. They also recommend some future
work that can be undertaken to improve the project. In addition, there are a few ideas
that are used to implement this project from other projects similar. An extended
literature review process from beginning to end of the project. By review the previous
work, the right of action for the project reliable and marketable. In addition, there are
a few findings from the internet and books used in this project. Along analysis at the
beginning of the project, special features specified in this project and the components
used in this project is determined. In addition it is functional and well understood

concept.



2.1  Previous Projects

2.1.1 Title : FPGA-Based Real-Time Implementation of AES Algorithm for
Video Encryption by Sonia Kotel, Medien Zeghid, Adel Baganne, Toufik Saidani,
Yousef Ibrahim Daradkeh, and Tourki Rached. [1]

Multimedia data security is becoming an important concern due to the fact that
multimedia applications affect many aspects of our life. To deal with the increasing
use of multimedia in industrial process, security technologies are being developed.
Multimedia encryption algorithms implemented in hardware have emerged as the most
viable solution for improving the performance of Multimedia encryption systems. The
introduction of reconfigurable devices and high level hardware programming
languages has further accelerated the design of encryption technology in FPGA. In this
paper, we report on the implementation and hardware platform of a real time video
encryption processing. The processing encrypts videos in real time using the AES

algorithm. We propose a computationally efficient architecture for AES.

The system is optimized in terms of execution speed and hardware utilization.
The design as know AES encryption processor is developed in Xilinx System
Generator and integrated as a dedicated hardware peripheral to the Microblaze 32 bit
soft RISC processor with the EDK embedded system and implemented targeting a
Spartan3A DSP 3400 device (XC3SD3400A-4FGG676C). The video encryption
processing has been verified successfully. The input comes from a live video acquired

from a CMOS camera and the encrypted video is displayed on a DVI display screen.



Figure 2.1 Full AES Key Storage Memory Address Encoding

For our proposed architecture, a memory elements configured as RAM are used
to store the RoundKeys (Figure 2.1). Three RAM’s with 2-bit input address and 128
bit output are used. The three RAM’s as know IPRam1, [IPRam2 and IPRam3 blocks
are automatically generated by the Xilinx tool. The first AES Round uses the
encryption key from the IPRAMI. Then, each turn uses its own key. This arrangement

allows simple decoding logic to select the appropriate key for the both AES Round.

2.1.2 Title : Simulation of Image Encryption using AES Algorithm by
P.Karthigaikumar and Soumiya Rasheed.[2]

With the fast progression of data exchange in electronic way, information
security is becoming more important in data storage and transmission. Because of
widely using images in industrial process, it is important to protect the confidential
image data from unauthorized access. This paper presents the design of a 128 bit
encoder using AES Rijndael Algorithm for image encryption. The AES algorithm
defined by the National Institute of Standard and Technology(NIST) of United States
has been widely accepted. Optimized and Synthesizable VHDL code is developed for
the implementation of 128- bit data encryption and process. Xilinx ISE9.2i software is
used for synthesis. Timing simulation is performed to verify the functionality of the

designed circuit.



Transmission of sensitive data over the communication channel have
emphasized the need for fast and secure digital communication networks to achieve
the requirements for secrecy, integrity and non-reproduction of exchanged
information. Cryptography provides a method for securing and authenticating the
transmission of information over insecure channels. It enables us to store sensitive
information or transmit it across insecure networks so that unauthorized persons
cannot read it. The urgency for secure exchange of digital data resulted in large
quantities of different encryption algorithms which are evaluated on the basis of
throughput speed of operation and area requirements. There are mainly two types of
cryptographic algorithms: symmetric and asymmetric algorithms. Symmetric systems
such as Data Encryption Standard (DES), 3DES, and Advanced Encryption Standard
(AES) uses an identical key for the sender and receiver; both to encrypt the message
text and decrypt the cipher text. Asymmetric systems such as Rivest-Shamir- Adelman
(RSA) & Elliptic Curve Cryptosystem (ECC) uses different keys for encryption and
decryption. Symmetric cryptosystems is more suitable to encrypt large amount of data

with high speed.

To replace the old Data Encryption Standard, in September 12 of 1997,the
National Institute of Standard and Technology(NIST) required proposals to what was
called Advanced Encryption Standard (AES).Many algorithms were presented
originally with researches from 12 different nations. On October 2nd 2000, NIST has
announced the Rijndael Algorithm is the best in security, performance, efficiency,
implement ability & flexibility. The Rijndael algorithm was developed by Joan
Daemen of Proton World International and Vincent Rijmen of Katholieke University
at Leuven. AES encryption is an efficient scheme for both hardware and software
implementation. As compare to software implementation, hardware implementation
provides greater physical security and higher speed. Hardware implementation is
useful in wireless security like military communication and mobile telephony where
there is a greater emphasis on the speed of communication. Most of the work has been

presented on hardware implementation of AES using FPGA.
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Figure 2.2 Detailed Block diagram of encryption part

In the encryption of the AES algorithm(Figure 2.2), each round except the final

round consists of four transformations:

1. SubBytes: Operates in each byte of the State independently. Each byte
is substituted by corresponding byte in the S-box.

ii. ShiftRow: Cyclically shifts the rows of the State over different offsets.

iil. MixColumn: In this operation the column of the State are considered as

polynomials over GF(28) and are multiplied with a fixed polynomial.
The MixColumn component does not operate in the last round of the
algorithm.

v. AddRoundKey: Involves bit-wise XOR operation.
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2.1.3 Title : Advanced Encryption Standard by Douglas Selent.[3]

Advanced Encryption Standard (AES) is the current standard for secret key
encryption. AES was created by two Belgian cryptographers, Vincent Rijmen and Joan
Daemen, replacing the old Data Encryption Standard (DES). The Federal Information
Processing Standard 197 used a standardized version of the algorithm called Rijndael
for the Advanced Encryption Standard. The algorithm uses a combination of
Exclusive-OR operations (XOR), octet substitution with an S-box, row and column
rotations, and a MixColumn. It was successful because it was easy to implement and

could run in a reasonable amount of time on a regular computer.

On January 2, 1997 the National Institute of Standards and Technology (NIST)
held a contest for a new encryption standard. The previous standard, DES, was no
longer adequate for security. It had been the standard since November 23, 1976.
Computing power had increased a lot since then and the algorithm was no longer
considered safe. In 1998 DES was cracked in less than three days by a specially made
computer called the DES cracker. The DES cracker was created by the Electronic
Frontier Foundation for less than $ 250,000 and won the RSA DES Challenge 11-2.
Current alternatives to a new encryption standard were Triple DES (3DES) and
International Data Encryption Algorithm (IDEA). The problem was IDEA and 3DES
were too slow and IDEA was not free to implement due to patents. NIST wanted a free

and easy to implement algorithm that would provide good security.

Additionally they wanted the algorithm to be efficient and flexible. After
holding the contest for three years, NIST chose an algorithm created by two Belgian
computer scientists, Vincent Rijmen and Joan Daemen. They named their algorithm
Rijndael after themselves. Supposedly Rijndael can only be pronounced correctly by
people who can speak Dutch and the closest English approximation is “Rhine Dahl”.
On November 26, 2001 the Federal Information Processing Standards Publication 197

announced a standardized form of the Rijndael algorithm as the new standard for
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encryption. This standard was called Advanced Encryption Standard and is currently

still the standard for encryption.
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Figure 2.3 AES-128 block example

Each character is stored in a cell of the block. The blank cells shown in the
diagram are not really blank as they represent the spaces in the text. Depending on how
the algorithm is implemented the characters may be stored as integer values,
hexadecimal values, or even binary strings. All three ways represent the same data.
Most diagrams show the hexadecimal values, however integer and string manipulation
is much easier to do when actually programming AES. Figure 1 shows the values as
characters for demonstration purposes to show how the text is stored into the block.
The plain text is stored into blocks column by column and block by block until all the

data is stored.

In the example used above there were exactly 16 characters used for simplicity.
In order to use the Rijndael algorithm the data must be a multiple of the block size,
since all blocks need to be complete. When the data is not a multiple of the block size
some form of padding must be used. Padding is when extra bits are added to the
original data. One forms of padding includes adding the same bytes until the desired
size is reached. Another option is padding with all zeros and having the last byte

represent the number of zeros.



