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ABSTRACT

In this technology era Internet of Thing(loT), where everything or gadget are
connected to the internet with no exception of android smartphone which had become
vital accessory for everyone. As the number of android user grows up every year, more
user are vulnerable to malware application on their smartphone which can widespread
in the network within a seconds to perform malicious activity. Regardless of the new
advancement technology shown in every new model introduce every year, the malware
also evolve to achieve it target. Thus, to overcome this issue this research analysis will
investigate the use of different feature selection through filter method and different
classification algorithm to optimize the android permission to indicate malware
application. These feature selection were evaluated through performance parameter to
produce the highest accuracy of classification algorithm. Over 500 android application
which consist of 250 malware and benign application each were tested with different
feature length, feature selection and classification algorithm. For the purpose of
studying the android manifest permission, the malware can be identifying by using
data mining technique. In testing and validating the parameter of malware permission,
this project have 3 types of performance parameter which are accuracy, true positive
rate (TPR) and true negative rate (TNR). The result to be achieve the accuracy higher

than 80% and lower of true negative rate.



ABSTRAK

Dalam era teknologi Internet of Thing(loT) ini, di mana setiap alat yang
disambungkan ke internet tidak terkecuali telefon pintar android yang telah menjadi
aksesori penting untuk semua orang. Oleh kerana bilangan pengguna android
membesar setiap tahun, banyak pengguna terdedah kepada aplikasi malware pada
telefon pintar mereka yang boleh meluas dalam rangkaian dalam sesaat untuk
melakukan aktiviti malicous. Tidak kira teknologi kemajuan baru yang ditunjukkan
dalam setiap model baru diperkenalkan setiap tahun, malware yang juga berubah untuk
mencapai target. Oleh itu, untuk mengatasi isu ini analisis kajian ini akan menyiasat
penggunaan pemilihan ciri yang berbeza melalui kaedah penapis dan algoritma
pengelasan yang berbeza untuk mengoptimumkan kebenaran android untuk
menunjukkan aplikasi malware. Pemilihan ciri dinilai melalui parameter prestasi
untuk menghasilkan ketepatan algoritma classfication yang tinggi. Lebih 500 android
aplikasi yang terdiri daripada 250 malware dan aplikasi berbahaya setiap satu telah
diuji dengan panjang ciri-ciri yang berbeza, pemilihan ciri dan algoritma pengelasan.
Untuk tujuan pembelajaran kebenaran android aplikasi, malware boleh di kenal pasti
dengan menggunakan teknik pengecilan data. Dalam ujian dan mengesahkan
parameter kebenaran malware, projek ini mempunyai 3 jenis parameter prestasi yang
tepat, kadar benar positif (TPR) dan kadar negatif benar (TNR). Hasilnya untuk
mencapai ketepatan yang lebih tinggi daripada 80% dan rendah daripada kadar negatif

benar.
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CHAPTER 1

INTRODUCTION

1.1 Project Background

The new era of technology has become tremendously arise in smartphone usage
among people as a medium of a communication and social networking where everyone
is keep busying typing a message to their loving one. Google’s Android Operating
System(OS) is one of a very well-known and popular smartphone operating system
which cover major smartphone operating system instead of another popular
smartphone i0OS by apple. From the statistic gained from International Data
Corporation(IDC) in quarter of 2014, Android OS was the highest worldwide
smartphone OS market share among the other OS smartphone as shown in Figure 1.1.
Moreover, according to trend now Android OS has become most vulnerable

smartphone OS to malware which increase year after year as shown in Figure 1.2.



Figure 1.1: Worldwide Smartphone OS Market Share (IDC, 2014)



Figure 1.2: The Growth of Android Malware from 2011 to 2014 (Quick Heal
Threat Research Labs, 2014)

Malicious software or application which is define as malware is written by
unknown people are purposely release mostly for mischievous act such as stealing
android user credential information, sending text without the user knowledge,
spamming and web browser search optimization. Malware is general name where can
be in the form of Trojan, Virus, Botnet and Worm which are unusually found in
android device but are synonym to personal computer desktop. In this advance mobile
android technology where every year has the new reveal up to date smartphone by
competitive smartphone company such as Samsung, Lenovo and Asus try to attract
many customer with sophisticated functions meanwhile malware also evolve and not

to miss but become the next target of android smartphone device.



1.2 Problem Statements

Android smartphone nowadays are widely vulnerable to malware where it can be
easily widespread rapidly within a seconds in the network. Thus the study research
about malware permission need to carry out to identify this malware. The research

problem (RP) is summarized into Table 1.1

Table 1.1 Summary of Research Problem

No | Research Problem

RP1 | Malware are updated with new unknown signature gives difficulty in

malware detection and prevention.

Thus, one Research Question (RQ) is built to identify the research problem as

discussed in previous section is explain in table 1.2

Table 1.2 Summary of Research Question
RP RQ | Research Question

RP1 | RQ1 | How to identify android malware permission?

This research question is done by considering the malware’s permission which is
highlighted in RP1 in Table 1.1. This research question (RQ) is the primary guides to

formulate the research objective (RO) of this project.



1.3 Objectives

According on the research questions formulated in previous section, appropriate Research
Objectives (RO) are developed as follows and the Research Objective (RO) are

summarized as shown below in table 1.3.

RO 1: To study about the parameter of android malware’s permission.
v' The static analysis of reverse engineering need to be carry out in order to
identify and compare the permission contain in benign and malware APK
file.

RO 2: To compare the permission of android in benign and malware APK file.
v To detect the permission comparison, we need to know what type of

permission usually contain in benign and malware APK file.

RO 3: To generate the graph of android permission in benign and malware APK file.
v The graph show containing android permission in benign and malware
APK file which will be analyze through investigation of static analysis

reverse engineering.

Table 1.3 Summary of Research Objective
RP | RQ | RO | Research Objective

ROL1 | To study about the parameter of android malware permission.

RO2 | To compare the android permission contain in benign and

malware APK file of android

RO3 | To generate the graph of android permission contain in benign

and malware APK file of android




1.4 Scopes

1. Type of analyze android malware permission are specific which is static analysis

instead of dynamic analysis
2. Feature selection of filter is choose as a technique to classify malware

3. Classification is use to evaluate feature selection performance

1.5 Project Significance

1. APK file extraction using Androguard is used
2. Benign and malware permission graph is generated

3. Type permission used in benign and malware are identify and analyzed

1.6 Report Organization

To assure this research is run in progressing smoothly and successfully, report
organization is constructed in order to arrange chapter by chapter respectively. The

summarization and description of each chapter are been depicted below:

Chapter 1: Introduction

This chapter review on introduction, project background, research problems, research

questions, research objectives, scopes, project significant and report organization.

Chapter 2: Literature Review

In this chapter, all related study about malware permission, static analysis technique
and feature selection were done. The output of the study will be utilized in the following

chapter which in the methodology



Chapter 3: Methodology

In this chapter, project methodology will be discuss according to activities, step taken
and stage followed in order to make sure this project run smoothly in sequence and

priority.
Chapter 4: Design and Implementation

This chapter show the selected parameter are collected and analysed to identify android
permission contain in benign and malware APK file. The output of the data, will be
used to construct and generate a graph of benign and malware android permission.
Then, the graph can be interpret into percentage of type android permission contain in

benign and malware APK file.
Chapter 5: Testing and Analysis

The chapter 5 will be showing the steps and methods in testing and analyzing the data
collected. After that, the result of comparative analysis will be discuss and explain in

detail.
Chapter 6: Conclusion

The conclusion are make based on summarization of whole work that have done.

1.7 Summary

In conclusion, this research are mainly to identify and analyze the behavior of
android malware through static analysis. In the next chapter, research about the

malware behavior will be in the form of literature review



CHAPTER II

LITERATURE REVIEW

2.1 Introduction

In this chapter 2, literature review of regarding topics malware shall be discussed.
All the findings from the literature review which tell about the malware issues will be
gathered and compiled resources from any relevant literatures and thesis, journals, article,
books, internet, report or other knowledge resources that are used to write this literature
review. Figure 2.1 below show the Literature Review Operational Framework of this

research.



Evolution of Android
//vv Android Architecture

/ Malware Category

@ Structure APK
Android Permission

% Machine learning

Feature selection in mobile
s malware detection
Feature selection

recommendation
Parameter

Figure 2.1: Literature Review Operational Framework

2.2 Related Work

Significant amount of research has been done in past to detect malware using
windows PE file format. Moreover, many anti-malware vendors have adopted different
methods to identify the malicious executables. Researcher and malware analysts have
applied different approaches in determining the process to detect malware by using static
or dynamic malware analysis technique. Additionally various data mining technique have

also been used. The following sections discuss the related work.



