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ABSTRACT 

 

 

 

 

 Traffic congestion issues have always been a concern for this fast growing 

metropolitans in which more than 90 percent of trips are made entirely by private 

means of transportation i.e. by car and motorcycle.  As Malaysia is actively engaged 

in infrastructure development especially in the transportation network to facilitate the 

movements of people and goods, a high demand for better public transportation is 

needed to reduce the issue of road congestion (RM5.51 billion of productivity lost 

annually in Malaysia due to the traffic congestion). Therefore, a cost effective Wi-Fi 

sniffing based bus commuters’ statistic collection system is designed and developed 

to predict the necessity of scheduling additional bus services which in turn assist in 

reducing the waiting time as well as improving the quality of commuting experience. 

Raspberry-Pi 2 which has substantial computing capability and ability of sniffing each 

of the unique MAC addresses embedded throughout the communication between 

nearby smartphones with the free Wi-Fi access point is deployed to the busiest bus 

stop in UTeM. By implementing the sniffing of probe request and data frames, the 

number of commuters’ device unique MAC addresses are collected and processed. To 

validate the feasibility of the proposed system, the amount of sniffed unique MAC 

address is then cross validated with the captured camera video image installed on the 

Raspberry-Pi 2. The obtained results also show that variation of sniffed MAC address 

exhibit parallelism to the actual number of commuters waiting at the bus station as 

observed in the bus station video image. Result also shows that the MAC address based 

counting system can help to alert the bus management for better scheduling when the 

commuter at the particular bus stop is traveling to the same destination.  
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ABSTRAK 

 

 

 

 

 Pada era globalisasi ini, kesesakan lalu lintas masih meniti dari bibir ke bibir 

umat manusia di mana lebih daripada 90 peratus pengguna jalan raya menggunakan 

kenderaan sendiri seperti kereta dan motosikal untuk menuju ke sesuatu destinasi. 

Disebabkan keaktifan negara kita, Malaysia sering melibatkan diri dalam 

pembangunan infrastruktur, terutamanya dalam bidang pengankutan untuk 

memudahkan penghantaran barang-barang dan meningkatkan kebajikan masyarakat, 

pengangkutan awam yang sistematik amat diperlukan untuk mengurangkan isu 

kesesakan lalu lintas yang semakin kronik dari semasa ke semasa. (Sebanyak RM5.51 

bilion kerugian produktiviti dialami setiap tahun akibat daripada kesesakan lalu lintas). 

Oleh yang demikian, satu sistem yang berpatutan iaitu ‘penghiduan Wi-Fi’ telah 

dicipta dan diguna dalam ramalan penjadualan bas tambahan untuk mengurangkan 

masa penungguan bas serta meningkatkan kualiti para pengguna pengangkutan awam. 

Kebolehan unggul  pemprosesan Raspberry-Pi2 dan keupayaannya dalam menghidu 

setiap unik alamat MAC di antara pusat akses Wi-Fi serta telefon bimbit penumpang 

telah ditempatkan di stesen bas yang paling sibuk di UTeM. Hasil daripada 

pengumpulan unik alamat MAC dengan menghidu hanya bingkai permintaan dan 

bingkai data telah diproses. Demi mengesahkan keupayaan khas sistem tersebut, 

jumlah unik alamat MAC telah dibandingkan dengan tangkapan gambar yang 

menunjukkan jumlah pengguna bas berada di stesen bas tersebut.  Jumlah alamat MAC 

yang dihidu memaparkan ketepatan apabila berbanding dengan jumlah penumpang bas 

dalam gambar yang ditangkap oleh Raspberry-Pi 2. Selain itu, hasil daripada 

penghiduan alamat unik MAC juga boleh membantu mengatur dan menyediakan 

kemudahan bas tambahan untuk penumpang yang akan menuju ke destinasi yang sama.  
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CHAPTER 1 

 

 

 

 

INTRODUCTION 

 

 

 

 

1.1 Background 

 

Malaysia has been reported that the number of vehicles on roads was at 22.7 

million as of December 2013 (Tajuddin R, 2014). Traffic congestion happens every 

day in megacity and this will certainly contribute to a loss of productivity. Alternatives 

measures such as MRT project, building new highways and widen the roads have been 

implemented by the government. However, the proposed solution account for large 

funding. The possible solution is to make use of the available resources such as 

upgrading the existing public transportation services to overcome the traffic 

congestion on roads. UTeM bus services has always been an issue for both the 

university management and the students commuting between the university and the 

hostel. The location of the students’ hostel is hardly reached by walking distance; 

largely dependent on the bus and other modes of transportation. However, the 

ineffective bus system has always led to various problems encountered by the students. 

For instance, the bus capacity can only afford 40 students while at some particular 

hours, the number of students exceeded the carrying capacity. Time is wasted when 

there is no additional bus provided and bus that is overcrowded just make the 

commuting experience even worst.  

 

A quick observed at the busiest bus station in UTeM reveal that most of the 

students are browsing the Internet while waiting for the scheduled bus to be arrived. If 
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a number of them are using the free Wi-Fi internet access provided by the University 

while waiting for the bus to arrive, a Wi-Fi sniffing based bus commuters destination 

prediction system, counting the number of unique Wi-Fi MAC address embedded 

throughout the communication between the smartphone and the access point, could 

help to predict the need of scheduling additional bus whenever is needed. 

 

 

1.2 Problem Statement 

 

A system that can increase the effectiveness and reliability of the bus system 

is the main priority of the project. A suitable Wi-Fi sniffing device and system to make 

use of the observed total number of unique Wi-Fi MAC address as the commuters’ 

statistic to predict the need of scheduling additional bus is yet to be implemented.   

 

 

1.3 Objectives 

 

The following objectives will be achieved throughout the implementation of the 

system: 

 

1. To study the computing capabilities and deployment of sniffing device. 

2. To identify and record the needed Wi-Fi frame for bus commuter statistic study 

3. To import, visualize and extract needed Wi-Fi MAC address from the sniffing 

results for bus commuter statistic study. 

4. To determine the accuracy of the sniffed MAC address and the number of 

observed traveller.  

 

 

1.4 Scope of Project 

 

 Since the main concern of the bus system is mainly dedicated to students who 

are staying in Bunga Raya and Emerald Park, the experiment will be conducted in 

UTeM main campus only. The collection of data will be carried out from late morning 
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till evening, which the peak hour normally occurred around 11:30am to 6:30pm. The 

test bed will be set up at the first bus station (most crowded bus station) in UTeM. 
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CHAPTER 2 

 

 

 

 

LITERATURE REVIEW 

 

 

 

 

 With the explosive growth and wide-spread use of Wi-Fi enabled smartphones, 

peoples are fond of accessing the Internet through Wi-Fi network interfaces of 

smartphones. Each smartphones has the unique MAC address, and by deploying Wi-

Fi sniffer sensors, it is possible to capture Wi-Fi messages and possible to identify the 

owner’s presence in the area of interest.  

 

 

2.1 Comparison of different Linux-based open-spec single-board computers 

 

According to the Hacker SBC (single board computer) Survey dated 11 June 

2015, LinuxGizmos.com and Linux Foundation’s Linux.com community website 

announced the winner for the SBC is Raspberry Pi 2 Model B. This model outweighed 

the other SBC in terms of specifications and features of the Raspberry Pi 2. The 

Raspberry Pi 2 Model B is one of the most affordable device which consists of 

Quadrature CPU (Cortex-A7) and has 1GB built-in Random Access Memory (RAM).  

 

2.2 Packet Sniffing 

 

 Packet sniffing or more appropriate defined as packet analysis describe the 

process performed by packet sniffer to capture the live data over the network and to 
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troubleshoot the network. Packet sniffing can be categorized into passive sniffing and 

active sniffing. Passive sniffing is referred to as the sniffing station listen to a particular 

channel and extract Media Access Control (MAC) address and received signal strength 

from the captured packet without joining the wireless network. N.T. Anh (2005) said 

that passive sniffer can easily eavesdrop traffic by turning the network card into the 

RF-Mon (Radio frequency monitoring) mode. 

 

On the other hand, active sniffing involves that a client first sending a probe 

request frame on each available channel. It then wait for the probe response frame from 

the available APs. Once the client received the probe response, it acknowledged back 

to the AP where the acknowledgement comprises client’s MAC address which is 

necessary for tracking.  

 

 In order to capture the packet, the network interface card (NIC) need to be set 

in the promiscuous mode. Packet sniffers will receive all packets even they are not 

intended for it.  

Table 2.1: Modes of Network Interface Card 

 

Modes of operation Function 

1. Master Mode As an access point 

2. Client Mode As a station 

3. Ad hoc Mode Associated with NIC to sniff traffic of a 

wireless network 

4. Monitor Mode Listen on a particular channel and allows 

packet sniffing 

 

 

2.2.1 Tools for Traffic Analysis 

 

 Wireshark (previously known as “Ethereal”) is a Wi-Fi packet analyzer where 

it is used to monitor and capture packets from the network in real time. Wireshark is 

deployed to troubleshoot and safeguard any attempts of intrusion or attack of the 

network. It can capture the network traffic and decode the information into a format 

that user can analyze the problems associated with the poor performance of the 
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network. According to N.T. Anh (2005), Ethereal can capture the live packet and write 

to dumpfiles. It outweighs Wellenreiter and Kismet in the ability to analyze dumpfiles.  

 

 Tcpdump is another common packet analyzer that runs under the command 

line. G. Anshul (Jul 2013) described that while many others software packages that 

can take packet traces tend to leave the analysis to the operator of the packet sniffer, 

tcpdump uses the libpcap module, which is an API for packet capture and analysis to 

present packets in a more readable format. Tcpdump is also known as a protocol 

analyzer which combines the ability to retrieve packets from networks and to 

decompose the relevant protocols to validate the analysis.  

 

 Scapy is a very powerful interactive packet manipulation program. The ability 

of Scapy includes decoding packets, sending packets on wire, capturing packets, 

matching requests and replies. Besides, Scapy is able to handle tasks such as trace 

routing, scanning, probing and unit testing. 

 

 

2.3 Optimized Channel Detection and Selection 

 

 The channel detection and selection method is used to monitor and aggregate 

Wi-Fi messages from smartphones including probe message and data messages as 

many as possible. Wi-Fi probe messages are periodically sent to all fourteen channels 

via smartphones and Wi-Fi data messages are sent in the fixed working channel of 

connected Wi-Fi network when associated with a Wi-Fi access point. 

 

 

2.3.1 Average Time Channel Allocation (ATCA) 

 

  The Average Time Channel Allocation method allocated the unified length of 

sniffing time slices for all fourteen Wi-Fi channels. In the system, the sniffing channel 

switches in roll-polling way in which a single server visit a set of queue in some order. 

This algorithm could has performed if the best high-quality working channel is chosen 

occasionally.  
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2.3.2 Channel Activeness Based Channel Fair Allocation (CACFA) 

 

 The CACFA method allocates the varied length of sniffing time slices for all 

fourteen Wi-Fi channels based on the received message number and weights of each 

channel. This method sorts each channel message counting list in ascending order in 

the first five minutes, then separates the remainder 55 minutes into numbers of time 

slices by fifteen seconds interval and dispatches the slices to each channel in the 

counting list due to the packets percentage of total packets number. Each channel on 

list would at least get one time slice.  

 

Zhuliang Xu et al. (2013) showed that there is trade-off between hopping time 

and scanning time. Shorter hopping time will cause packets loss in one specific channel 

because it spends less time to monitor the channel. On the other hand, longer hopping 

time will cause packets loss in other channels. 

 

Meanwhile, shorter scanning time will decrease the number of scanned 

channels but if the scanning time is longer, it will reduce the data volume and the data 

accuracy which shows the possible location in a movement trace. Therefore, the time 

is evenly allocated to each channel for packets sniffing. This is a balance for the trade-

off which mentioned above.  

 

 

Figure 2.1: Example of CACFA algorithm  

Note. From ‘Sniffer Channel Selection for Monitoring Wireless LANs’ (Song Y, Chen X, Kim YA, 

Wang B & Chen GL 2012, p. 1994-20030 
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2.3.3 Channel Activeness Based Optimization Channel Allocation (CAOCA) 

 

 The CAOCA method is derived from the CACFA method which allocate more 

time on the channels with higher level of activeness and discards the channels with 

extremely low activeness. The CAOCA method sorts the channel’s weights in 

descending order in the first five minutes in the detection phase. Then it separates the 

remainder 55 minutes into time slices by 15 seconds interval and allocates the time 

slices to those high-quality channels first in the list according to the packets percentage 

of total packets number. When over 95% time slices have been allocated, the 

algorithms stop.  

 

Eventually, one or a few channels with high quality from the total of fourteen 

channels have been selected. The packet counting results have showed that the 

CAOCA method is a little better than the CACFA method and about seventy six 

percent higher than the best channel of fixed channel allocation algorithms.  

 

 

Figure 2.2: Example of CAOCA algorithm 

Note. From ‘Sniffer Channel Selection for Monitoring Wireless LANs’ (Song Y, Chen X, Kim YA, 

Wang B & Chen GL 2012, p. 1994-2003 
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2.3.4 Greedy-sum Heuristic 

 

Greedy-sum heuristic is designed for the min-sum objective. It models the 

sniffer channel selection problem as a minimum set covering problem: map each 

sniffer to C virtual sniffers, each monitoring one channel in C, then the min-sum 

problem is equivalent to finding the minimum number of virtual sniffers so that all 

access points are monitored and hence the number of virtual sniffers is minimized. 

Greedy-sum follows a greedy algorithm and it runs in iterations. In each iteration, it 

picks a sniffer and channel pair that monitors the maximum number of APs. The 

iteration stops when all the APs are monitored. 

 

 

2.4 Factors that affect Wi-Fi monitoring 

 

 There are various causes which may lead to the accuracy of the Wi-Fi 

monitoring system. One of which is the use of antenna in the system. Based on findings 

from N.Abedi et al (2013), the types of antennas used did contribute to the efficiency 

of scanning MAC address. Basically, omnidirectional antennas and directional 

antennas are common types of Wi-Fi antennas. In order to capture all the required 

MAC addresses, types of antennas used are to be determined to ensure a complete 

coverage area where interference may occur due to blockings of walls, trees, human 

density and so on.  

 

Table 2.2: Comparison of system implementation using single antenna and multiple 

antenna 

 

Performance of 

different schemes 

Single Antenna  Multiple Antenna 

Feature-driven Average error of both 

waiting and service time is 

less than ten seconds. 

Average error has been 

decreased more than 

thirty percent compared 

to single antenna 
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Bayesian Network Outweighed feature-driven 

scheme by more than fifty 

percent.  

Effective in minimizing 

the errors due to signal 

fluctuations. 

 

 

2.5 Received Signal Strength  

 

 According to Z.L. Xu et al. (2013), received signal strength indicator (RSSI) is 

a parameter used to represent the power of the received radio signal. The received 

signal strength simply means the strength received by wireless end devices’ antenna. 

Many factors can affect the received signal strength, one of it is the dynamic outdoor 

environment. Slow fading and fast fading can contribute to the difference in signal 

strength too. N.Abedi et al. (2013) pointed out that the if the impact of environment 

and received signal strength of the antenna was assessed, the distance between the 

sniffer and the MAC devices/smartphones can be approximately estimated by referring 

to the value of signal strength. Research showed that the RSS decreases when the 

smartphones/Wi-Fi devices move away from the sniffer while keeping the antenna and 

environment type constant.  

 

 Referring to researches carried out by A.J. Ruiz et al (2014), the MAC 

addresses are encrypted and their position is estimated by computing the RSS 

measurements and it requires only the position of the access points.  

 

 

2.6 Application of Wireless Monitoring 

 

 By monitoring the packets emitted by the Wi-Fi enabled smartphones, the 

movement of pedestrian traffic can be analyzed. Mobile tracking system captures 

MAC information by utilizing wireless sniffing and the position of the pedestrian is 

identified by implementing RSSI based localization. According to Z.L. Xu et al. 

(August 2013), the pedestrian monitoring system aims to obtain information on the 

number of people and make use of the information to improve provided service such 

as better bus scheduling and better pavement design. 




