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ABSTRACT 

In recent year, the growing of Android user are become popular. Unfortunately, as 

Android is getting more popular, at the same time, it cause the growing of the mobile 

malware. As the malware are growth rapidly, the current problem is difficulty on 

detecting and identifying the behavior of android malware. Thus, the aim of this project is 

to investigate GoldDream Android malware behavior through dynamic analysis. This 

project used software and hardware tool such as Wireshark for capturing network traffic, 

emulator for running the android malware applications and Windows 7 operating system 

as a platform in order to complete the analysis. Hence, the emulator, Wireshark and other 

tools are installed in Windows 7 operating system which the experiment is executed and 

data is collected. The objective of this project is to investigate the parameter of android 

malware's behavior, generate the attack pattern of android malware and formulate the 

procedure of extracting the attack pattern. The project are start with literature review, 

analysis, design and implementation, finally is evaluate and testing. In the end of project, 

the general attack pattern of GoldDream malware is generated based on its basic attack 

model and its attributes. Then, the GoldDream attack pattern extraction script is 

developed base on the attack pattern. 
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ABSTRAK 

Kini, kegunaan Andorid menjadi semakin popular, tetapi dalam masa yang sama ia 

menyebabkan penyebaran ma/ware semakin serius. Oleh sebab ma/ware menyebar dan 

berevolusi dengan cepat telah menyebakan kesukaran dalam mengesan dan 

mengenalpasti sifat-sifat ma/ware. Dalam projek ini, sifat GoldDream android ma/ware 

akan dikenalpasti melalui analisis dinamik. Projek ini menggunakan perisian dan 

perkakasan serta alatan seperti Wireshark bagi pengumpulan data trafik rangkaian, 

emulator untuk memasang aplikasi ma/ware Android dan system pengoperasian 

Windows 7 untuk menjalankan analisis. Emulator, Wireshark dan alat-alat lain di pasang 

dalam sistem pengoperasian Windows? untuk mengesan dan pengumpulan data aktiviti 

ma/ware Android. Objektif projek ini adalah untuk mengenalpasti parameter tingkah 

laku, menjana corak serangan dan merangka prosedur mengeluarkan corak serangan. 

ma/ware Android. Projek ini dimulakan dengan kajian literatur, analisis, reka bentuk dan 

pelaksanaan, serta akhimya menilai dan menguji. Pada akhir projek, corak serangan 

umum GoldDream dihasilkan berdasarkan model serangan dan sifatnya. Seterusnya, satu 

script dibangunkan bagi mengenalpasti dan menghasilkan corak seranggan GoldDream. 
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CHAPTERl 

INTRODUCTION 

1.1 Project Background 

In recent year, the growing of smart phone is become popular. There are various of 

operating system in smart phone such as /OS, Window, Android as well as Symbian. 

Android is the most popular (40.9%) compare to Apple ios(40.5%), Blackberry (8.9%) 

(Arlotta, 2013). Unfortunately, as android are getting more popular, at the same time, it 

cause the growing of the mobile malware. 

Malware also known as malicious software used or created by attackers to damage or 

destroy computer operation, stole sensitive information and break into private computer 

systems. It can be emerge as a collection of code, script, active content and embedded in 

other application (McMahon, 2013). 

The malware are grows rapidly, it is a need to take effectively defend against the 

malware. In order to create a method to against the malware, we need to study, analysis 

and investigate the malware. Malware analysis is an activity in which carry out by 

reverse engineering the malware and investigate on code structure, operation and 

functionality (Varghese, 2011). 

The goal of this project is to understand the behavior of an android malware. In addition, 

Android OS is a popular environment for mobile malware. It needs to take an action to 

overcome it before it getting serious. However, we need to understand how it works 

before we can defend it. 
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Therefore, this project will use dynamic analysis to analyse the malware. It will focuses 

on the behavior of attack, determine how and what it gets installed, how it run, what 

background process had been create, which port are using to communicate, who they are 

communicate to, etc.( Distler, 2007). In this project, the parameter such as system call 

and network traffic will be investigated. 

1.2 Problem Statement 

Malware will spread widely, rapidly, will embed in other software and some may 

encrypted the network traffic. This characteristic causes the difficulty to detect and 

identify the malware (Yen, 201 1 ). The Project Problem (PP) is summarized into Table 

1.1. 

Table 1. 1 Summary of problem statement 

PPl Difficulty on detecting and identifying the behavior of Android malware 

1.3 Project Questions 

Three Project Questions (PQ) is constructed to identify the problem statement as 

discussed in previous section is depicted in Table 1 .2. 

Table 1.2 Summary of project questions 

PPl PQI What is the parameter use to study the behaviour of Android malware? 

PQ2 What is the behavior of android malware? 

PQ3 What is the procedure of extract the behavior? 

2 

© Universiti Teknikal Malaysia Melaka 



PQl: What is the parameter use to study the behaviour of Android malware? 

This project question is to analyses which parameter is suitable to use to study on the 

behavior of Android malware. Because of different type of malware may infect to 

different parameter, thus it is important to analyses which parameter should be use. 

PQ2: What is the behavior of Android malware? 

This project question is to study and identify which technique is suitable to use to collect 

the data that use to identify the behavior. 

PQ3: What is the procedure of extract the behavior? 

This project question is to find out how to extract the behavior and generate the attack 

pattern automatically. 

1.4 Project Objectives 

Based on the project questions formulated in previous section, appropriate project 

objectives (PO) are developed as follows: 

Table 1.3 Summary of research objectives 

PPI PQI POI To investigate the parameter of Android malware's behavior 

PQ2 P02 To generate the attack pattern of Android malware 

PQ3 P03 To formulate the procedure of extracting the attack pattern 

PO 1: To investigate the parameter of Android malware's behavior 

In order to analyse the Android malware, first we must identify what parameter will be 

use to analyse the malware. Different type of malware may have different type of 

parameter to inspect. 
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PO 2: To generate the attack pattern of Android malware 

After determine the parameter use to analyses the malware, the next step is to collect data 

and analyses the data to identify the behavior in order to generate attack pattern. 

POJ: To formulate the procedure of extracting the attack pattern 

After generate the attack pattern of malware, then will formulate the procedure and 

develop a script to extract the attack pattern automatically from raw data. 

1.5 Project Contributions 

The contribution of this project are summarized in Table 1.4 

Table 1.4 Summary of project contributions 

PPI PQI POI PCI The parameter use to analyses android malware' s behavior 

PQ2 P02 · PC2 The attack pattern of android malware 

PQ3 P03 PC3 The script to extract android attack pattern 

1.6 Project Scope 

The project will be forcused on: 

a. GoldDream malware 

b. System call and network traffic parameter 

c. Using dynamic analysis 

d. Develop script to extract the attack pattern 
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1.7 Project Significant 

The attack pattern of GoldDream will help developer in develop a method or software to 

protect the system from GoldDream malware. 

1.8 Report organization 

This report consist of six chapter namely Chapter I: Introduction, Chapter 2: Literature 

Review, Chapter 3: Methodology, Chapter 4: Design and Implementation, Chapter 5: 

Testing and Result Analysis and Chapter 6: Conclusion. 

Chapter 1: Introduction 

This chapter will discuss about introduction, project background, research problem, 

research question, research objective, scope, project significant and report organization. 

Chapter 2: Literature Review 

This chapter will explain related work of this project, such as Android, malware, analysis 

technique and parameter. 

Chapter 3: Methodology 

This chapter will explain the method use to analyse the malware and organise the 

sequence of project work in phase by phase. 

Chapter 4: Design and Implementation 

This chapter will introduce the software and hardware use in this project, environment 

setup, implementation of malware as well as the data collected. 

Chapter 5: Testing and Result Analysis 

This chapter will analyse the collected data and carry out the scripting proposed to 

support the evidence. 
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Chapter 6: Conclusion 

This chapter will concludes and discussed the finding, limitations, contribution and the 

future work of the project. 

1.9 Summary 

In this chapter, problem statement, questions and objective of the projects are clearly 

identified. The next chapter, Chapter 2 will discuss the related work of this project. 
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CHAPTER2 

LITERATURE REVIEW 

2.1 Introduction 

In chapter I , the problem statement, questions and objective of the projects are clearly 

identified. For this chapter, the main topics are literature review will be discussed. The 

aim of this chapter is to review several issues related with this project, such as Android, 

malware, analysis technique and parameter as depicted in Figure 2.1 . 

Android 

Defmation 

Architecture 

Investigate GoldDre11m Alldroid Malware Bellavior 

Malware 

Def"mation 

Clusif"1e11tioa 

Allalysis Techniqae 

Static 
Aaalysis 

Buie attack model 

Dyumic 
Analysis 

Trojen Def"mation 

Android Malware 

Type 

ldDre11m Characteristic 
& Bellavior 

Parameter 

Network 
Traffic 

System call 

Attack pattern 

-I Definition I 

Figure 2.1 Operational framework: Literature review phase 
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Figure 2.1 shows the topic will be discussed in the following sections. Further 

information on Android, malware, analysis technique and system parameter issues are 

gathered. During the Literature Review phase, the relevant literature in journals, articles, 

thesis, technical reports, books, websites and other academic sources are reviewed. The 5 

main issues to discuss in literature review is Android, malware, analyses technique, 

system parameter and attack pattern. 

2.2 Android 

In this section, the definition and the architecture of android is discussed. 

2.2.1 Definition 

Android is a Linux-based operating system (Katsarakis, 2012) that mainly designed for 

touch screen mobile device such as tablet and smart phone. Android, Inc. was the first 

who start to develop Android and it is financially backed by Google, but in 2005 it is 

bough by Google (Elgin and Ben, 2005). Android is open source and Google release the 

code under the Apache License in september 2008 (Katsarakis, 2012). 

2.2.2 Architecture 

The Android architecture structural diagram is shown in Figure 2.2. The Android 

architecture are consist of 5 layer, which is the lowest layer Linux kernel layer, native 

libraries, the Android Runtime, the application framework layer and application layer is 

on the top layer (Brahler, 2010). 
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