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ABSTRACT

Number of malware is growing dramatically. Malicious codes can be easily
obtained and use as one of weapon to gain illegal objectives. Hence, in this project,
network traffic are explored to identify the traces left on the victim and attacker to
reveal the true victim and attacker. For the purpose of this project, it focused on
malware intrusion and traditional worms namely Blaster and Sasser worm variants.
This project is operated based on victim’s and attacker’s perspective. Thus, the
objective of this project is to identify the features/attributes of malware in
perspective of victim and attacker, to generate attack pattern of malware in
perspective of victim and attacker, and to generalize the attack pattern in perspective
of victim and attacker. Based on generating the attack pattern, the attack pattern for

malware is generalized in algorithm script to verify it accuracy.



ABSTRAK

Bilangan malware semakin meningkat secara mendadak. Kod malicious
mudah diperolehi dan digunakan sebagai salah satu senjata untuk mencapai objektif
yang tidak baik. Oleh itu, dalam projek ini, rangkaian trafik diteroka untuk
mengenalpasti kesan — kesan yang ditinggalkan oleh mangsa dan penyerang untuk
menentukan corak surih worm untuk mendedahkan mangsa atau penyerang yang
sebenar. Bagi tujuan itu, ia tertumpu kepada pencerobohan malware dan traditional
worm iaitu variasi Blaster dan Sasser worm. Projek ini dikendalikan berdasarkan
perspektif mangsa dan penyerang. Oleh itu, objektif projek ini adalah untuk
mengenalpasti ciri — ciri atau sifat malware, untuk menjana corak serangan
malware, dan untuk menjana corak menyerang secara umum dalam perspektif
mangsa dan penyerang. Corak menyerang malware dijadikan umum dalam bentuk

skrip algoritma untuk memastikan ketepatannya
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CHAPTER |

INTRODUCTION

1.1  Project Background

Malware, a word that stands for “malicious software” is a software or
program that designed to penetrate or damaged a computer system which the victim
not know their machine is being attacked. It can be grouped into two categories;
independents and dependents. Independents malware does not need a host or
program to spread the threats. Meanwhile, dependents need host or program to
spread the attacks and require human intervention to launch the threat. The malware

includes Trojan, virus and worm.

This project purpose is to analyze the malware ability on the view of victim
and attacker. It is also to give outcome of generalize attack pattern of three malwares
(Sasser.B, Blaster.A and Blaster.T).The generalize attack pattern is important to
computer security researcher to enhance the security measure of the computer

system.

Figure 1.1 shows a graph of incident received by Malaysian Computer
Emergency Response Team(MyCERT) and is stated in the third quarter 2013 report.
The incidents are vulnerabilities, spam, malicious code, intrusion attempt, intrusion,
fraud, denial of service, cyber harassment, and content related. According to the
Figure 1.1 below, malicious code shows a high number of cases handled by
MyCERT.



Figure 1.1 : Incidents received in Q3 2013 classified according to the type
of incidents handled by MyCERT.

In addition, Figure 1.2 illustrates the incident handled by MyCERT of third
quarter of 2013 compared to previous quarter. The data shows that Malicious Code

have the highest increase compared to other categories of incident.

Figure 1.2 : The incident handled by MyCERT in third quarter 2013

compared with previous quarter.



The summarized number of incidents about malicious code is created

throughout the year 2013 is illustrated in Figure 1.3.
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Figure 1.3 : Malicious code incidents received in 2013 handled by

MyCERT.

Based on the both Figures 1.1, Figure 1.2 and Figure 1.3, we cannot take

lightly of malicious code as it is a weapon that can be use by cybercriminal to do

crime. Hence, it is very important to study and analyze the trace of the malware

attack. The attack pattern provides information of their attack goals and we can use it

to defend against the attack.

1.2 Problem Statement

Table 1.1 : Summary of problem statement

No

Problem Statement

RP1

With thousands of different malware on the Net, it is difficult to
handling this malicious code based on it pattern individually.




1.2 Research Question
Only one Research Question (RQ) is generated to identify the research
problem. From Research Problem 1 (RP1), Research Question 1 (RQ1) is produced.

Table 1.2 is the summary of research question.

Table 1.2 : Summary of research question

RP | RQ Research Question

RP1 | RQ1 | How can we generalize malware attack pattern of Sasser.B, Blaster.T
and Blaster.A?

1.4 Objectives

Based on the research question in previous section, suitable Research
Obijective (RO) is produced to achieve aim of the research. There are three research

objectives identified for this research.

RO1: To identify the general feature or attribute of malwares (Sasser.B,
Blaster.T and Blaster.A).

Investigate the features or attributes of Sasser.B, Blaster.T and Blaster.A by
analysing the network traffic of existing data.

RO2: To generate attack pattern in perspective of victim and attacker.
Based on identifying the features of malware, attack pattern of malware (Sasser.B,

Blaster.T and Blaster.A) is generated for victim and attacker.

RO3: To verify the accuracy of the algorithm script.
Based on generating the attack pattern, the attack pattern for malware is generalized

in algorithm script to verify it accuracy.




Table 1.3 : Summary of research objectives

RP | RQ | RO Research Objective

RP1 | RQ1l | RO1 | To identify the general feature or attribute of malwares
(Sasser.B, Blaster.T and Blaster.A).

RP1 | RQ1 | RO2 | To generate attack pattern in perspective of victim and attacker.

RP1 | RQ1 | RO3 | To verify the accuracy of the algorithm script.

1.5 Scopes

The scope of this research will focus on certain matters as specified below:

1. This research is using only three specific type of traditional worm - Sasser.B,
Blaster.T and Blaster.A.

2. Focusing on attack pattern of victim and attacker perspective.

3. Using network traffic data (tcpdump).

1.6 Project significance

Based on the research objectives, this research will contribute in identify the
appropriate attributes / features in respective network traffic of malwares (Sasser.B,
Blaster.T and Blaster.A) in perspective of victim and attacker. Besides, this research
will propose the malware’s (Sasser.B, Blaster.T and Blaster.A) attack pattern in
perspective of victim and attacker. Furthermore, this research will propose the

general malware’s attack pattern in perspective of victim and attacker.

1.7 Conclusion

In conclusion, the generalize attack pattern help researcher to identify the
objective of the attack and can expand it to strategize the defend mechanism of the
computer network system. The next chapter will discuss on literature review, project

methodology, software requirement, hardware requirement, and other requirement.




CHAPTER II

LITERATURE REVIEW

2.1 Introduction

In this chapter, there are two main topics that will be discussed, the literature
review and project methodology. The literature review will based on reading phase
framework design to ensure the literature are related to research title and will help to
answer research question(RQ1) and achieve research objectives (RO1), (RO2) and
(RO3). The project methodology will also discuss later in this chapter.

Figure 2.1 and Figure 2.2 are reading framework for literature review phase.
This framework will be use as the guide in this chapter. The project title is
breakdown into several items consist of malware definition, worm attack pattern and
feature selection. The malware definition focused on literature of worm definition
and the scopes are about three worms which are Blaster.A, Blaster.T and Sasser.B.
The worm attack pattern framework part is about defining the attack pattern term and
identifying the role perspective of attacker, victim and victim/attacker scenario. In
addition, the feature selection part focused on network tools, network traffic and

programming language for scripting at later phase of the project.



Figure 2.1 : Literature review phase part 1
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