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ABSTRACT 
 
 
 
 

 There are many threats when sending data packets through the network 

traffic, particularly the public traffic network (internet). Even so, there are security 

mechanisms that can be used to secure connections such as IPSec to ensure data 

integrity. This project is the simulation of secure communication between the server 

and Android mobile devices. By using Openswan IPSec VPN tunnels and 

authentication by FreeRADIUS, a packet will be encrypted and secure from any 

unauthorized third parties using techniques eavesdrop. 
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ABSTRACT 
 
 
 
 

 Terdapat banyak ancaman semasa menghantar paket data melalui rangkaian 

trafik terutama rangkaian trafik awam (internet). Walaupun begitu, terdapat 

mekanisma keselamatan yang boleh digunakan untuk menjamin sambungan seperti 

IPSec untuk memastikan integriti data. Projek ini adalah mengenai simulasi 

komunikasi yang selamat di antara server dan peranti mudah alih Android. Dengan 

menggunakan terowong Openswan IPSec VPN dan pengesahan oleh FreeRADIUS, 

paket akan disulitkan dan selamat daripada mana-mana pihak ketiga tanpa 

kebenaran yang menggunakan teknik eavesdrop. 
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CHAPTER 1 

 

 

 

 

INTRODUCTION 

 

 

 

 

1.1 Introduction 

 

 Communication between two various devices via wireless connection has 

been used widely. There are many advantages and disadvantages of using this 

technology. Lack of security of the packet data that travels through this medium are 

one of the disadvantages of it. Even so, there are many security mechanisms can be 

used to secure the connections. Android by Google are one of the OS that use 

wireless as their medium of communication to communicate with another wireless 

devices. 

 Hence, in this project, a connection between a host (PC) that will act as a 

main server and Android mobile device that will act as a client will be established. 

In order to secure the connection between this two devices, security mechanism will 

be applied to ensure the confidentiality, integrity, and availability of the data. 

Therefore, this project will demonstrate a secure wireless communication between 

PC and Android mobile device. 
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1.2 Project Background 

 

 IP packets doesn't have any security features, making each of it transmitted 

through network medium are easy to sniffed by eavesdropping technique. Hence, 

there is no guarantee that each of it is from the claimed sender, was not sniffed 

during transit, or contains the original data without being changed. IPSec is a 

security mechanism that provides a protection to IP datagram by defining a method 

for specifying the traffic to protect, how the traffic will be protected, and also to 

whom the traffic is being sent. IPSec covers IPv4 and IPv6 with offering two types 

of protocols; AH and ESP [Craig Shue et al, 2005]. 

 RADIUS is a popular security protocol that act as a gatekeeper for ISPs. 

Even so, it is capable of so much more than that. There are a lot of types of RADIUS 

servers as well as a lot of ways to configuring it [Brien Posey, 2006]. With the 

increasing of remote users try to access the network, RADIUS is widely used to 

control it. It manages and secures the WLAN, remote VPN, and wired access. Users 

are authenticated by the RADIUS server against a central database [Daniel Szilagyi 

et al, 2009]. 

 Android OS developed by Google Inc. has become a very popular as one of 

the OS for mobile devices such as smartphones and tablets. Some of the features is it 

provides a short transport technology via wireless but in the same time, many threats 

linked with this platform such as malware also increasing. There is a study on 

security matters with Android devices. In that study, an implementation of a security 

channel of communication with VPN had been done [Angel Alonso‐Parrizas, 2011]. 

In the case of users connected to other Android using Wi-Fi need to be discuss how 

to ensure the security of communication between the host and client. 

 There is several free apps in the internet can be used for establishing virtual 

private network such as Openswan, OpenVPN, SocialVPN and some more. Each of 

software provides different method and protocol. This project will establish an IPSec 

VPN in IPv4 network via using the open-source software: Openswan IPSec and will 

be authenticated by FreeRADIUS. 
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1.3 Problem Statement 

 

 An important thing in sharing files is the security of the file to be shared. 

There are many hackers out there who will take advantage of the file that is in the 

process of file sharing to exploit for personal gain. The Problem Statement (PS) is 

summarized into Table 1.1: 

 

Table 1.1: Summary of Problem Statement 

No Problem Statement  

PS1 
There is a lack of relevant safety issues in sharing files using wireless 

connection between two devices; PC to Android mobile device for example. 

 

 

 

1.4 Project Questions 

 

 The security matters in exchanging of data through wireless connection 

between PC and Android device cannot be guaranteed. So that, it needed to be 

figured out what is the definition of secure wireless communication. In which way to 

secure the connection and how to implement the solution need to be done. The 

summarizations of the Project Questions (PQ) are shown in the Table 1.2: 

 

Table 1.2: Summary of Project Question 

PS PQ Project Questions 

PS1 

PQ1 
What is a secure wireless communication between PC and Android 

mobile device? 

PQ2 
How a secure wireless communication between PC and Android 

mobile device can be established? 

PQ3 
How the secured wireless communications between PC and Android 

can be proven? 
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1.5 Project Objectives 

 

 Based on the project questions formulated in previous section, appropriate 

Project Objectives (PO) is developed as in Table 1.3: 

 

Table 1.3: Summary of Project Objectives 

PS PQ PO Project Objectives 

PS1 

PQ1 PO1 
To study how to secure wireless communication between PC 

and Android mobile device. 

PQ2 PO2 

To establish a secure wireless communication that allows PC 

and Android mobile device sharing data without being tracked 

or sniffed. 

PQ3 PO3 
To test and validate a secure wireless communication that has 

been established 

 

 

 

1.6 Project Contribution 

 

 Since security matters in exchanging data between PC and Android device 

became an issue, developing a secure wireless communication will help the 

community to address the problem thus provides a medium for them to exchange 

data securely. 

 

 

 

1.7 Project Scope 

 

The project will be focused on: 

• Linux Ubuntu OS 12.04.3 
• Android OS (2.3.6 GingerBread) 
• Openswan IPSec VPN 
• L2tp (XL2TPD) 
• FreeRADIUS 
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1.8 Project Significant 

 

 This secure wireless communication will hopefully help user especially 

Android phone user to share their data such as documents, pictures and other data 

with other connected PC user through wireless connection in secure line. 

 

 

 

1.9 Project Output 

 

 At the end of this project, a secured wireless communication between PC and 

Android mobile device will be demonstrated and using Wireshark application, the 

packet data will be analysed to confirm it is securely transferred. 

 

 

 

1.10 Report Organization 

 

 This report consist of six chapter namely Chapter 1: Introduction, Chapter 2: 

Literature Review, Chapter 3: Methodology, Chapter 4: Design and Implementation, 

Chapter 5: Testing and Result Analysis and Chapter 6: Conclusion. 

Chapter 1: Introduction 

This chapter will discuss about introduction, project background, research 

problem, research objective, scope, project significant and report 

organization. 

Chapter 2: Literature Review 

This chapter will explain related work of this project of android application 

language and tools. 

Chapter 3: Methodology 

This chapter will explain the method used and organise the sequence of 

project work in phase by phase. 

Chapter 4: Design and Implementation 
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This chapter will introduce the software and hardware use in this project, 

environment setup, implementation of android application as well as the data 

collected. 

Chapter 5: Testing and Result Analysis 

This chapter will analyse the collected data and carry out the scripting 

proposed to support the evidence. 

Chapter 6: Conclusion 

This chapter will concludes and discussed the finding, limitations, 

contribution and the future work of the project. 

 

 

 

1.11 Conclusion 

 

 Wireless communication is widely used nowadays. In line with the increase, 

many security threats exist. Thus, a secure wireless connection need to be 

implemented to assure the originality, confidentiality and availability for each 

packet of data that being transmitted is safe. 

 IPSec is one of the protocol suites that able to secure IP communications by 

authenticating and encrypting each IP packet of a communication session. The VPN 

servers are a gateway that control access to the network and has a RADIUS client 

component that communicates with the RADIUS server [cisco.com, 2006]. With 

implementing an IPSec VPN using open-source software Openswan and an 

authentication by RADIUS, a secure wireless communication can be established. 
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