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ABSTRACT

This project identifies the behaviours of Android malware, BaseBridge
through dynamic analysis. Scope to be conducted in this project are using only one
specific type of android malware and focusing on behaviour of android malware.
Tcpdump will be used in this project to sniff the network. This research will be
contributed in identifying the behavior of BaseBridge in respective network traffic by
using Santoku Linux operating system which contains several tools such as Android
SDK emulator, Wireshark and Tcpdump. In the end of this project, behaviour of
BaseBridge will be concluded. However, there are several constraints and limitations
on this project which is not fully fit for other android malwares’ behaviours. For
future works, a script can be generate and conducted into a complete software system,
so that the processes of capture data can be done automatically by the system thus
enhances the system fit for other android malwares.

‘3‘ Universiti Teknikal Malaysia Melaka




ABSTRAK

Projek ini mengenal pasti tingkah laku malware Android, BaseBridge melalui
analisis dinamik. Skop yang akan dijalankan dalam projek ini menggunakan hanya
satu jenis tertentu Android malware dan memberi tumpuan kepada tingkah laku
Android malware. Tcpdump akan digunakan dalam projek ini untuk mengesan
rangkaian BaseBridge. Kajian ini akan menyumbang dalam mengenal pasti tingkah
laku dalam BaseBridge trafik rangkaian masing-masing dengan menggunakan sistem
operasi Linux Santoku yang mengandungi beberapa peralatan seperti Android SDK
emulator, Wireshark dan tcpdump. Di akhir projek ini, tingkah laku BaseBridge akan
dibuatkan kesimpulan. Walau bagaimanapun, terdapat beberapa kekangan dan
batasan projek ini, iaitu tidak cergas sepenuhnya untuk tingkah laku lain malwares
Android. Bagi kerja-kerja masa depan, skrip yang boleh dijana dan dijalankan ke
dalam sistem perisian yang lengkap, supaya proses menangkap data boleh dilakukan
secara automatik oleh sistem itu bagi meningkatkan sistem untuk malwares Android

lain.
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CHAPTER I

INTRODUCTION

1.1 Introduction

Nowadays, the mobile platforms and applications are increasing in popularity.
However, the popular platform such as Android has greatly stimulated the spread of
mobile malware. In order to identify the problem that cause mobile malware spread
rapidly, we will discuss about the background of the project which is Android and
malware. The research problem will be formulated into three research questions.
Based on the research questions, the current problem that faced by the Android user
will be clearly shown. After that, the research objective can be generated and all

works done in this project will be based on the research objective.

Firstly, for the purpose to do this project, project background will be discussed. The
background of Android platform and malware will be described. Secondly, the
research problem will be summarised. After that the research question and objective
will be conducted. Project scope and contribution will also be discussed. Lastly, the
report organization will be described to make sure the project is carry out in correct

flow.
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1.2 Project Background

In recent year, the using of smart phone is increasing. There are several of operating
system used in smart phone such as Android, 10S, Window, Blackberry and
Symbian. Android is the most popular platform used in smart phone which is 79.0%
compare to Apple 10S (14.2%), Windows Phone (3.3%), Blackberry (2.7%) and
other (0.9%) (mobiThinking, 2014). Android is the largest installed platform and
growing fast which placed first among others smart phone operating systems
(Micheal Oleaga, 2014, Guru, 2014).

As more and more smart phones come out, the amount of people accessing the
Internet greatly increases. So, there is a rapid increase in the amount of malware
targeting Android smart phones since it is the most popular operating system used in
smart phone. 99% of mobile malware targeted Android devices last year (Brad Reed,
2014).

Malware, short for malicious software, is software used to damage or control the
computer operation, gather with sensitive information, or gain access to private
computer systems. It can be emerged as a collection of code, script, active content
and embedded in other application (McMahon, 2013). Therefore, a script can be
generating in order to detect the android malware that found in the smart phones.

Examples of android malware such as DroidKungFu, BeanBot, BaseBridge are the
major threats to the security of the android mobile. However, there are some malware
will re-implementing some of their malicious functionalities in native code. The
changes are possibly to make their detection and analysis harder. (Yajin Zhou, 2012).

So, the parameter will be analyzing to know the attack pattern of the malware.

The malware are grows rapidly, some effectively defend should take against the
malware. In order to create a method to defend against the malware, we need to study,
analysis and investigate about the malware. We need to how the malware behaves
when executed, how it got here, what is the purpose and how it runs (Kris Kendall,
2007).
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Therefore, dynamic analysis will be using in this project to analyse the android
malware. It will focuses on the behaviour of attack, determine how and what it gets
installed, how it run, what files have been added or modified, who they are
communicate to, etc (Dennis Distler, 2007). So, the parameter such as system call
and network traffic will be investigate in this project.

1.3 Problem Statement

Nowadays, malicious code is reportedly infecting Android devices at a rapid speed.
Therefore, Android phone users are advised to take extra precautions on this situation.
However, the malware characteristics cause difficulty for users to identify and detect
their behaviours. The Research Problem (PR) is summarized into Table 1.1.

Table 1.1 Summary of Problem Statement

No Research Problem

RP1 Difficult to detect the appearance of android malware inside the smart

phone because most of the anti-virus software is low accuracy.

Thus, Research Questions (RQ) which depicted in Table 1.2 is constructed to
identify the research problem as discussed in previous section.

Table 1.2 Summary of Research Question

No Research Question

RQ1 What is the behaviour of different android malware?

RQ2 What is the parameter used to detect the android malware's
behaviour?

RQ3 How to detect the android malware using parameter?

RQ1: What is the behaviour of different android malware?
This research question is used to study the behaviour of malware by identify which
techniques is suitable to use for collecting data for different type of malware.
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RQ2: What is the parameter used to detect the android malware's behaviour?

This research question is formulated by considering the android malware’s behaviour
issue because there are many different type of malware and that may infect to
different parameter. Thus, it is important to identifying which parameter is suitable to

use for study the malware’s behaviour.
RQ3: How to detect the android malware using parameter?

This research question is formulated by considering the way to extract the behavior
of the android malware using parameter and generate the attack pattern dynamically.

1.4 Objective

Based on the research questions formulated in previous section, appropriate research
objectives (RO) are developed as follows:

Table 1.3 Summaries of Research Objectives

RP | RQ | RO Research Objective
RP1 | RQ1 | RO1 To classify the android malware's behaviour.
RQ2 | RO2 | To identify the parameter used to detect the android malware's
behaviour.
RQ3 | RO3 To detect the android malware using parameter.

ROL1: To classify the android malware's behaviour.
Firstly, we need to classify the type of android malware and the behaviour of android
malware in order to find out the feature of malware. Different type of malware may

have different type of behaviour.

RO2: To identify the parameter used to detect the android malware's behaviour.
We need to investigate the suitable parameter used to identify the behaviour of
android malware in order to generate the attack pattern of malware and do the

detection
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RO3: To detect the android malware using parameter.
After identify the parameter, we need to develop a script to detect the android
malware automatically using its parameter.

1.5  Scope
Scope of project is going to be conducted as follows:
1. Using only one specific type of android malware.
2. Focusing on behaviour of android malware in order to generate the attack

patterns of android malware by using network traffic.

3. Tcpdump and Wireshark will be used in this project to sniff the network.

1.6 Project Contribution

The contribution of this project are summarized in Table 1.4

Table 1.4 Summary of project contributions

RP | RQ | RO | RC Research Contribution

RP1 | RQ1 | RO1 | RC1 The classification of android malware's behaviour.

RQ2 | RO2 | RC2 The parameter of android malware's behaviour.

RQ3 | RO3 | RC3 | Detecting the malware’s attack pattern using parameter.

Table 1.4 shows the project contributions based on the research problem, research

questions and research objective.
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1.7  Report Organization

Chapter 1: Introduction
This chapter will discuss about the introduction, project background, problem
statement, research question, research objective, project scope, project contribution

and report organization.

Chapter 2: Literature Review

This chapter will study about the related works such as android, malware, malware
attack pattern, malware analysis technique, parameter and operating system used.
The related works will be contribute to the next chapter.

Chapter 3: Methodology
This chapter will explain the method used to analyse android malware and project
methodology. Project schedule and milestones will discuss in this chapter to finish

the project in time.

Chapter 4: Analysis and Design

This chapter will introduce the problem analysis, requirements of software and
hardware. The experimental design such as logical design and physical design will
also conduct in this chapter. Environment will setup based on the requirements.

Chapter 5: Implementation and Testing

This chapter will describe the method to implement and test the collected data in
order to carry out the graph to support the evidence. The test result and analysis will
conclude in this chapter.

Chapter 6: Conclusion
This chapter will summarize all chapters as a conclusion. Project summarization,

limitation and future work will discuss.
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1.8  Summary

As a conclusion, this project will identify the behaviour of Android malware using
dynamic analysis. The problem statement, research questions, research objectives
and scope are discussed in this chapter to identify and solve the problem. Besides
that, report organization also carried out in this chapter to make sure the project runs
in sequence. In the next chapter, more research and related works about Android
malware and malware detection technique will be discussing.
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