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ABSTRACT

The project is about studying the new technology introduce in medical as patient or
elder people are no longer needed having monitoring in hospital by introduction
WBAN. ZigBee network used in WBAN are the main concern in this project. ZigBee
architecture is study as the functionality of each layer which provide security element.
Security mechanisms like some common known authentication protocols are study
for the understanding level of access control in securing WBAN. The project
discusses some threats happen in WBAN and introduce on authentication in the
WBAN for originality and security of data. Thus this project will be include setting

basic access control in simulate WBAN network.
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ABSTRAK

Projek ini adalah mengenai satu teknologi baru yang telah diperkenalkan di dalam
bidang perubatan. Dengan pengenalan rangkaian kawasan badan tanpa wayar,
pesakit atau orang tua tidak akan lagi memerlukan pengawasan di dalam hospital.
Dalam rangkaian kawasan badan tanpa wayar ini juga, kegunaan teknologi ZigBee
telah diperkenalkan. Seni bina ZigBee ditemui akan menentukan tahap unsur
keselamatan dalam rangkaian tersebut. Mekanisme keselamatan seperti protocol
pengesahan yang telah biasa digunakan akan ditemui di dalam projek ini dengan
melibatkan sumber buku dan kajian dalam aspek keselamatan. Simulasi asas dengan
parameter tertentu dijalankan di dalam projek ini supaya pengawalan laluan asas

semua nod dalam rangkaian ZigBee tercapai.
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CHAPTER I

INTRODUCTION

Recent developments of electronic devices domain of personal gadgets, sensing and
wireless communication technologies bring together development of Wireless Body
Area Networks (WBANSs) (Crosby, Ghosh, Murimi, & Chin, 2012). As WBAN is
technology closer to human body which gather and send vital signal of users, it is
important to keep the privacy and originality of the data collected by these network.
Authentication is necessary to enable the WBAN to validate network nodes and thus
avoid network as well as node impersonation (Ming, Wen Jing, & Kui, 2010)
(Crosby, Ghosh, Murimi, & Chin, 2012). Therefore, this project will explore on the
security issues in WBAN. This project will carry the amount of works to accomplish
the objectives which are literature review and analysis, design and development,

testing and evaluation and documentation.
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