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ABSTRACT 

The title of this thesis is "Authenticated Electronic Documents using Digital 
Signature (AED)". The main purpose of AED system is to transmit form 
electronically in a secure method within a sender (applicant) and receiver (approver) 
using digital signature infrastructure. Digital signatures let the recipient of 
information verify the authenticity of the information's origin, and also verify that 
the information was not altered while in transit. Staffs in Faculty of Information and 
Communication Technology have to hand in their form application manually in 
existing form transmission system. This process is awkward and time-consuming for 
both the staffs and the faculty. The technology to submit assessments electronically 
is available. However, there do exist certain requirements from the involved entities 
that they want to be sure that their application are submitted confidentially and that 
the authenticity of an application preserved. In addition they want a confirmation of 
receipt. The faculty needs to be certain about the originator of a form and that staffs 
cannot falsely claim not haviilg sent an assessment. This thesis addresses these issues 
of authenticity, integrity and non-repudiation when using AED system for the 
submission of form application electronically. It introduces several ways to achieve 
the desired services and demonstrates how to methodically proceed from the initial 
problem up to a later implementation of the solution, people feel confident that their 
form is not going to be altered by a determined and highly resourceful attacker 
during the form transmission process. 
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