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ABSTRACT 

This project describes the development of a system which main objectives are 

to enhance the security and efficiency of the current system of file sharing and 

message sharing process. This idea of implementing a system that employs a client­

server architecture which involves a certificate authority (CA), which acts as a server 

to issue a digital certificate and monitor all the client activities, and a client that uses 

encryption technology in order to secure the content of the message and the files, 

came up after studying the outdated and unsecure method of UTEMs process of 

vetting exam question paper. 

For this project, the development focused on the client side. The client side 

will use a face recognition, which will be authenticated by the server. The client will 

use AES algorithm and RSA algorithm in encryption the messages or files before 

sharing or distributing the messages/files to other client. Each user will have their 

own digital certificate, issued by the certification authority. User can use the client to 

search for other online or offline user, validate their digital certificate and even send 

an ofiline message. The client also features a separate decrypting tools to decrypt 

received files at any time. 

The interfaces and buttons will attempt to replicate the design and styles of 

commercial system. The design also will be developed and focused primarily to 

promote user friendly. This project will be developed in such a way that I can be run 

even using low hardware and software specification, so that I can be run by most 

computer. The system will be developed using VB.net languages, luxandFace SDK, 

and developed for Windows environment. 
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ABSTRAK 

Projek ini menerangkan prose pembangunan sistem dimana objektif 

utamanya adalah untuk meningkatkan keselamatan dan kecekapan sistem semasa 

proses perkongsian fail dan perkongsian mesej. Idea untuk melaksanakan satu 

sistem yang menggunakan seni bina client-server yang melibatkan certification 

authority (CA), yang bertindak sebagai pelayan untuk mengeluarkan digital 

certificate dan memantau semua ak.'tiviti client, dan client yang menggunakan 

teknologi encryption untuk menjamin kandungan mesej dan fail-fail tersebut, timbul 

selepas mengkaji kaedah yang ketinggalan zaman dan tidak selamat, yg digunakan 

oleh UTEMs dalam proses vetting kertas soalan peperiksaan. 

Untuk projek ini, focus tertumpu lebih kepada client. Sahagian client akan 

menggunakan pengenalan muka, yang akan disahkan oleh pelayan. Pelanggan akan 

menggunakan algoritma AES dan algoritma RSA dalam penyulitan mesej atau fail 

sebelum berkongsi atau mengedar mesej I fail kepada pelanggan lain. Setiap 

pengguna akan mempunyai digital certificate mereka sendiri, yang dikeluarkan oleh 

certification authority. Pengguna boleh menggunakan klien untuk mencari pengguna 

lain secara online atau offline, mengesahkan digital certifica te masing-masing dan 

juga menghantar mesej offline. Client juga mempunyai fungsi yang berasingan, iaitu 

alat decrypting untuk menyahsulitkannya yang fail diterima pada bila-bila masa. 

Interface dan butang akan cuba direka dengan meniru reka bentuk dan gaya 

sistem komersial . Reka bentukjuga akan dibangunkan dengan memberi tumpuan 

untuk mempromosikan mesra pengguna. Projek ini akan dibangunkan supaya boleh 

berfungsi walaupun menggunakan perkakasan yang rendah dan spesifikasi perisian, 

supaya ianya boleh dikendalikan oleh kebanyakkan komputer. Sistem ini akan 

dibangunkan dengan menggunakan VB.NET, luxandFace SDK, dan dibangunkan 

untuk persekitaran Windows. 
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CHAPTER I 

INTRODUCTION 

l.l Project Backgnmnd 

Everybody needs a sense of security and privacy in their life. This is the basic 

needs of human. This basic need also apply in the IT and cyber world. As an 

individual, we need to secure anything that is private and personal to us. As an 

organization, it is essential that sensitive data being protected. A breach of such 

security and privacy could result in safety concern, and loss in terms of profit for 

organization. That is why we need to secure anything that is important and private to 

us. 

Encryption is one of the most effective methods to secure a files or 

application. This process of encryption hides the contents of a message in a way that 

the original information is recovered only through a decryption process. The purpose 

of Encryption is to prevent unauthorized parties from viewing or modifying the data. 

Encryption occurs when the data is passed through some substitute technique, 

shifting technique, table references or mathematical operations. All those processes 

generate a different form of that data. The unencrypted data is referred to as the 

plaintext and the encrypted data as the cipher text, which is representation of the 

original data in a difference form. 

Key-based algorithms use an Encryption key to encrypt the message. There 

are two general categories for key-based Encryption: Symmetric Encryption which 

uses a single key to encrypt and decrypt the message and Asymmetric Encryption 

which uses two different keys - a public key to encrypt the message, and a private 

key to decrypt it. Currently, there are several types o f key based Encryption 
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algorithms such as: HASH, RSA, AES, BLOWFISH, RC6, and others but all of 

these algorithms depend on high mathematical manipulations. 

In this project, a secure classified-document transfer and storage application 

·will be developed, to address the problem of security attack and security flaw, and 

provide a secure method of sharing and storing classified documents. 

1.2 Problem Statements 

Security and privacy has been considered a basic need for human. It is crucial to 

protect individual or organization privacy and sensitive as failure to do so might 

cause trouble, problem and even crimes involving theft, fraudulence, and industrial 

spying. However, the current culture and society still take security issue for granted. 

Most individual and organization only employed and implemented minimum security 

measure at most, and the rest are still ignorance on issue related to security and 

privacy. The majority of business and educational institution are still using paper 

based submission, which is very unsecure way of circulating or transmitting sensitive 

and private information. To address this problem, most has already adopted a system 

that can send the soft-copy of the private files or messages, over the network, such as 

LAN or WAN. But still this method are not considered as a safer alternative as the 

files and messages can still be intercepted or sniffed. Message wrote in a plain-text 

format can easily be sniffed and read using Wireshark, a network monitoring tools 

that are available on the internet, free for download. File that was intercepted can 

readily be run or opened. Without applying an encryption on these messages or files, 

there is no use in migrating from paper-based system to computerized network based 

system. 

Furthermore, with the current method or system, there is no way to be sure that 

there is no impersonation occur, which means that the person we are communication 

with are no an impersonator. There is also no effective way to ensure the integrity of 

the message, and proof of origin (non-repudiation). If there is a dispute, a 

complication will arise because the sender can deny the content of the message or 

even deny having sent it. 
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In short, the current method of sharing and sending classified information or files 

have no: 

• Confidentiality to prevent unauthorized disclosure or information. 

• Integrity to prevent unauthorized modification or substitution of information. 

• Availability which prevent unauthorized withholding of information or 

resources (denial of service) 

• Non repudiation, to avoid sender from deny the content of the message or 

even deny having sent it 

1.3 Objectives 

There are four main objective of the project. They are: 

• To develop an application that is capable of sending and storing files/message 

securely by means of encryption technology. 

• To provide the application with better security by implementing biometrics­

face recognition login 

• To ensure the developed software is user-friendly, practical and lightweight. 

1.4 Scope 

• Encryption Algorithm 

For this project, only block cipher encryption will be implemented. The 

encryption algorithm are Advanced Encryption Standard (AES) or rijndael 

algorithm and RSA algorithm. 

Stream cipher will not be use, as it is deemed unsuitable for this project 

This project will not explore or analyze these algorithm and its mathematical 

formulae in details. 
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• Environment 

This application IS intended to be used on windows operating system 

environment, and this project will on limits its scope on window environment. 

• Workstation 

This application is intended to be use on computer, laptops and netbook. 

Therefore this project will not cover on its usability, or guarantee its stability 

in other device such as mobile phone or tablet pc. 

• Digital Certificate and Certification Authority 

Although this application rely on digital certificate to accomplish its 

objectives, this project do not cover on the subjects of generation of the 

asymmetric key (private/public key), creation of digital certificate, and its 

distribution. 

1.5 Project Significance 

The implementation of encryption method in securing messages and files, 

will surely increased the level of privacy and security of individual or organization. 

Files and messages can be send and distributed freely without worrying about the 

content being exposed or sniffed, as the content is encrypted and the cipher text is 

useless to those who did not know the private key. This will surely increase the 

productivity and stability of individual or organization. 

1.6 Conclusion 

Security and privacy remains as one of the basic needs of human being. It is 

also important for large organization and business. To an individual, protecting this 

means protecting their safety, and to a business organization protecting and security 
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means protecting their money. Therefore to ensure privacy and security, 

cryptography is one of the best and practical methods. 

That is why protecting and securing files and messages by means of 

encryption is the main focus of th.is project, where the software is expected to be 

simple, user friendly and yet practical and full with features . 

5 

In the next chapter, the report will explain about literature review and project 

methodology used throughout the project. The literature review discusses the domain 

related to the project. 
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CHAPTER II 

LITERATURE REVIEW AND PROJECT METHODOLOGY 

2.1 Introduction 

This chapter will discuss in details on literature review related to the project 

and also the methodology used in researching and completing the project. The 

purpose of this chapter is to conduct the research about the other systems or 

applications that are similar to the system that will be developed. All aspect is 

studied in order to develop a system that is more effective. Furthermore, the 

discussion is also including the methodologies, techniques, hardware and software 

that being used in other research. The comparison between them is analyzed to 

highlight the differences thus determine the better solutions for this project. 

2.2 Facts and finding 

Approach, passed research, reference and case study will be discussed under 

this topic. The approach will be supported from a publish materials or passed 

research. 
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