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ABSTRAK

Keselamatan VolP adalah penting dalam mengelakan belaku pencorohohan
dan kerosakan pada sistem. Alat-alat seperti penganalisa protokol VoIP, kelemahan
taksiran utiliti dalam memantau keselamatan adalah antara pekara biasa dalam
menjaga keselamatan sistem. Alat tersebut telah mencapai tahap yang tinggi bagi
menilai keselamatan dan kelemahan yang berpotensi dalam bidang-bidang seperti
sistem operasi, konfigurasi peranti, protokol rangkaian dan aplikasi. Walau
bagaimanapun, alat ini mempunyai bhadnya, seperti mana mereka digunakan,
bagaimana ia dilaksanakan dan bagaimana mereka dipelihara dan dikemaskinikan.
Selain itu, untuk mencari alat tasiaran VolP yang terbaik bagi menguji kelemahan
sistem. la masih sukar untuk membangunkan alat keselamatan yang komprehensif
untuk teknologi baru muncul. Voice over Internet Protokol adalah satu contoh
teknologi yang kian bekembang dari masa ke semasa. Tesis ini akan meneroka
beberapa jenis pencorobohan VolP dengan mengunakan beberapa ujian alat ceroboh
VoIP yang lebih popular bagi mmgenapasti keselamatan VoIP yang baik. Dalam
tesis ini juga akan menguji IDS yang terbaik untuk sistem VolIP. Memahami lebih
dalam lagi dalam keselamatan VoIP dan akan membantu untuk mengenal pasti isu-
isu yang perlu ditangani dalam pembangun masa hadapan dalam sistem keselarnatan
VolIP.
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1.1

CHAPTER ]

INTRODUCTION

Project Background

Voice over Internet Protocol (VoIP) is a general term for a family of
transmission technologies for delivery of voice communications over IP networks
such as the Internet or other packet-switched networks. Voice over Internet

Protocol (VoIP) has seen rapid implementation over the past few years.

A major advantage of VoIP and Internet telephony is that it avoids the tolls
charged by ordinary telephone service. This paper deails with VoIP
communication security and various techniques of VoIP attacks. We also try to
find effective methods to prevent or mitigate these attacks. At the end, wé

provide a real example of a VoIP aftack.

The paper focuses solely on Session Initiation Protocol (SIP) which is the
most frequently used signal protocol these days. Voice over Internet Protocol i§
without any doubts a step ahead in communication technologies. But similarly to
other technologies, there should be certain specific rules and security measures

otherwise the technology does not work.



This project will be focusing on how these IDS software will detect the attacking
comes from several types of VoIP attacks. Attacks such as Information Gathering,
Eavesdropping, Attacking Authentication, VoIP Media Manipulation and Denial Of
Service. This attack will be launch directly to the servers that contain Intrusion
Detection System sofiware that has been selected to monitor the servers from any

outsider and insider attacks that can harm and damage the network system itself.

1.2 Problem Statements

Security continues to be an issue and an obstacle to implementing VoIP for
many individuals and companies. Especially in cases where many calls deal with
sensitive or confidential information. Of course, VoIP is subject to the same sorts
of attacks as data networks, example denial-of-service (DoS) attacks that can

bring down your VoIP service.

VolIP conversations in on their calls can hackers listening by capture the
packet, and the data packets can easily be intercepted by hacker to record the
calls. Most of the organizations which have implemented VolP are either
unaware or ignore the security issues with VoIP and its implementation. Like
every other network, a VoIP network is also susceptible to abuse. Network
Security becomes a large and growing area of concern between corporations

whiles accessing internet.

While expert hackers still abound, the Internet has entered a new era. Using
almost any search engine, average Internet users can quickly find information
describing how to break into systems; for example, simply searching for key

words like hacking, password cracking, and Internet security.

Meanwhile and up to now, there is no mechanism that can promise to totally
secure a network, therefore, network administrators deploy a variety of perimeter

and host-based tools such as firewalls, intrusion detection system, patch and



version managers, and anti-virus tools in order to deal with the constant threats
and maintain an acceptable level of security. These tools form an integrated line

of defence against network attacks.

Table 1.1 shows the research problems in this project.
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used to detect the attacking.

T RP2 f There are lack of VoIP IDS implementation

Table 1.2 shows the research problems and research questions in this project.

i -~

- -

11 How to choose the better hardware and software for monitoring
VolP network?
2 2 What is the capability of VoIP attacking and detecting system?

1.3  Objective

This project will analysis and examine some real world attack vectors and
discover how hacker can assist us pretesting VolIP. In this project will go to protocol
level details of the basics, though it is strongly encouraged to understand the

protocols used in VoIP networks.

We will also set-up an attacker to compromise the VolIP being established to
better understand some VolP security issues. And this project wills various

enumeration techniques followed by demonstration of few VoIP attacks and compare



the type of attacking. Also type of hacking the VoIP over wireless and wired
connection. Using intrusion detection system (IDS) where it can identifies suspicious
patterns that may indicate a network or system attack from someone attempting to
break into or compromise a systern and can kill the process that try to access to

network or VoIP system.

When there are any suspicious patterns occurs the system will make an alert, and
then it depends to the admin that handle the system either wants to kill or ignore the

process.

Objectives that will be achieved at the end of this project are:
I.  Setup a VoIP Network.
II.  Analysis type of attacking to VoIP and compare it.
III.  Analysis the best system that can detect the attacker (Snort and Sax2 IDS).
IV. To compare which DS are the best in order to detect the attacks when

implement in a real-time Intrusion Detection System.

1.4  Scope

The scope of the project is to analysis the attacking of VolP phone system.
Compare type of the attacking in real time environment. Compare Intrusion
Detection System for VoIP System, in order to fine the best software to detect the
intrusions that were cause by network attack for example Denier Of Service,-

Open Port Scanner, Eavesdropping (Sniffing) and many more attack.

From the result, the administrator will know exactly and understand type of
attacking and the VoIP intrusion detection system log file by correlated the bad
events, correlated the good events, and also to look for unusual pattern that are

not in the bad and good list for the intrusion detection system.



The whole test activittes will be conduct in an isolated local area network
(LAN) that will be detailed explain on the next chapter because the test will be
conduct to test the IDS sofiware whether they can perform in normal
environment where there are no attack occur to the network and also will be test
in stress environment where there will be a lots of attack to the specific host in

the network.

Scope of this project will be involved Setup a VoIP in LAN network, The
operating system for the server is Windows Server. The hardware Linksys
Access point will be used.

I.  Setupa VolP in LAN network.
. Attack the VoIP network.
IMI.  Detect the hacker using IDS Software.

1.5  Project Significance

The project significance will be focusing on the analysis type of attacking and
describe the capabilities of Snort and Sax2 DS to produce better output in detection

of intrusion and vulnerabilities in VoIP network.

In order to users that want to implement the VolIP Phone System and Intrusion
Detection System for VoIP software on their network system because from this
project, the users are able to choose and select the best software that will be
comparing in this project based on their detection on attacks that will be launch to the
host.

Users or the Administrator also can protect the network and more importantly the
servers that has been setup on the current network by the hacker or attacker whether
insider or outsider aftacker that want to brake or damage the whole system by

launching the selected attack directly to the specific host on the network whether



they want to get the information illegally or they just want to test the security of the
network.

1.6  Expected Output

The expected output that will be achieved after carrying out the project is will
be able to identify types of attacking to VoIP system and comparing. Analysis the
best system that can detect the attacker using (Snort and Sax2 IDS). Will be analysed
in this project and a report will be generated to show the result of this project.
Intrusion Detection System sofiware also will be test by perform lots of attack. The
type of attack that will be used to test software are network attack. So by perform.
those attacks.

1.7 Conclusion

With the explosion of Internet connectivity and the pervasive access every
day users have to both internal and external networks, experts have seen a
tremendous rise in attacks and corporate and government networks. At the same time
the complexity of our enterprises has increased rapidly. Many organizations report
that they have more computer systems than users. Add to this the diversity of
operating system platforms, routers, network protocols, applications, web servers,
databases, etc., and we can quickly see why trying to spot an attack becomes
extremely difficult. Without sophisticated tools, it’s nearly impossible.

For the summary, this chapter discusses about the introduction of the projects
to be developed. The introduction to the project including project objectives, project
scope, the significant of this project, the expected output from this project and also
the problems that enabled this project. |



Next chapter will be Literature Review and Project Methodology that
discuss about methodologies, techniques, software and hardware that is being used in

other research or in this project.



