










v 

ABSTRACT 

This project is mainly focus on how Honeypot track intruders that try to probe a 

system in the network. Honeypot is a software that known as decoy system as it really 

act as decoy to protect the real system. Intruders that would like to attack the system, 

will not know that what is been attack is a decoy or a honeypot. Honeypot is not 

software to replace firewall, IDS, or anti-virus since it has its own job. This project will 

study on what the intruders want in a system, and how they do it. This system will be 

added an extra feature that is a Graphic User Interface that will make other user to use it 

easily. To conduct this project, equipment is set according to the early plan and should 

be suitable to run the software in it. A honeypot has the ability to listen on a port number 

which automatically will become the decoy system that is ready to be attacked. As an 

example, honeypot will listen to port 80 which it will listen to http service, and wait for 

the intruders to connect into it. Every IP address that connected to the system will be 

recorded and save into a log file. The data in the Log file can be view for more details 

information. At the end, this project should meet the entire objective that has been 

planned earlier. 

© Universiti Teknikal Malaysia Melaka 






































