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ABSTRAK

Projek ini tertumpu kepada bagaimana Honeypot boleh menjejaki penceroboh
yang cuba untuk menceroboh sesuatu system dia dalam sesebuah rangkaian. Honeypot
ada sejenis perisian yvang dekenali sebagai system umpan kerana ia bertindak sebagai
system yang khas dibangunkan untuk melindungi system sebenar. Penceroboh yang
ingin menyerang system itu, tidak akan tahu bahawa system yang diserangnya adalah
honeypot. Honeypot bukan merupakan perisian yang boleh menggantikan firewall, IDS,
atau anti-virus kerana honeypot sendiri mempunyai tugas yang dikhaskan iaitu menjadi
system umpan. Projek ini kan mengkaji kehendak seseorang penceroboh yang cuba
untuk menyerang system yang sedia ada, dan bagaimana mereka melakukannya. Sistem
ini akan ditambah satu cirri tambahan, iaitu menpunyai muka grafik pengguna yang
membolehkan pengguna berinteraksi dengan perisian ini secara mudah. Untuk
menjalankan projek ini, setiap peralatan yang sesuai telah disediakan agar projek ini
boleh berjalan dengan lancar. Honeypot mempunyai keupayaan mendengar sesuatu port
nombor dan secara automatiknya, ia akan membangunkan system umpan itu sendin.
Contohnya, jika honeypot diarahkan untuk mendengar pada port 80, 1a secara tidak
langsung telah membangunkan servis http dan bila penceroboh menemui system
tersebut, mereka mungkin akan menyerang dan di situlah keupayaan honeypot untuk
merekodkan segala data penting tentang penceroboh. Setiap data tersebut akan disimpan
di dalam Fil log dan boleh diakses untuk mengetahui maklumat lebih terpennci tentang

sesuatu pencerobohan terhadap system umpan itu.
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CHAPTER ]

INTRODUCTION

1.1 Project Background

A honeypot is a computer system on the Internet that is specifically set up to
attract and "trap” people who attempt to penetrate private and unknown users computer
systems. Unlike firewalls or IDS sensors, honeypot is something that the intruders to
want to interact with, Honeypot acts as a decoy system to detour any suspicious activity
that might harm our computer system.

Conceptually, honeypots are very simple. They are a resource that has no
production value, it has no authorized activity. Whenever there is any interaction with a
honeypot, this is most likely malicious activity. For example, if someone is in the
internal network scanning for vulnerable desktops, and the intruder scans the intermnal
honeypot, your honeypot will easily detect and log this unauthorized activity as no one
should be connecting to your network.

Honeypots are unique; they do not solve a specific problem. Instead, they are
highly flexible tool with many different applications to security. It depends on what it
wanted to achieve. Some honeypots can be used to help prevent and detect malicious
attacks. Likewise, other honeypots can be used for data collection in any on-going

research project.



The Advantages:

a.) Small data sets: Honeypots collect small amount of data, but almost all of this
data is real attacks or unauthonzed activity. Instead of dealing with 5,000 alerts,
honeypots collect only malicious activity, it is easier to analyse and react to the
mformation they collected.

b.) Reduced false positives: Honeypots detect or capture is an attack or unauthorized
activity, vastly reducing false positives.

c.) False negatives: Unlike most technologies, it is very easy for honeypots to detect
and records attacks or behaviour never seen before in malware attacks.

d.) Cost effective: Most honeypots can easily run on any Pentium processor
computer with 128 MB of Ram

e.) Simplicity: Honeypots are very simple; there are no advance algorithms to

develop, nor any rule bases to maintain.

In general, there are two different types of honeypots, low-interaction and high-
interaction. Level of interaction measures how much activity, or interaction, an attacker
can have with a honeypot. Low interaction honeypots limit the level of interaction by
emulating services. The interaction an attacker has with the honeypot is limited by how
advance the emulation of the service. An example of a low interaction honeypot is
Honeyd. In contrast, high interaction honeypots do not emulate services; instead they
provide real applications for attackers to interact with. An example of a high interaction
honeypot is Honeynets. Neither is better than the other. Low interaction is simpler and
has less nisk (as the attacker can do less while interacting). High interaction allows us to
learn more about the intruders including chatting with the intruders however this is not

advisable as it poses great risk being hacked or attacked while communicating.



1.2 Problem Statements

Stealing someone’s identity is one of the best known techniques for hackers to

access confidential information in a corporate environment.
It is known to the public users that the intemet is not the safest media. Intrusions into
foreign networks have become easier and too convenient for hackers to hack regardless
of the firewall or security protection imposes onto the selected network. It is just a
matter of time for these bots scan networks to msert and infect fully automated
malicious code into foreign remote machines.

Network security issues are of major concern for all businesses to keep the
affirmation of the nature of their business under strict confidentiality. These issues are
not recent as it started since information was transferred from sender to respective
recipient. Data transition has been prone to attack and intrusion as useful pieces of

information is crucial to survive tough competition in corporate world.

Table 1.1 shows the research problems in this project.

RP Research Problem
RP 1 There are many type of techniques used to track intruders.
RP2 Lack of secunity in Honeypots.

Table 1.2 shows the research problems and research questions in this project.

RP | RQ | Research Question

| 1 How to choose from the techniques to prevent the
‘ attacks?
2 2 How to increase Honeypots security?




1.3 Objectives

The objectives of this project are:

e To develop simple alert system whenever unknown source probes the network.

o To detect malictous attack launch by the intruders.

e To develop GUI for the honeypots so that it will be easy to track and analyse

intruder’s activities.

From the research problem statements and research questions, the research

objectives have been create to overcome the problems and questions as shown in

Table 1.3

Table 1.3 shows the research problems, research questions, and research

objectives.

RP RQ RO Research Objective

1 | 1 To develop simple alert system whenever unknown source
probes the network.

2 2 2 To detect malicious attack launch by the intruders.

2 2 3 To develop GUI for the honeypots so that it will be easy to
track and analyse intruder’s activities.




14 Scope

Scope of this project will involve data capturing at Experiment wireless Lab,
Faculty of Information and Communication, Universiti Teknikal Malaysia Melaka. The
operating system for main server is windows server 2008. The software used 1s python
2.5 to write honeypot script. Data capturing duration will be held from 2™ April 2012
until May 2012.

1.5 Project Significance

This project is important to introduce and explain to user how honeypot works

does and will do to protect their server or network.

1.6 Expected Output

The expected output from the honeypot includes the ability to detect an early
hacking from the intruders and detecting malicious activity launched by the intruders to
the honeypot. A simple and easy graphical user interface is expected to be done at the

end of the project.

1.7 Conclusion

Honeypot is important in tracking and avoiding the intruders breaching into the
main important system. It is useful and can con it ways to attract the intruders into
believing they are communicating with the main secunty system. Since honeypot 1s an
attractive system to attract and track the unknown intruder, honeypot will be useful in

protecting the real important system.



CHAPTERI

LITERATURE REVIEW AND PROJECT METHODOLOGY

2.1 Introduction

This chapter will discuss the literature review and analysing the tools that were
used for this project. These include honeypot, firewalls, and the tools that will be used in
conducting this project. This is followed by reviewing on several articles which is
relevant to this project. The articles that have been reviewed are based on the real
projects that were conducted and all the tools, techniques and results of the project are
shared with others. These previous projects gained successful outcomes in their project

experiments.

2.1.1 History of Honeypot

The 1dea of honeypot began in 1991 with “The Cuckoos Egg” and “An
Evening with Breford” by Clifford Stoll and Bill Chewick . The first publication,
“The Cuckoos Egg” was about the experience catching a computer hacker that
was 1 Clifford Stoll Corporation searching for secrets about the corporation. The
other publication, “An Evening with Berferd” was about a computer hacker’s
moves through traps where Bill Chewick and his friend used to catch the
intruder. Both of this publication 1s the beginning of honeypot. The first type of
honeypot called the Deceptive Toolkit was released in 1997. This tools main
function is to attack at the intruder. First commercial honeypot came out in 1998,

it was called Cybercop Sting. In 2002 the honeypot started to be shared and



being used all over the world. In year 2005, The Philippine Honeypot Project
was launched. Today, a very popular honeypots project is taking place which is
called Honeynets Project.

2.2 Fact and Findings

In this literature review some details regarding the project which is "Tracking
Intruders using honeypots” will be discussed. Discussion will be  based on the
objectives of the project.

First objective is to determine how intruders probe the honeypots and what they
are looking for. This objective shows the purpose of honeypots. Probing the system
without authorization is illegal and the intruders sometime will succeed in their mission.
However, many computer users do not know the intruders motive and as why they probe
the system. Honeypot is one of the ways to track the intruder’s activities in our network
system.

Second objective is to build a simple alert system whenever someone probes the
network. The new system is secure with specific security features, thus, if a third party
or unknown user can access through it, it is most probably the intruder’s activities. In
this case, honeypots will acts as an alert buoy to the whole system.

The third objective is to build Graphic User Interface (GUI) for the honeypots.
This will enable the administrator to track the intruder who 1s probing the network and
some of the threats that they use to attack the system. GUI will be able to identify

malware that is in use to attack the system.



2.2.1 Domain

The domam for the project is the ICT in Advance manufacturing
Technology based on Network Security. It involves the activities in
organizations, enterprises, and institutions undertake to protect the value and
current usability of their asset. Hence, to uphold the integrity and continuity of
operations. An effective network security strategy requires identifying  threats
and then choosing the most effective set of tools to combat them. Specifically,
network security protects the usability, reliability, integrity, and safety of your
network information and data. Effective network security targets a variety of

threats and prevents them from entering or spreading on your network.

2.2.2 Keyword

1.) Firewalls

A firewall is a system designed to prevent unauthorized access to or from
a private network. Firewalls will be put to work before Honeypots. Firewall will
act as first layer of security in the system including tracking intruders this is due
to several security systems in a network. Moreover, firewall is a tool that has log
on all traffic that through it. Using firewalls log, we can track every moves of the
mtruders and find out what they de and want on our system.

Second, firewalls have alerting ability, Using this capability, firewalls
will alert us if the intruder has penetrated through the firewall entering honeypots
section. Firewalls alert is simple and easy to build. We can detect the intruders
by viewing the traffic in and out of our system, since none can connect to the
honeypot; it is most-likely the intruders will be kept busy by honeypots via fake

authentications.



